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____________ 

 
MARITIME NAVIGATION  AND RADIOCOMMUNICATION   

EQUIPMENT AND SYSTEMS –  
DIGITAL INTERFACES –  

 
Part 450:  Multiple  talkers  and  mul tiple  l i steners  –  

Ethernet in terconnection  
 

FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Commiss ion  ( I EC)  i s  a  worl dwide  organ ization  for standard ization  compris i ng  
a l l  n ational  e l ectrotechn ical  commi ttees  ( I EC National  Comm i ttees).  The  object  of I EC i s  to  promote  
i n ternati ona l  co-operation  on  a l l  questions  concern i ng  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds .  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es,  I EC publ i shes  I n ternational  Standards,  Techn ical  Speci fi cations,  
Techn ical  Reports ,  Publ i cl y Avai l abl e  Speci fi cations  (PAS)  and  Gu i des  (hereafter referred  to  as  " I EC  
Publ i cation (s )") .  Thei r preparation  i s  en trusted  to  techn ical  commi ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  subject  deal t  wi th  may parti cipate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  
non -governmental  organ i zations  l i a i s i ng  wi th  the  I EC a l so  parti cipate  i n  th i s  preparation .  I EC col l aborates  
cl osely wi th  the  I n ternati onal  Organ i zati on  for Standard izati on  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  
by agreement  between  the  two  organ i zati ons.  

2)  The  formal  decis ions  or ag reements  of I EC on  techn ical  matters  express,  as  nearl y  as  possib le,  an  i n ternati onal  
consensus  of opi n ion  on  the  rel evant  sub jects  s i nce  each  techn ical  commi ttee  has  representati on  from  a l l  
i n terested  I EC National  Committees.   

3)  I EC Publ i cations  have  the  form  of recommendations  for i n ternational  use  and  are  accepted  by I EC National  
Commi ttees  i n  that  sense.  Whi l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  content  of I EC  
Publ i cations  i s  accu rate,  I EC  cannot  be  hel d  responsi ble  for the  way i n  wh ich  they are  used  or for any 
m i s i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC National  Comm i ttees  undertake  to  app ly I EC Pub l i cations  
transparentl y to  the  maximum  extent  poss ible  i n  the i r national  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC Pub l i cation  and  the  correspond i ng  national  or reg i onal  publ i cati on  shal l  be  cl earl y i n d icated  i n  
the  l atter.  

5)  I EC i tsel f d oes  not  provi de  any attestation  of conform i ty.  I n dependent certi fi cati on  bod ies  provi de  conform i ty 
assessment  services  and ,  i n  some  areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsi ble  for any 
services  carri ed  ou t  by i ndependent certi fi cation  bod i es .  

6)  Al l  u sers  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  attach  to  I EC  or i ts  d i rectors,  employees,  servants  or agen ts  i ncl ud ing  i n d ivi dual  experts  and  
members  of i ts  techn ical  comm i ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property  damage  or 
other damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cation ,  use  of,  or re l i ance  upon ,  th i s  I EC Publ i cati on  or any other I EC  
Publ i cations.   

8)  Atten tion  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct appl i cati on  of th i s  publ i cation .  

9)  Atten tion  i s  d rawn  to  the  poss ib i l i ty that  some of the  e l ements  of th i s  I EC Publ i cation  may be  the  subject  of 
paten t  ri gh ts.  I EC shal l  not  be  hel d  respons ibl e  for i denti fyi ng  any or a l l  such  paten t ri gh ts .  

I n ternational  Standard  I EC  61 1 62-450  has  been  prepared  by I EC techn ical  comm ittee  80:  
Mari time navigation  and  rad iocommun ication  equ ipment and  systems.  

Th is  second  ed i ti on  of I EC 61 1 62-450  cancels  and  replaces  the  fi rst  ed i tion  publ ished  in  201 1  
and  Amendment 1 : 201 6.  Th is  ed i tion  consti tu tes  a  techn ical  revision .  

Th is  ed i ti on  includes  the  fol lowing  s i gn i fican t techn ical  changes  wi th  respect to  the  previous  
ed i tion :  

a)  network traffic fi l teri ng  based  on  IGMP snooping  added ;  

b)  network traffic balancing  added ;  

c)  new encapsu lation  of I EC 61 1 62-3  PGNs  added ;  
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d )  new al ternative  for b i nary fi le  transfer added :  TCP/IP  based  on  Annex H  of 
I EC 62388: 2007  on  radars;  

e)  general  au thentication  tag  "a: "  added  to  support manag ing  of cyber securi ty ri sk.  

The  text of th is  I n ternational  Standard  i s  based  on  the  fo l lowing  documents :  

FDIS  Report  on  voti ng  

80/880/FDIS  80/885/RVD  

 
Fu l l  i n formation  on  the  voting  for the  approval  of th is  I n ternational  Standard  can  be  found  in  
the  report  on  voti ng  i nd icated  i n  the  above  table.  

Th is  document has  been  drafted  i n  accordance  wi th  the  I SO/IEC  D irecti ves,  Part 2 .  

A l i s t  of a l l  parts  i n  the  I EC  61 1 62  series,  publ ished  under the  general  ti tle  Maritime 
navigation and radiocommunication equipment and systems -Digital interfaces,  can  be  found  
on  the  I EC  websi te.  

The  committee  has  decided  that the  con ten ts  of th is  document wi l l  remain  unchanged  un ti l  the  
stabi l i ty date  i nd icated  on  the  I EC  websi te  under "h ttp: //webstore. iec. ch "  i n  the  data  re lated  to  
the  speci fic document.  At  th is  date,  the  document wi l l  be   

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

A b i l i ngual  vers ion  of th is  publ ication  may be  i ssued  at  a  l ater date.  
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MARITIME NAVIGATION  AND RADIOCOMMUNICATION   
EQUIPMENT AND SYSTEMS –  

DIGITAL INTERFACES –  
 

Part 450:  Multiple  talkers  and  mul tiple  l i steners  –  
Ethernet in terconnection  

 
 
 

1  Scope 

This  part of I EC 61 1 62  speci fies  i n terface  requ irements  and  methods  of test for h igh  speed  
commun ication  between  sh ipboard  navigation  and  rad iocommunication  equ ipment as  wel l  as  
between  such  systems  and  other sh ip  systems that need  to  communicate  wi th  navigation  and  
rad io-communication  equ ipment.  Th is  document i s  based  on  the  appl ication  of an  appropriate  
su i te  of existing  i n ternational  s tandards  to  provide  a  framework for implementing  data  transfer 
between  devices  on  a  sh ipboard  Ethernet network.  

Th is  document speci fies  an  Ethernet  based  bus  type  network where  any l i stener can  receive  
messages  from  any sender wi th  the  fol lowing  properties.  

•  Th is  document i ncludes  provis ions  for mu l ticast d istribu tion  of i n formation  formatted  
accord ing  to  I EC 61 1 62-1 ,  for example  pos i tion  fi xes  and  other measurements,  as  wel l  as  
provis ions  for transm ission  of general  data  b locks  (b inary fi l e) ,  for example  between  radar 
and  VDR,  and  also  i ncludes  provis ions  for mu l ticast  d is tribu tion  of i n formation  formatted  
accord ing  to  I EC  61 1 62-3,  for example  posi tion  fi xes  and  other measurements.  

•  Th is  document i s  l im i ted  to  protocols  for equ ipment (network nodes)  connected  to  a  s ing le  
Ethernet network consisti ng  on l y of OSI  l evel  one  or two devices  and  cables  (Network 
i n frastructure) .  

•  Th is  document provides  requ i rements  on l y for equ ipment i n terfaces.  By speci fying  
protocols  for transm iss ion  of I EC 61 1 62-1  sentences,  I EC 61 1 62-3  PGN  messages  and  
general  b i nary fi l e  data,  these  requ i rements  wi l l  guaran tee  i n teroperabi l i ty between  
equ ipment implementing  th is  document as  wel l  as  a  certa in  l evel  of safe  behaviour of the  
equ ipment i tsel f.  

•  Th is  document perm i ts  equ ipment us ing  other protocols  than  those  speci fied  i n  th is  
document to  share  a  network i n frastructure,  provided  that i t  i s  suppl ied  wi th  i n terfaces  
wh ich  satisfy the  requ i rements  described  for ONF.  

•  Th is  document includes  provis ions  for fi l teri ng  of the  network traffic i n  order to  l im i t the  
amount of traffic  to  manageable  level  for each  i nd ividual  equ ipment.  

Th is  document does  not conta in  any system  requ irements  other than  the  ones  that  can  be  
i n ferred  from  the  sum  of i nd ividual  equ ipment requ irements.  An  associated  s tandard ,  
IEC 61 1 62-460,  further addresses  system  requ irements.  

2  Normative references  

The fol l owing  documents  are  referred  to  i n  the  text in  such  a  way that  some or a l l  of thei r 
con ten t consti tu tes  requ irements  of th is  document.  For dated  references,  on l y the  ed i tion  
ci ted  appl i es.  For undated  references,  the  l atest ed i tion  of the  referenced  document ( i nclud ing  
any amendments)  appl i es.  

I EC 60825-2,  Safety of laser products – Part 2:  Safety of optical fibre  communication systems 
(OFCS)  
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IEC 60945,  Maritime navigation and radiocommunication equipment and systems –  General 
Requirements – Methods of testing and required test results  

IEC 61 1 62-1 : 201 6,  Maritime navigation and radiocommunication  equipment and systems – 
Digital interfaces – Part 1 :  Single talker and multiple listeners 

I EC 61 1 62-3: 2008,  Maritime navigation and radiocommunication  equipment and systems – 
Digital interfaces – Part 3:  Serial data  instrument network 

I EEE  Std  802. 3-201 5,  IEEE Standard for Ethernet 

ISOC RFC 768,  User Datagram Protocol,  Standard STD0006 

ISOC RFC 791 ,  Internet Protocol (IP) ,  Standard STD0005 (and updates)  

ISOC RFC 792 ,  Internet Control Message Protocol (ICMP) ,  Standard STD0005 (and updates)  

RFC 793: 1 981 ,  Transmission  Control Protocol (TCP)  

ISOC RFC 826,  An ethernet Address Resolution Protocol 

ISOC RFC 1 1 1 2 ,  Host Extensions for IP Multicasting,  Standard STD0005 (and updates) ,  
( i nclude  IGMP version  1 )  

I SOC RFC 1 91 8,  Address Allocation  for Private  Internets,  Best Current Practice  BCP0005 

I SOC RFC 2236,  Internet Group Management Protocol,  Version 2 

I SOC RFC 2474,  Definition  of the Differentiated Services Field (DS Field)  in  the  IPv4 and IPv6 
Headers 

ISOC RFC 3376,  Internet Group Management Protocol,  Version 3 

ISOC RFC 5000,  Internet Official Protocol Standards,  Standard 0001  

ISOC RFC 5227,  IPv4 Address Conflict Detection  

ISOC RFC 5424,  The Syslog Protocol  

NMEA 01 83:2008,  Standard for interfacing marine electronic devices,  Version 4. 00  

NOTE  The  standards  of the  I n ternet  Society ( I SOC)  are  avai l able  on  the  I ETF  websi tes  h ttp: //www. i etf. org .  Later 
updates  can  be  tracked  at  http: //www. rfc-ed i tor. org /rfcsearch . h tm l .  

3 Terms and  defin i tions  

For the  purposes  of th is  document,  the  fol l owing  terms  and  defin i ti ons  apply.  

3. 1   
ASCI I  

prin table  7  b i t  character encoded  i n  one  byte  
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3.2   
binary fi le  
data  b lock wi thout  formatting  known  to  th is  protocol ,  i . e . ,  non  I EC  61 1 62-1  formatted  data,  
that can  be  transm i tted  wi th  the  protocol  defined  in  7 . 3  or i n  7. 5  

Note  1  to  en try:  The  term  "b inary fi l e"  i s  used  to  d i fferentiate  the  general  d ata  transfer protocol  (wh ich  may or may 
not  be  i n  ord i nary text  format)  from  the  transm ission  of sen tences  that  i s  a lways  i n  7  b i t  ASCI I  format.  

3.3   
byte  
group  of 8  b i ts  treated  as  one  un i t  

Note  1  to  en try:  Th i s  corresponds  to  what  i s  a l so  sometimes  cal l ed  an  octet.  

3.4   
command-response  pai r 
CRP  
messages  exchanged  between  parties  that  synchron ize  state  changes  on  both  s ides  through  
the  exchange  

Note  1  to  en try:  CRP are  defi ned  i n  Annex A.  

Note  2  to  en try:  Both  the  command  and  the  repl y message  may a l so  be  used  as  a  sensor broadcast  message  i n  
some cases.  Thus,  the  implementati on  of the  semantics  of the  message  exchange  i s  somewhat d i fferent  between  
d i fferen t users  of the  exchange.  

3.5   
datagram  
atom ic UDP transm ission  un i t  on  the  Ethernet as  defined  i n  I SOC RFC 768  and  as  
constrained  e lsewhere  i n  th is  document 

3.6   
Ethernet  
carrier sense,  mu l ti p le  access  col l i s ion  detect (CSMA/CD)  l ocal  area  network protocol  
standard  as  defined  in  I EEE  Std  802. 3  and  l ater revis ions  and  add i ti ons  to  I EEE  802  

Note  1  to  en try:  The  types  of Ethernet med ia  that  can  be  used  for implementation  of th i s  d ocument  are  defi ned  i n  
Clause  5.  

3.7   
function  block 

speci fied  functional i ty implemented  by equ ipment  

Note  1  to  en try:  Equ i pment  normal l y implements  mu l ti pl e  function  b l ocks.  Requ i rements  to  equ ipment are  the  sum  
of requ i rements  to  the  function  b l ocks  i t  implements .  Function  b l ocks  are  defi ned  i n  Clause  4 .  

3.8   
In ternet  Group  Management  Protocol  
IGMP 
communications  protocol  used  by hosts  and  ad jacent rou ters  on  I Pv4  networks  to  establ ish  
mu l ticast group  membersh ips  

Note  1  to  en try:  The  IGMP i s  an  i n tegral  part  of I P  mu l ti cast.  

3.9   
IGMP snooping  

process  of l i sten ing  to  I n ternet Group  Management Protocol  ( I GMP)  network traffic  
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3. 1 0   
In ternet  assigned  number authori ty 
IANA 
g lobal  coord ination  of the  Domain  Name Server (DNS)  Root,  I P  address ing ,  and  other I n ternet 
protocol  resources,  i nclud ing  UDP and  TCP port  numbers  

Note  1  to  en try:  The  cu rren tl y  ass igned  numbers  are  l i s ted  i n  h ttp: //www. iana. org/assignments/port-numbers.  

3. 1 1   
In ternet  protocol  
IP  
signal l i ng  protocol  used  and  defined  in  I SOC RFC 791  (and  updates)  

3. 1 2   
message  
col l ection  of one  or more  sen tences  that are  grouped  by mechan isms i n ternal  to  the  sentence,  
for i nstance  by sequence  numbers  as  i n  the  TXT sen tence  

Note  1  to  en try:  A stand -alone  sentence  i s  a  message.  

3. 1 3   
message  type  

classi fication  of I EC  61 1 62-1  sen tence formatters  i n to  SBM,  MSM  and  CRP types  

Note  1  to  en try:  SBM,  MSM  and  CRP types  are  defi ned  i n  Annex A.  

Note  2  to  en try:  Th i s  document defi nes  d i fferen t requ i remen ts  to  the  transm ission  of d i fferent  message  types.  

3. 1 4  
mu l ti -sentence message  
MSM  
l og ical  g roup  of messages  and/or sentences  where  the  fu l l  mean ing  of the  group i s  dependent 
on  the  receiver read ing  the  fu l l  g roup  

Note  1  to  en try:  Mu l ti -sen tence  messages  that  are  g rouped  together wi th  a  TAG  construct  are  a l so  a  sen tence  
group.  

Note  2  to  en try:  MSM  are  defi ned  i n  Annex A.  

3. 1 5   
network 
physica l  Ethernet  network wi th  one  I n ternet  address  space,  cons isting  on l y of the  network 
nodes,  swi tches,  cables  and  supporting  equ ipment such  as  power suppl y un i ts  

3. 1 6   
network function  b lock 
NF  
function  b lock responsible  for phys ical  connectivi ty to  the  network  and  connectivi ty to  the  
transport l ayer as  described  in  4 . 3  

3. 1 7   
network infrastructure  

part of the  network that provides  a  transm ission  path  between  network nodes  

Note  1  to  en try:  The  network nodes  are  not  part  of the  network i n frastructu re.  

3. 1 8   
network node  

physica l  device  connected  to  the  network and  wh ich  have  an  I n ternet address  

Note  1  to  en try:  I t  i s  a l so  cal l ed  an  I n ternet  host.  
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Note  2  to  en try:  A network node  wi l l  normal l y correspond  to  equ i pment.  “Equ i pment”  i s  used  i n  th i s  document.  

3. 1 9   
other network function  block 
ONF  
function  b lock that in terfaces  to  the  network,  bu t  wh ich  i s  not us ing  the  protocol  defi n i ti on  i n  
Clauses  5,  6  and  7  

Note  1  to  en try:  For example,  real  t ime  stream ing  of radar and  CCTV image  transfer,  or VDR sound  transfer.  

Note  2  to  en try:  Requ i rements  as  defi ned  i n  4 . 7  ensu re  that  an  ONF  can  co-res ide  wi th  SF  network nodes  and  
function  b l ocks  that  make  use  of th i s  document's  protocol .  

3.20   
PGN  to  network gateway function  block 
PNGF  
function  b lock that  enables  transfer of sentences  between  the  network and  devices  that are  
compl ian t wi th  the  I EC  61 1 62-3  seria l  data  i nstrument network in terface  

3.21   
PGN  message  
parameter group  number message  

message  consisti ng  of an  8-bi t  or 1 6-bi t  number that identi fies  each  parameter g roup  

Note  1  to  en try:  The  parameter g roup  number (PGN)  i s  analogous  to  the  th ree-character sen tence  formatter i n   
I EC  61 1 62-1 .  By defi n i ti on ,  parameter g roups  i d enti fi ed  by 1 6-bi t  parameter g roup  numbers  are  broadcast to  a l l  
add resses  on  the  network.  Parameter g roups  i denti fi ed  by 8-bi t  parameter g roup  numbers  may be  used  to  d i rect  
data  for use  by a  speci fi c  add ress.  

[SOURCE:  I EC  61 1 62-3: 2008,  3. 1 . 21 ,  mod i fied  – The  word  "message"  has  been  added  to  the  
term ,  and  the  defin i tion  has  been  rephrased . ]  

3.22   
sensor broadcast message  
SBM  

message  cons isting  of on l y one  sen tence  

Note  1  to  en try:  SBMs  are  sent  wi th  a  su ffi cien tl y h i gh  update  rate  to  ensure  that  the  receiver can  main tain  the  
correct  s tatus  even  i n  envi ronments  where  some messages  may be  l ost.  

Note  2  to  en try:  SBMs  are  defi ned  i n  Annex A.  

3.23   
sentence  

standard  i n formation  carrying  un i t  as  described  in  I EC 61 1 62-1  

3.24  
sentence group  
l og ica l  group of sen tences  (wh ich  may consist of on l y one)  that need  to  be  processed  together 
to  g ive  fu l l  mean ing  to  the  i n formation  contained  i n  the  sentence(s)  

Note  1  to  en try:  The  g roupi ng  of sen tences  i n to  sen tence  g roup  i s  d one  by TAG  block mechan isms.  

Note  2  to  en try:  Th i s  document a l l ows  the  expl i ci t  g roupi ng  of sen tences  by us ing  cod i ng  i n  a  datag ram .  Th i s  
document does  not  en force  any re lati onsh i p  between  datagram  and  sentence  g roup.  Thus  a  datagram  may con tai n  
more  than  one  sen tence  group,  or a  sentence  g roup  may be  spl i t  over two  or more  datag rams.  

3.25   
serial  to  network gateway function  block 
SNGF  
function  b lock that  enables  transfer of sentences  between  the  network and  devices  that are  
compl ian t wi th  the  I EC  61 1 62-1  and  I EC  61 1 62-2  seria l  l i ne  i n terface  
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3.26   
system  function  block 
SF  
function  b lock,  i den ti fied  by a  un ique  system  function  I D  (SFI ) ,  that i s  the  on l y function  block 
that can  send  i n formation  i n  a  datagram  format as  defined  i n  C lause  7  

3.27   
system  function  ID  
SFI  
parameter s tring  as  defined  in  4 . 4. 2  

3.28   
transmission  group  

pair of a  mu l ticast  address  and  a  port  number that are  used  by an  SF  to  transm it sentences  

Note  1  to  en try:  The  transm iss ion  g roups  are  defi ned  i n  Tabl e  4 ,  and  Annex A defi nes  defau l t  transm ission  groups  
for the  SF.  

3.29   
transport annotate  and  group  
TAG  
formatted  b lock of data,  defined  i n  NMEA 01 83,  that adds  parameters  to  I EC  61 1 62-1  
sen tences  

Note  1  to  en try:  Annex B  g i ves  an  overview of the  TAG  bl ocks  used  i n  th i s  document.  

3.30   
user datagram  protocol  
UDP  

connection -less  datagram  protocol  defined  by I SOC RFC 768  

Note  1  to  en try:  I SOC RFC 768  makes  no  provis i on  for transport- l ayer acknowledgement  of packets  recei ved .  

4 General  network and  equipment requirements  

4.1  Network topology example  

Figu re  1  shows  a  possib le  I EC 61 1 62-450  network topology cons isting  of one  I P  l ocal  area  
network (LAN)  and  a  number of d i fferent network nodes,  each  conta in ing  d i fferen t function  
b locks.  Th is  d iagram  is  i n formal  and  does  not  imply any requ irements  other than  the  ones  
defined  i n  C lause  4.  
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Key 

SF  system  function  b l ock 

NF  network function  b l ock 

SNGF  serial  to  network gateway function  b l ock 

ONF  other network function  b l ock 

PNGF  PGN  to  network gateway functi on  b l ock 

Figure 1  – Network topology example  

Some examples  of network nodes  are  (see  F igure  1 ) :  

•  a  sensor,  for example  a  GNSS receiver that i s  a lso  a  network node  (SF2  and  NF2) ;  

•  a  device  that sends  or receives  I EC 61 1 62-450  compl ian t data  (sentences  and/or b inary 
fi l e)  as  wel l  as  other types  of in formation  onto  the  network,  for example  an  ECDIS  that can  
a lso  load  chart  data  from  another device  (SF1 ,  ONF2  and  NF1 );  

•  two i ndependent functions,  such  as  a  g yrocompass  a lso  approved  as  a  rate  of turn  sensor 
that are  implemented  i n  one  network node  (SF5,  SF6  and  NF4) ;  

•  a  system  device  function  b lock represen ted  by an  I EC 61 1 62-1  compl ian t equ ipment 
connected  to  a  seria l  to  network gateway function  (SNGF) ;  i n  th is  case,  the  SNGF  wi l l  
format ou tgoing  sen tences  accord ing  to  requ irements  i n  th is  document  (SF3,  SF4,  SNGF 
and  NF3);  

•  a  system  device  function  b lock presented  by an  I EC  61 1 62-3  compl ian t equ ipment 
connected  to  network gateway function  (PNGF);  i n  th is  case,  the  PNGF wi l l  format 
ou tgoing  sentences  accord ing  to  requ irements  of th is  document (SF7,  SF8,  PNGF and  
NF5);  

•  a  device  that does  not send  or receive  I EC  61 1 62-450  compl ian t data  (sen tences  and /or 
b inary fi le) ,  bu t wh ich  satisfies  m in imum  requ irements  for compatib le  use  of the  same 
network (ONF1 ) .  

4.2  Basic  requ irements  

4.2. 1  Requ irements  for equ ipment to  be  connected  to  the  network 

(see  8 . 2 . 1 )  

The requ i rements  for equ ipment connected  to  the  network are  as  fol lows.  

•  Al l  equ ipment connected  to  the  network,  i nclud ing  network i n frastructure  equ ipment,  sha l l  
satisfy the  re levant  phys ical  and  e lectrical  requ i rements  defined  i n  5 . 1 .  

•  Al l  equ ipment that implements  one  or more  of SF  and/or SNGF shal l  implement the  NF.  
Th is  equ ipment shal l  satisfy the  requ irements  to  the  function  b locks  they implement as  
defined  i n  4 . 3  (NF),  4 . 4  (SF),  4 . 5  (SNGF)  and  4 . 6  (PNGF).  

61 1 62-1  61 1 62-1  

SF  3  SF  4  
SNGF  
NF  3  

SF  5  SF  6  
NF  4  

SF  2  
NF  2  

SF  1  
NF  1  ONF 2  ONF 1  

Network  

61 1 62-3  61 1 62-3  SF  7  SF  8  
PNGF  
NF  5  

61 1 62-3  61 1 62-3  61 1 62-3  

IEC  

International  Electrotechnical  Commission

Provided by IHS Markit under l icense with  IEC

 



 – 1 6  – I EC 61 1 62-450: 201 8  © I EC  201 8  

•  Al l  other equ ipment that i s  not network i n frastructure  equ ipment and  that shares  the  
network i n frastructure  shal l  comply wi th  requ irements  to  an  ONF  as  defined  i n  4 . 7 .  

•  Network i n frastructure  equ ipment,  i . e. ,  swi tches,  sha l l  satisfy requ i rements  i n  4 . 2. 2 .  

•  Al l  equ ipment connected  to  a  network shal l  satisfy the  requ i rements  of I EC 60945.  

NOTE  Th is  requ i rement  on l y  appl i es  to  devices  on  the  network when  the  network i s  i n  normal  operati on .  
Duri ng  commiss ion ing  or main tenance,  when  the  system  i s  not  bei ng  used  for safety-rel ated  navigation ,  other 
equ i pment can  be  temporari l y connected  to  the  network that  does  not  comply wi th  I EC 60945.  

Any other equ ipment  i s  not  a l l owed  to  be  connected  to  the  network.  

4.2.2  Addi tional  requ irements  for network infrastructure equ ipment 

(see  8 . 2 . 2)  

To avoid  poten tia l  problems  wi th  certa in  network i n frastructure  equ ipment,  repeater hubs  shal l  
not be  used  to  i n terconnect components  of an  I EC 61 1 62-450  network.  

NOTE  1  Repeater h ubs  are  network i n frastructure  devi ces  wi thout  i n ternal  s torage  that  repeat  i ncom ing  
datagrams  on to  a l l  ou tgoing  connections.   

NOTE  2  Swi tches  are  network i n frastructu re  devices  that  based  on  forward ing  tables  can  process,  and  forward  
datagrams  between  nodes  on  the  same  network,  us i ng  i n termed iate  s torage  i n  the  swi tch  before  retransm ission .  

Swi tches  used  i n  an  I EC  61 1 62-450  network shal l  have  means  to  fi l ter network traffic us ing  
IGMP snooping .  When  the  IGMP snooping  is  enabled  and  when  a  mu l ticast datagram  is  
received ,  the  swi tch  shal l  forward  i t  on l y to  the  ports  wh ich  have  j o ined  the  same mu l ticast 
group.  The  means  wh ich  shal l  be  provided  to  support mu l ticast data  fi l teri ng  us ing  IGMP 
snooping  are  the  fo l lowing :  

•  I GMP snooping  shal l  be  provided  based  on  IGMPv1 ,  I GMPv2  or IGMPv3;  the  selection  of 
the  IGMP vers ion  shal l  be  based  on  h ighest version  supported  by a l l  the  connected  nodes;  

•  mu l ticast traffic fi l teri ng  shal l  be  provided  based  on  I P  mu l ticast address ;  

•  mu l ticast data  fi l tering  shal l  not  be  enabled  for the  address  range  of 224. 0. 0. 1  to  
224. 0 .0 . 255  as  recommended  i n  RFC 4541 .  

I n  add i tion  to  or i nstead  of mu l ticast fi l tering  techn iques,  such  as  IGMP snooping ,  i t  i s  a lso  
perm i tted  to  configure  manual l y i nd ividual  ports  of the  swi tches  to  b lock unnecessary traffic 
flow (for example  to  i solate  s imple  sensors  from  ECDIS  and  radar).  

See  Annex D  for IGMP snooping  compatib i l i ty i ssues  of nodes  based  on  I EC  61 1 62-450: 201 1 .  

Another poss ible  method  to  fi l ter and  control  network traffic i s  described  i n  Annex E .  

4.3  Network function  (NF)  requ irements  

4.3. 1  General  requ irements  

Al l  equ ipment that  implements  a  NF  shal l  satisfy the  requ i rements  i n  Clauses  5  and  6.  

4.3.2  Maximum data rate  requ irements  

(see  8 . 3. 1 )  

The manufacturer shal l  speci fy the  maximum  inpu t rate  under wh ich  the  equ ipment can  sti l l  
perform  al l  functions  requ i red  by i ts  performance standards.  

Maximum  i nput rate  shal l  be  speci fi ed  as  

a)  the  maximum  number of datagrams per second  received ,  in tended  for and  processed  by 
the  equ ipment,  
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b)  the  maximum  number of datagrams per second  received  by,  bu t not i n tended  for,  the  
equ ipment,  and  

c)  the  maximum  number of datagrams  per second  received  by,  bu t not i n tended  for,  the  
equ ipment at 50  %  of the  maximum  load  for i tem  a).  

NOTE  1  "Received  by"  means  datag rams  that  are  recei ved  on  a l l  transm ission  groups  that  the  equ ipment l i s tens  
to.   

NOTE  2  " I n tended  for"  are  datagrams  that  are  processed  by the  equ ipment as  part  of i ts  speci fi ed  function .  

The maximum  data  rates  shal l  be  the  mean  rate  over a  1 0  s  measurement period .  

4.3.3  Error l ogg ing  function  

(see  8 . 3. 2)  

4.3.3. 1  In ternal  logg ing  

Means  shal l  be  provided  in  each  NF  to  record  errors  that  occur i n  the  NF  i tse l f as  wel l  as  SF  
and  SNGF  us ing  i t.  Subclauses  4 . 5. 2 ,  7 . 1 . 2 ,  7 . 2. 5  and  7 . 3 .9  g ive  m in imum  requ irements  as  to  
what sha l l  be  l ogged .  

As  a  m in imum ,  the  manufacturer shal l  provide  mechan isms  by wh ich  error l ogs  can  be  
i nspected  by a  human  operator,  for example  by tra ined  service  eng ineer.  I t  i s  a l lowed  that the  
i nspection  i s  done  through  a  s imple  network mechan ism ,  such  as  a  term inal  emu lator,  as  
defined  i n  th is  document or any other reasonable  method .  

The  m in imum  requ i rements  for the  log  are  to  coun t the  number of each  occurrence.  The  
coun ter may reset i tse l f by a  manufacturer speci fied  method .  

4.3.3.2  External  logg ing  

A NF  may be  configured  to  support external  logg ing ,  where  non-tri via l  i n formation  is  sen t to  a  
l ogg ing  server.  I n  th is  case,  a  "sys log "  message as  defined  in  I SOC RFC 5424  shal l  be  used .  

Syslog  messages  shal l  be  formatted  as  ASCI I  text messages  and  sent  as  UDP packets  on  
port 51 4  and  the  mu l ticast address  defined  i n  Table  6 .  Error messages  defined  i n  th is  
document shal l  be  reported  through  a  s impl i fied  message  as  described  i n  Table  1 ,  where  
i ta l icised  words  are  p lace-holders  for data  expla ined  in  the  ri gh t hand  column .  Other 
characters  shal l  be  transm itted  as  shown ,  i nclud ing  spaces.  
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Table  1  – Syslog  message format 

Element  Description  

<pri>  The  combined  pri ori ty and  faci l i ty code  (number from  0  to  1 99  i ncl us ive)  enclosed  i n  
poi n ted  brackets .  For the  errors  defi ned  i n  th i s  d ocument,  the  val ue  1 31  shal l  be  used  
(faci l i ty " l ocal  use  0"  and  priori ty "error cond i ti on").  

Version  The  vers i on  code.  The  code  1  (one)  shal l  be  used  for messages  from  th i s  document.  

Space One space  character.  

Timestamp Timestamp,  con tain i ng  date  and  time  and  opti onal  UTC offset,  i n  a  va l i d  format,  for 
example  1 985-04-1 2T23: 20: 50-03: 00.  The  example  shows  date,  fol l owed  by upper case  
"T" ,  then  l oca l  time  and  fi na l l y offset  from  UTC (3  hou rs  west – negati ve,  east  offsets  
shal l  be  prefi xed  by a  "+" .  UTC  offset  can  be  abbreviated  to  a  s i ng le  upper case  "Z" ,  
wi thout  l ead ing  " -"  or "+" ) .  Al ternati ve ly,  the  timestamp fi e l d  may be  n i l  (" -" ,  a  s i ng le  dash  
character).  

Space One space  character.  

Hostname The  host  name  of the  network node,  represented  as  the  I P  address  i n  d otted  decimal  
notati on .  Al ternati vel y,  th i s  fi e l d  may be  n i l  ( " -" ,  a  s i ng l e  dash  character).  

Space A space  character.  

Appname The  appl i cati on  name.  Th i s  shal l  be  the  stri ng  "450-"  fo l l owed  by the  confi gu red  SFI  code  
i f the  error ori g i nates  i n  the  SF  or SNGF,  "NF"  i f the  error ori g i nates  from  the  network 
function  b l ock or "ONF"  i f i t  ori g i nates  i n  the  ONF  function  b l ock.  

Space A space  character.  

Procid Normal l y,  th i s  fi e l d  shou l d  be  n i l  ( " -"  a  dash  character).  Other val ues  as  defi ned  i n  the  
sys log  standard  may be  used .  

Space A space  character.  

Msgid For errors  defi ned  i n  th i s  document,  th i s  fi e l d  shal l  be  the  error code  as  defi ned  i n   
Table  2 .   

Space A space  character.  

Structured Th is  fi e l d  can  be  n i l  ( ' - ' ,  a  s i ng l e  dash  character)  or contain  i n formation  as  defi ned  i n   
I SOC RFC 5424.  

Space A space  character.  

Msg A free  format message  i n  ASCI I  format.  

 

A "sys log "  packet sha l l  not exceed  480  bytes  and  shal l  be  sent  as  a  s ing le  UDP datagram .  
The  "sys log"  packet for mu l tip le  occurrence  of same message  identi ty sha l l  not be  reported  
more  often  than  once  per m inu te.  The  "syslog"  packet for any occurrence of message i den ti ty 
shal l  not  be  delayed  more  than  1 0  m in .  

Th is  document does  not speci fy requ i rements  for equ ipment receiving  sys log  messages.  Th is  
type  of equ ipment wou ld  fal l  i n to  the  category of ONF.  As  Table  1  i s  a  subset of the  fu l l  I SOC 
RFC 5424  speci fication ,  implementers  of such  equ ipment shal l  refer to  I SOC RFC 5424  and  
make sure  that sys log  messages  from  other ONF  can  be  received  and  processed  wi thout  
problems.  

To  faci l i tate  the  use  of the  sys log  protocol ,  the  errors  defined  i n  th is  document have  been  
ass igned  a  message  iden ti ty as  defined  in  Table  2 .  
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Table  2  – Syslog  error message  codes  

Message iden ti ty Description  Subclause  

1 01  SNGF  buffer overfl ow 4. 5. 2  

1 02  Datagram  header error 7 . 1 . 2  

1 03  TAG  or sentence  format error 7 . 2 . 5  

1 04  B inary fi l e  error 7 . 3. 9  

201  PNGF  bu ffer overfl ow 4. 6. 2  

202  PGN  message  errors  7 . 4. 2  and  7 . 4 . 4  

203  No  avai l ab le  add ress  for d evices  7. 4. 3. 2  

 

Add i ti onal  in formation  can  be  g iven  i n  the  "Msg"  fi e ld ,  i f avai l able.  

4.3.4  Provisions  for network traffic fi l tering  – IGMP 

NOTE  The  pu rpose  of the  I GMP for th i s  document  i s  to  provide  the  possib i l i ty  to  perform  network traffi c  fi l teri ng  
based  on  I GMP  snooping .  

The manufacturer shal l  speci fy the  vers ion  of IGMP as  defined  i n  I SOC RFC 1 1 1 2 ,  RFC  2236  
and  RFC 3376  that  the  NF  supports .  At l east vers ion  1  as  defi ned  i n  I SOC RFC 1 1 1 2  shal l  be  
implemented .  

See  Annex D  for compatib i l i ty i ssues  of nodes  based  on  I EC  61 1 62-450: 201 1 .  

4.4 System  function  block (SF)  requ irements  

4.4. 1  General  requ irements  

(see  8 . 4. 1  and  8 . 2 . 3)  

Equ ipment that implements  an  SF  shal l  satisfy the  fol l owing  requ i rements:  

•  requ irements  i n  6. 2  shal l  be  satisfied  for a l l  equ ipment implementing  SF ;  

•  implements  at  l east one  of the  datagram  types  defined  in  C lause  7 ,  bu t  does  not  have  to  
implement al l  of them ;  

•  implemented  datagram  types  shal l  be  speci fi ed  i n  the  manufacture's  documentation  (see  
7. 1 . 1 ) ;  

•  requ irements  i n  7 . 2  sha l l  be  satisfied  for a l l  equ ipment implementing  I EC  61 1 62-1  
sen tence transm itting  or receiving  function  b locks;  

•  requ i rements  i n  7. 3  shal l  be  satisfied  for equ ipment that implements  an  SF  that can  
transm i t  or receive  b inary fi le  data;  

•  requ i rements  i n  7. 4  shal l  be  satisfied  for a l l  equ ipment implementing  I EC 61 1 62-3  PGN  
message  transm i tting  or receiving  function  b locks.  

4.4.2  Assignment  of un ique system  function  ID  (SFI )  

(see  8 . 4 . 2)  

The format of the  SFI  parameter stri ng  shal l  be  "ccxxxx"  

where  "cc"  i s  two  va l i d  characters  as  defined  i n  I EC  61 1 62-1  and  "xxxx"  i s  four numeric  
characters.  

An  SF  implementing  the  functional i ty of an  equ ipment that has  been  g i ven  a  ta lker mnemon ic 
code  in  I EC  61 1 62-1  sha l l  use  th is  ta lker mnemon ic as  the  "cc"  characters  in  the  SF I .  I f the  
ta lker mnemon ic i s  proprietary ( i . e.  consists  of character "P"  fo l lowed  by a  th ree-character 
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manufacturer's  mnemon ic code),  then  two  fi rst  characters  are  used  as  the  "cc"  characters  i n  
the  SFI .  

Other SF  may have  the ir SFI  stri ng  format defined  i n  other s tandards  or the  manufacturer may 
have  to  choose  a  code.  I n  the  l atter case,  the  a l ready defined  ta lker mnemon ic  codes  shal l  be  
avoided .  

The  numeric  character stri ng  "xxxx"  wi l l  be  an  i nstance  number i n  the  range  "0001 "  to  "9999"  
The  numeric character s tring  "9999"  is  reserved  for an  un-configured  SF  and  shal l  not be  
used  by any transm i tting  SF  during  normal  operation .  However,  a l l  receiving  equ ipment shal l  
accept the  "9999"  s tring .  

During  normal  operation ,  the  SFI  parameter stri ng  shal l  be  un ique  for a l l  SF  i n  an  
I EC 61 1 62-450  network.  

I t  i s  recommended  that  a l l  SF  on  a  sh ip,  i ndependent on  whether they are  resid ing  on  one  
common  network or not,  are  g i ven  a  sh ip  un ique  SFI .  

There  may be  mu l tip le  SF,  each  commun ication  wi th  the ir own  SFI ,  ass igned  to  a  s i ng le  I P  
address  or MAC address.  

Means  shal l  be  provided  by the  manufacturer to  configure  the  SFI  for each  SF  (see  7. 2. 3 . 4) .  

4.4.3  Implementing  configurable  transmission  groups  

(see  8 . 4. 3)  

As  defau l t,  each  SF  shal l  be  ass igned  a  s ing le  transm iss ion  group/mu l ticast  address  for a l l  
ou tgoing  messages.  The  defau l t  for th is  transm ission  group i s  determ ined  by the  SFI  as  
described  in  Annex A.  

For each  SF  that the  equ ipment implements ,  the  manufacturer shal l  document the  defau l t 
transm ission  groups  the  SF  l i s tens  to  and  what sentences  i t  expects  to  receive  on  each  group.  
The  defau l t  transm ission  groups  can  be  selected  by the  manufacturer from  the  l i st  of g roups  
i n  6. 2. 2 .  

Means  shal l  be  provided  to  configure  a l l  transm ission  groups  and  the  SFs  wh ich  are  ass igned  
to  them  wi th in  the  va l i d  range  of mu l ticast addresses  defined  i n  5. 4 .  A system  i n tegrator may,  
for example,  sp l i t  an  SF  i n to  d i fferen t transm ission  groups  to  support optimal  l oad  balancing  
for a  g iven  system .  Where  non-defau l t configurations  of SF  and  transm ission  groups  are  
u ti l i sed ,  the  detai ls  shou ld  be  documented  by the  system  in tegrator.  

4.5  Serial  to  network gateway function  (SNGF)  requ irements  

4.5. 1  General  requ irements  

(see  8 . 5. 1 )  

The SNGF shal l  implement a l l  re levant functional i ty defi ned  in  4 . 4  for each  SF  i t  supports.  

The  SNGF  may support one  or more  seria l  ports.  Un less  the  SNGF implements  mu l ti -SF  seria l  
port,  each  seria l  port  shal l  be  implemented  as  a  separate  SF  and  ass igned  a  separate  SFI .  I f 
practical ,  the  "cc"  part of the  SFI  shal l  be  based  on  the  talker i den ti fi er i n  use  by the  seria l  
port.  

Al l  sentences,  i ncl ud ing  those  wi th  un iden ti fi ed  or i l l egal  conten t,  as  wel l  as  proprietary 
sen tences  shal l  be  transm i tted  from  the  SF  associated  wi th  the  seria l  port.  Sen tences  wi th  
un iden ti fi ed  or i l l egal  content sha l l  be  sen t wi th  a  legal  transport annotate  and  group (TAG)  
b lock as  defined  i n  7. 2. 3 ,  bu t  wi th  the  raw received  seria l  data  fol lowing  the  TAG  b lock.  
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As  a  desti nation ,  each  seria l  port shal l  be  associated  wi th  the  correspond ing  SFI .  Outgoing  
sen tences  shal l  be  transm itted  exactl y as  received  i n  the  datagram .  

The  SNGF  may support  one  or more  sources  d istingu ished  by d i fferen t  ta lker mnemon ics  at 
each  seria l  port.  Each  source  i n  a  shared  serial  port shal l  be  implemented  as  a  separate  SF  
and  ass igned  a  separate  SFI .  I f practical ,  the  "cc"  part of the  SFI  shal l  be  based  on  the  ta lker 
mnemonic  i n  use  by each  source  i n  a  shared  serial  port.  As  a  destination ,  each  source  in  a  
shared  seria l  port shal l  be  based  on  the  SFI .  Proprietary sen tences  i nclude  no  ta lker i den ti fi er 
and  based  on  setup  parameters  they shal l  use  the  same SFI  as  standard ized  sen tences  from  
the  same source.  The  STN  sen tence i s  an  add i ti onal  qua l i fi er for the  fo l l owing  sen tence.  The  
STN  sentence  and  the  fol l owing  sen tence  belong  to  the  same SF  and  shal l  use  the  same SFI .  

Proprietary sentences  belong  to  the  defau l t  SF  of the  associated  seria l  port  or to  the  SF  
determ ined  by the  preced ing  STN  sentence.  

The  TAG  block for source  identi fication  (s : )  shal l  be  based  on  the  SFI .  I f avai l able,  routi ng  
from  a  450-network to  seria l  ports  shal l  be  based  on  the  TAG  b lock for desti nation  
i denti fication  (d : ) .  

The  defau l t SFI  of an  SNGF used  for adm in istrati ve  purposes,  such  as  sys log ,  shal l  use  the  
ta lker mnemonic  "SI " .  

The  SNGF  may implement d i fferent  types  of fi l teri ng  wi th  regard  to  what seria l  l i ne  sen tences  
are  retransm itted  as  datagrams and  what datagrams wi l l  resu l t  i n  a  seria l  l i ne  sen tence  be ing  
sen t.  Any fi l teri ng  methods  shal l  be  described  i n  the  manufacturer's  documentation .  

NOTE  A typical  fi l teri ng  method  wou ld  be  to  use  the  desti nation  TAG  "d "  to  determ ine  what  sen tences  i n  i ncom ing  
datagrams  are  to  be  sen t on  the  seria l  l i n e.  

4.5.2  Serial  l i ne  output  buffer management  

(see  8 . 5. 2)  

An  SNGF function  b lock shal l  provide  an  i ndependent buffer for each  separate  SF  
implemented  for each  serial  port i t  can  send  sentences  onto.  The  manufacturer shal l  speci fy 
the  maximum  buffer capaci ty for each  port.  The  maximum  capaci ty may be  configurable  at  
i nsta l l ation .  

The  buffer shal l  be  implemented  as  a  F I FO  (fi rst  i n ,  fi rst ou t)  buffer.  I n  case  of a  fu l l  buffer,  
newly arri ved  sen tences  shal l  be  d iscarded ,  un less  these  sentences  are  speci fied  as  
priori ti zed  (see  below).  Newly arrived  sentences  wi l l  be  i nserted  i n to  the  buffer when  buffer 
space  i s  avai l able.  The  method  of treatment of sen tences  grouped  by the  TAG  g  (see  7 . 2 . 3. 3)  
may be  configurable  or speci fied  i n  the  manufactu rer's  documentation .  

The  SNGF  may implement a  priori ty-based  functional i ty for some  sentences  wi th  speci fi ed  
sen tence  formatters.  The  priori ti sed  formatters  may be  configurable  or speci fied  in  the  
manufacturer's  documentation .  

Process ing  of priori ti zed  sen tences  shal l  be  as  fo l l ows .  

•  On l y one  sentence  wi th  i den tica l  ta lker ID  and  sentence  formatter sha l l  exist  i n  the  buffer.  
Exception  i s  a  mu l ti  sentence  message  or a  TAG  b lock group  of sentences:  they shal l  on l y 
be  replaced  in  their en ti rety.  

NOTE  When  priori ti zi ng  AIS  VDM  and  VDO sen tences,  the  stri ng  beg i nn ing  wi th  the  " ! "  character and  end ing  
wi th  the  7 th  character of the  encapsu lati on  fi e l d  i s  used  for compari son  to  i den ti fy  i den ti cal  sentences.  A match  
of th i s  s tri ng  from  a  newl y arri ved  sen tence  wi th  one  i n  the  buffer means  the  sen tence  contains  the  same 
I TU-R M . 1 371  message  from  the  same  MMSI  as  the  sen tence  a l ready i n  the  bu ffer,  and  can  then  repl ace  the  
o l der sen tence  at  i ts  posi ti on  i n  the  q ueue.  

•  I f a  s i ng le  sentence,  mu l ti  sentence  message  or a  TAG  b lock grouped  sen tences,  wi th  
i dentica l  ta lker ID  and  sen tence  formatter exists  i n  the  buffer,  the  new sentence  or 
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sen tences  wi l l  replace  the  existing  sen tence  or sentences  at  i ts  pos i ti on  in  the  queue.  Th is  
replacing  shal l  not  cause  l ogg ing  of an  error nor send ing  anyth ing  to  syslog .  

When  priori ti zi ng  TAG  b lock grouped  sen tences,  several  fi e lds  wi th in  the  TAG  b lock need  
to  be  compared  as  wel l  as  the  sen tence  comparisons.  Al l  of the  compared  componen ts  
shou ld  match  those  of the  curren t  TAG  block group  in  order to  the  replace  TAG  block 
group  i n  the  queue.  The  components  to  compare  are:  the  TAG  b lock source  parameter 
code  value,  the  "number of l i nes"  portion  of the  TAG  b lock group  parameter code,  and  the  
sen tences  wi th in  the  TAG  b lock group.  

•  Otherwise,  the  new sen tence  shal l  fol l ow the  F IFO  princip le  as  described  above.  

I f a  sen tence i s  d iscarded  from  the  queue,  th is  even t sha l l  be  l ogged  as  an  error i n ternal l y i n  
the  equ ipment as  defined  in  4 . 3 . 3.  The  equ ipment shal l  have  separate  error coun ts  for each  
seria l  port.  

4.5.3  Datagram  output requ irements  

(see  8 . 5. 3)  

The SNGF shal l  format ou tgoing  datagrams  as  defined  i n  7 . 2 .  

The  SNGF  shal l  e i ther transm i t one  I EC  61 1 62-1  sentence  or,  i f part  of a  mu l ti  sentence  
sequence,  may transm i t mu l ti ple  I EC 61 1 62-1  sen tences  per ou tgoing  I EC  61 1 62-450  
datagram .  The  mu l ti  sen tence sequence i ncludes  the  case  described  i n  I EC  61 1 62-1 : 201 6,  
7. 3. 9,  and  the  cases  for wh ich  I EC 61 1 62-1  requ i res  a  sentence  sent prior send ing  another 
sen tence.  The  datagram  shal l  i ncl ude  the  correct SFI ,  source  i denti fication  (s: )  and ,  i f 
requ ired ,  destination  i den ti fication  (d : ) .  

4.5.4  Mu l ti  SF  serial  port  

(see  8 . 5. 4)  

The SNGF  is  a l lowed  to  implement more  than  one  SFs  for any s ing le  seria l  l i ne.  Received  
sen tences  on  th is  seria l  l i ne  wi th  a  va l id  ta lker mnemon ic wi l l  be  transm i tted  from  one  of the  
associated  SFs  dependent on  the  ta lker mnemon ics.  Each  SF  shal l  be  assigned  a  separate  
SFI  and ,  as  a  desti nation ,  transm it ou tgoing  sen tences  on  the  seria l  l i ne  accord ing  to  the  
ru les  i n  4 . 5. 1 .   

Proprietary sen tences  received  on  the  seria l  l i ne  i nclude  no  ta lker i den ti fier.  I t  sha l l  be  
determ ined  by setup  parameters  from  what SF  they shal l  be  transm i tted .  

Un iden ti fied  data  from  the  seria l  l i ne  shal l  be  sent from  a l l  SFs  associated  wi th  the  seria l  port.  
Th is  send ing  of un iden ti fi ed  data  shal l  not cause  l ogg ing  of an  error nor send ing  anyth ing  to  
sys log .  

4.5.5  Handl ing  malformed  data  received  on  serial  l ine  

(see  8 . 5. 5)  

The SNGF  is  i n tended  as  a  remote  seria l  data  converter wi th  m in imum  data  process ing .  For 
each  of the  cases  below,  the  SNGF shal l  send  a  datagram  wi th  the  mal formed  data  as  
requ i red  by 4 . 5. 1  and  4 . 5 .4 .  I f the  formatted  message exceeds  the  maximum  datagram  length ,  
the  data  shal l  be  truncated  from  the  end .  The  fol l owing  cases  shal l  cause  a  message 
con tain ing  the  mal formed  data  to  be  sen t:  

1 )  i f data  has  been  received  before  a  start  character;  

2)  i f data  has  been  received  after a  va l id  s tart  character and  the  maximum  sen tence  and  
TAG  block l eng th  has  been  exceeded ;  

3)  i f data  has  been  received  after a  va l i d  s tart  character and  end  of l i ne  (CR,LF)  has  not 
been  received  after 1  s ;  
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4)  i f a  reserved  character has  been  received  and  not  having  been  appropriatel y escaped ;  

5)  i f random  binary data  i s  received  on  the  serial  l i ne.  

"Start character"  i s  a  va l i d  s tart of sen tence ("$" ,  " ! ")  or TAG  b lock start  character.  

4.6  PGN  to  network gateway function  (PNGF)  requ irements  

(see  8 . 1 2 )  

4.6. 1  General  requ irements  

(see  8 . 1 2 )  

The PNGF shal l  implement a l l  re levant functional i ty for each  SF  i t  supports  as  defined  i n  4 . 4 .  

The  defau l t  SFI  of a  PNGF used  for adm in istrati ve  purposes,  such  as  syslog ,  sha l l  use  the  
ta lker mnemonic  "SI " .  

The  PNGF may implement d i fferent types  of fi l tering  based  on  the  PGN  messages  from  and  to  
I EC 61 1 62-3  network.  Any fi l tering  methods  shal l  be  described  i n  the  manufacturer's  
documentation .  

NOTE  The  accurate  tim ing  between  PGN  messages  avai l able  i n  the  I EC 61 1 62-3  network i s  not  supported  when  
the  same  i s  converted  i n to  I EC  61 1 62-450  network.  

4.6.2  Output  buffer management from  IEC  61 1 62-450  network to  IEC  61 1 62-3  network 

(see  8 . 1 2 )  

A PNGF function  b lock shal l  provide  an  i ndependent buffer for each  I EC  61 1 62-3  network i t  
can  send  i n to.  The  manufacturer shal l  speci fy the  maximum  buffer capaci ty for each  port.  The  
maximum  capaci ty may be  configurable  at i nsta l lation .  

PNGF buffer management shal l  be  based  on  the  I EC 61 1 62-3  priori ty i ncluded  i n to  each  
message.  The  manufactu rer shal l  describe  the  method  i n  documentation .  

I f the  buffer i s  fu l l  and  a  PGN  message i s  d iscarded ,  i t  shal l  be  recorded  as  speci fi ed  in  4 . 3. 3.  

4.6.3  Datagram  output requ irements  

(see  8 . 1 2 )  

The PNGF shal l  format ou tgoing  messages  as  defined  i n  7 . 4 . 1 .  

The  PNGF shal l  transm i t one  I EC 61 1 62-3  PGN  message per ou tgoing  I EC  61 1 62-450  
datagram  to  m in im ise  de lays.  

4.6.4  PGN  group number 

(see  8 . 1 2 )  

A PGN  group i s  defined  as  a  l og ica l  group of devices  that can  share  the  i n formation  and  
message.  A message from  a  device  i s  broadcasted  to  a l l  devices  that be long  to  the  same  
PGN  group.  A device  may belong  to  more  than  one  PGN  groups.  The  maximum  number of 
PGN  groups  i s  no  more  than  four.  The  PGN  group  may be  used  for fi l tering  of messages  (see  
4. 6. 1 ) .  
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4.7  Other network function  (ONF)  requ i rements  

(see  8 . 6)  

The ONF  represents  a  function  that i s  a l l owed  to  share  the  same network i n frastructure  as  the  
network function  b locks  (NF)  on  an  I EC 61 1 62-450  network.  

The  ONF  shal l  conform  to  the  requ i rements  g i ven  i n  4 . 2 . 1 .  

The  ONF  equ ipment shal l  not use  any I P  mu l ticast address  reserved  by th is  document as  
defined  i n  5. 4 .  

Documentation  shal l  be  provided  describ ing  the  network protocols  used  by the  ONF  to  send  
datagrams or byte  steams,  for i nstance  UDP,  TCP/I P  or other.  

Documentation  shal l  be  provided  describ ing  the  impact of the  ONF  to  the  network.  

5 Low level  network requirements  

5.1  Electrical  and  mechan ical  requ irements  

(see  8 . 7. 1 )  

The cable  and  connectors  used  shal l  at  l east meet the  speci fications  l i sted  in  Table  3  when  
used  i n  protected  environment as  defined  i n  I EC  60945.  

The  safety requ irements  and  insta l lation  practices  speci fied  i n  I EEE  Std  802.3TM-201 5,  1 4. 7  
and  Clause  27,  shal l  be  fo l l owed .  Also  refer to  I EEE  Std  802 .3-201 5,  i n formative  Annex 67.  

F ibre  optic i n terfaces  shal l  comply wi th  the  l aser safety requ irements  for C lass  1  devices  
speci fied  i n  I EC  60825-2 .  

The  phys ica l  l ayer requ i rement for I EC  61 1 62-3  ports  of the  PNGF shal l  be  compl ian t wi th  
I EC 61 1 62-3: 2008,  Clause  4.  

International  Electrotechnical  Commission

Provided by IHS Markit under l icense with  IEC

 



I EC 61 1 62-450: 201 8  © I EC  201 8  – 25  –  

Table  3  – In terfaces,  connectors  and  cables  

IEEE  802.3  
I n terface  

Max network 
segment l i nk 

d i stance  

Mechan ical  device  
i n terface  connector type  
(protected  envi ronment)  

P in  
assignment  

Cable  category,  m in imum  

1 00BASE-TXS  

I EEE  Std  
802. 3-201 5,  
1 4. 7  and  
Clauses  24  
and  25  

1 00  m  I EC 60603-7-3,  8 -way 
sh ie l ded  modu l ar connector 

Refer to  I EEE  Std  802. 3-
201 5,  Clause  3 ,  I EC 60603-
7,  F i gu res  1  th rough  5,  and  
I EEE  Std  802. 3/25  

b  CAT5  STP  

Two sh ie l ded  twisted  pai rs  

ANSI /TIA/E IA-568-A,  
ANSI /TIA/EIA-568-B  or 
I SO/IEC 1 1 801  (Class  D).  

(not  speci fi ed )  
a  

Term inal  b l ock 
b  CAT5  STP  

Two sh ie l ded  twisted  pai rs  

1 00BASE-SX 

I EEE  Std  
802. 3-201 5,  
Clauses  24  
and  26  

550  m  I EC 61 754-20  

LC  type  d upl ex opti cal  
connectord  

 Two  mu l timode  opti cal  
fi bres  

Short  wavelength  850  nm  

1 000BASE-T 

I EEE  Std  
802. 3: 201 5,  
Clause  40  

1 00  m  I EC 60603-7-7,  8 -way 
sh ie l ded  modu l ar connector 

Refer to  I EEE  Std  802. 3-
201 5,  Clause  3,  and  
I EC 60603-7,  F i gures  1  
th rough  5.  

See  I EEE  Std  802. 3/25  

c  CAT5  STP  

Four sh iel ded  twisted  pai rs  

ANSI /TIA/EIA-568-A,  
ANSI /TIA/E IA-568-B  or 
I SO/IEC 1 1 801  (Class  D).  

1 000BASE-SX 

I EEE  Std  
802. 3-201 5,  
Clause  38  

220  m  
(62/1 25  µm,  
l ow modal  
bw)   

550  m  
(50/1 25  µm,  
h i gh  modal  
bw)  

I EC 61 754-20  

LC type  d upl ex opti cal  
connectord  

 Two  mu l timode  opti cal  
fi bres  

Short  wavelength  850  nm  

For use  i n  exposed  envi ronments ,  add i ti onal  provis ions  are  necessary.  Cons iderati on  shou ld  be  g i ven  to  the  
M1 2-type  speci fi ed  i n  I EC 61 076-2-1 01  for copper network  cable.  And  s im i l ar rugged  connector shou ld  be  
cons idered  for external  fi bre  opti c  connections.  

a  I n  th i s  case,  the  maximum  operati ng  d i stance  shou ld  be  speci fi ed  by the  manufacturer.  

b  The  8-way modu l ar connector speci fi ed  i n  I EC 60603-7  i s  the  "8P8C"  type  that  has  common ly  been  used  i n  
desktop  computer LAN  connections  and  i ncorrectl y bu t  widely  referred  to  as  "RJ45" .  Wi res  are  i n  the  order 1 ,  
2 ,  3 ,  6 ,  4 ,  5 ,  7 ,  8  on  the  modu l ar j ack;  the  same at  each  end  of a  cabl e.  The  color-order from  wi re  1  to  8  shal l  
be  g reen/wh i te,  g reen ,  orange/wh i te,  b l ue,  b l ue/wh i te,  orange,  brown/wh i te,  brown ;  the  same at  both  ends  of 
the  cabl e.  Refer to  I EEE  Std  802. 3-201 5,  25. 4. 3,  and  I EC 60603-7-3.  

c  The  8-way modu l ar connector speci fi ed  i n  I EC 60603-7  i s  the  "8P8C"  type  that  has  common ly been  used  i n  
desktop  computer LAN  connections  and  i ncorrectl y bu t  widely referred  to  as  "RJ45" .  Wi res  are  i n  the  order 1 ,  
2 ,  3 ,  6 ,  4 ,  5 ,  7 ,  8  on  the  modu l ar j ack;  the  same at  each  end  of a  cabl e.  The  color-order from  wi re  1  to  8  shal l  
be  g reen/wh i te,  g reen ,  orange/wh i te,  b l ue,  b l ue/wh i te,  orange,  brown/wh i te,  brown;  the  same at  both  ends  of 
the  cabl e.  Refer to  I EEE  Std  802. 3-201 5,  40. 8. 1  and  I EC 60603-7-7.  

d  See  TIA/E IA-604-1 0-A: 2002.  

 

5.2  Network protocol  requ irements  

(see  8 . 7. 2)  

Equ ipment shal l  implement I Pv4  as  general l y described  i n  I SOC RFC 5000  wi th  a  m in imum  
requ i rement of support for the  fol lowing  speci fic  network protocols :  

•  ARP – Address  Resolu tion  Protocol  as  described  in  I SOC RFC 826  and  as  updated  i n  
I SOC RFC 5227;  
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•  I P  – I n ternet Protocol  as  described  in  I SOC RFC 791  and  as  updated  i n  I SOC RFC 2474;  

•  UDP – User datagram  Protocol  as  described  in  I SOC RFC 768;  

•  UDP Mu l ticast – Host g roups  as  described  in  I SOC RFC 966  and  Host extens ions  as  
described   i n  I SOC RFC 1 1 1 2;  

•  TCP – Transm ission  Control  Protocol  as  described  i n  I SOC RFC 793;  

•  I CMP – I n ternet Control  Message  Protocol  as  described  i n  I SOC RFC 792;  

•  I GMP – I n ternet Group Management Protocol  as  described  i n  I SOC RFC 1 1 1 2,  RFC 2236  
or RFC 3376;  

5.3  IP  address  assignment for equ ipment 

(see  8 . 7. 3)  

Means  shal l  be  provided  to  configure  the  equ ipment to  any of the  add resses  reserved  for use  
i n  pri vate  networks  as  described  i n  I SOC RFC 1 91 8  wi th  any va l id  network address  mask.  The  
defau l t  sub-net  mask shal l  be  set appropriatel y for 1 92 . 1 68. 0. 0/24  ( l egacy C lass  C) .  The  
ass igned  I P  address  shal l  remain  fixed  during  normal  operation  of the  equ ipment,  i ncl ud ing  
powering  the  equ ipment down  and  up.  

Speci fic  450-Nodes  may choose  to  exclude  a  few sub-nets  to  faci l i tate  in ternal  sub-nets  
( i n ternal  to  the  equ ipment)  wh ich  shal l  be  documented .  The  fol lowing  sub-nets  shal l  a lways  be  
avai lable  to  the  I EC 61 1 62-450  network:  1 92 . 1 68.0 .0/24  – 1 92 . 1 68. 1 0. 0/24  and  1 72 . 1 6. 0 . 0/1 6  
(Class  B).  

5.4  Mu lticast  address  range  

(see  8 . 7. 4)  

The range  239. 1 92. 0 . 1  to  239. 1 92. 0. 64  i s  reserved  for curren t and  fu ture  use  in  the  
appl ication  l ayer protocols  (see  6 . 2 . 2).  

The  mu l ticast address  range  239. 1 92. 0. 57  to  239. 1 92. 0 . 64  is  used  for i n terconnection  wi th  
I EC 61 1 62-3  networks.  

ONF  equ ipment shal l  not  use  mu l ticast  addresses  i n  the  range  239. 1 92. 0. 1  to  239. 1 92. 0. 64.  

NOTE  1  I SOC  RFC 2365  defi nes  the  mu l ti cast  address  range  239. 1 92. 0 . 0  to  239. 1 92. 63. 255  as  the  I Pv4  
Organ i zati on  Local  Scope,  and  i s  the  space  from  wh ich  an  organ i zati on  shou ld  a l l ocate  sub-ranges  when  defi n i ng  
scopes  for pri vate  use.  

NOTE  2  The  defau l t  TTL  ( i . e.  number of hops)  i s  1  for mu l ti cast.  The  sub-net  mask i s  set  appropriatel y  for cl ass  C  
( l ocal  area  network).  

5.5  Device  address  for instrument networks  

Means  shal l  be  provided  to  ass ign  a  device  address  range  from  0  to  251  when  the  PNGF  
transm i ts  to  an  I EC 61 1 62-3  network.  The  device  address  may be  set  au tomatical l y.  

6 Transport layer speci fication  

(see  8 . 8)  

6.1  General  

Clause  6  speci fi es  how UDP mu l ticast messages  are  used  to  communicate  between  
equ ipment over an  Ethernet network.  

Equ ipment may implement functional i ty for send ing ,  receiving  or both .  The  provis ions  of 
Clause  6  appl ies  to  both ,  bu t  shal l  be  tested  independen tl y as  described  i n  7. 6.  
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An  example  of the  s tructure  of an  Ethernet frame  wi th  a  I EC  61 1 62-450  sen tence  i s  g i ven  in  
F igu re  2 .  The  uppermost b lock shows the  fu l l  E thernet frame wi th  the  UDP user avai lable  data  
b lock shown  i n  wh i te.  The  I P  and  UDP headers  are  included  i n  the  grey b locks.  The  lower 
b lock shows  the  UDP user avai l ab le  data  b lock wi th  an  I EC 61 1 62-450  formatted  sentence  
i ncluded .  The  numbers  above  the  Ethernet frame g ives  the  s ize  of each  b lock.  The  numbers  
i n  front  of the  UDP user data  b lock g i ves  the  offset  from  the  s tart  of the  b lock (0  – zero) .  

 

Figure 2  – Ethernet  frame  example  for a  SBM  
from  a  rate  of tu rn  sensor 

6.2  UDP messages  

6.2. 1  UDP mu l ticast  protocol  

UDP Mu l ticast – I P  mu l ticast i s  a  techn ique  for many-to-many communication  over an  I P  
i n frastructure  in  a  network.  The  destination  nodes  send  j o in  and  may send  l eave  messages.  
I P  mu l ticast scales  to  a  l arger receiver popu lation  by not requ iri ng  prior knowledge of who  or 
how many receivers  there  are.  Mu l ticast  uses  network i n frastructure  effi cien tl y by requ i ring  
the  source  to  send  a  packet on l y once,  even  i f i t  needs  to  be  de l i vered  to  a  l arge  number of 
receivers .  The  nodes  i n  the  network take  care  of repl icati ng  the  packet to  reach  mu l tip le  
receivers  on l y when  necessary.  The  most common  transport l ayer protocol  to  use  mu l ticast 
address ing  is  User Datagram  Protocol  (UDP).  

Senders  and  receivers  shal l  as  a  m in imum  be  able  to  use  UDP as  defined  by  
I SOC RFC 768  and  as  fu rther speci fi ed  in  th is  document.  

6.2.2  Use of mul ticast  addresses  and  port numbers  

Port numbers  shal l  be  a l l ocated  from  the  d ynam ic port  range  that  the  i n ternet ass igned  
number au thori ty ( I ANA)  has  reserved  for d ynam ic and/or private  port  numbers  (range  491 52  
to  65535,  i nclus ive).  

IEC  

dmac smac type ip udp IEC 61 1 62-450 message crc32  

6 6 2 20 8 0-1 472 4 

IEC 61 1 62-450 header 

IEC 61 1 62-450 payload  

0 

4 

6 

1 0 

1 4 

1 8 

22 

26 

30 

34 

38 

42 
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Table  4  defines  mu l ticast addresses  and  desti nation  port  numbers  that shal l  be  used  when  
transm i tting  sen tences  from  a  system  function  b lock.  The  mapping  of SFI  to  defau l t  
transm ission  group  i s  described  i n  Annex A.  I f provided  by the  equ ipment,  the  defau l t  
mu l ticast  address  or destination  port number can  be  changed  by the  parameter setup  system  
of the  equ ipment to  the  mu l ticast addresses  or desti nation  port numbers  of the  transm ission  
groups  USR1  to  USR8,  RCOM,  PROP in  Table  4  or any i n  Table  5  (for example  to  support 
use  of same transm ission  group  for both  "b inary fi l e"  and  related  sen tences,  for example  
ECDIS  rou te  exchange  and  RRT-sentence).  

NOTE  The  purpose  of the  port  d i fferen tiati on  i s  to  provi de  a  mechan ism  that  a l l ows  a  certa in  l evel  of l oad  
reduction  for the  recei vi ng  equ i pment.  

Table  4 – Destination  multicast  addresses  and  port  numbers  

Transmission  
group  

Category 
Mu l ticast 
address  

Destination  port  

MISC  SF  not  expl i ci tl y l i s ted  below 239. 1 92. 0 . 1  60001  

TGTD  Target  data  (AI S),  tracked  target messages  (Radar)  239. 1 92. 0. 2  60002  

SATD  H igh  update  rate,  for example  sh ip  head i ng ,  atti tu de  
data.  

239. 1 92. 0 . 3  60003  

NAVD  Navigational  ou tpu t  other than  that  of TGTD  and  
SATD  groups  

239. 1 92. 0. 4  60004  

VDRD  Data  requ i red  for the  VDR accord ing  to  I EC 61 996  239. 1 92. 0. 5  60005  

RCOM  Rad i o  commun ication  equ ipment  239. 1 92. 0 . 6  60006  

TIME  Time  transm i tti ng  equ i pment  239. 1 92. 0 . 7  60007  

PROP Proprietary and  user speci fi ed  SFs  239. 1 92. 0. 8  60008  

USR1  to  USR8  User defi ned  transm iss ion  g roup  1  to  8  239. 1 92. 0 . 9  to  
239. 1 92. 0 . 1 6  

60009  to  6001 6  

BAM1  to  BAM2  Optional l y,  BAM  compl ian t  a l ert  source  reporti ng  to  
CAM  

239. 1 92. 0. 1 7  to  
239. 1 92. 0. 1 8  

6001 7  to  6001 8  

CAM1  to  CAM2  CAM  of the  BAM  239. 1 92. 0. 1 9  to  
239. 1 92. 0. 20  

6001 9  to  60020  

NETA Network adm in i strati on ,  e . g .  SFI  col l i s i on  detection  239. 1 92. 0 . 56  60056  

PGP1  to  PGP4  Primary PGN  Group  1  to  PGN  Group  4  239. 1 92. 0 . 57  to  
239. 1 92. 0 . 60  

60057  to  60060  

PGB1  to  PGB4  Backup  PGN  Group  1  to  PGN  Group  4  239. 1 92. 0 . 61  to  
239. 1 92. 0 . 64  

60061  to  60064  

NOTE  1  The  USR1  to  USR8  transm ission  g roups  can  be  used ,  for example,  for propri etary data  i n  b i nary 
format.  

NOTE  2  BAM1 /BAM2  and  CAM1 /CAM2  are  avai l ab le  for sys tem  i n tegrators  to  balance  the  traffi c,  for example  
h i gher vol ume  radar i n  BAM1 /CAM1  and  l ow vol ume  sensor,  for example  gyro,  i n  BAM2/CAM2.  

 

Table  5  defines  mu l ticast addresses  and  desti nation  port  numbers  that  sha l l  be  used  when  
transm itti ng  b inary fi l e  data.  I f provided  by the  equ ipment,  the  defau l t  mu l ticast  address  or 
destination  port number can  be  changed  by the  parameter setup  system  of the  equ ipment to  
the  mu l ticast addresses  or destination  port  numbers  of the  transm ission  groups  USR1  to  
USR8,  RCOM,  PROP i n  Table  4  or any i n  Table  5  (for example  to  support  use  of same 
transm ission  group  for both  "b inary fi l e"  and  re lated  sen tences).  
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Table  5  – Destination  mul ticast  addresses  and  port  numbers  
for binary data transfer 

Category Mu l ti cast 
address  

Destination  port  

Non  re-transm i ttable  b i nary fi l e  transfer a  239. 1 92. 0. 21  to  
239. 1 92. 0. 25  

60021  to  60025  

Re-transm i ttable  b i nary fi l e  transfer b  239. 1 92. 0 . 26  to  
239. 1 92. 0 . 30  

60026  to  60030  

a   Address  239. 1 92. 0. 25,  port  60025  i s  the  defau l t  for ECDIS  rou te  transfer (see  I EC 61 1 74).  

b   Address  239. 1 92. 0 . 26,  port  60026  i s  the  defau l t  for VDR image  transfer (see  I EC 61 996-1 ).  

 Address  239. 1 92. 0 . 30,  port  60030  i s  the  defau l t  for ECDIS  re-transm i ttable  data  b l ocks  for rou te  transfer 
(see  I EC 61 1 74).  

 

Table  6  l i s ts  other mu l ticast addresses  and  ports  reserved  by th is  document.  

Table  6  – Destination  mul ticast  addresses  and  port  numbers  
for other services  

Category Mu l ticast 
address  

Destination  port  

Syslog  239. 1 92. 0 . 254   51 4  

Send i ng  to  sys l og  can  use  mu l ti cast  or UDP  un icast.  

Some  swi tches  can  support  on l y UDP  un icast.  

 

The addresses  239. 1 92. 0 . 31  to  239. 1 92. 0. 55  are  reserved  for fu ture  expansion .  

I t  may be  noted  that  I ANA has  defined  that port  range  491 52  to  65535  i s  reserved  for d ynam ic 
and  pri vate  use.  The  speci fic  ports  for th is  document are  wi th in  th is  I ANA range.  I t  shou ld  be  
noted  that operating  systems a lso  use  th is  I ANA range  for the ir i n ternal  use  as  ephemeral  
ports.  Th is  double  use  may cause  port number confl icts  resu l ting  for l ost communication  of 
I EC 61 1 62-450  messages.  I t  i s  recommended  to  cons ider l im i ti ng  the  ephemeral  port range  of 
the  operati ng  system  of equ ipment connected  to  an  I EC 61 1 62-450  network to  avoid  port  
number confl icts .  

6.2.3  UDP checksum  

Al l  devices  shal l  ca lcu late  and  check the  UDP checksum  as  defined  by I SOC RFC 768.  I t  i s  
not perm i tted  to  set  the  checksum  fie ld  to  zero  (no  checksum).  

A datagram  that has  an  i ncorrect or m iss ing  checksum  shal l  be  d iscarded  by the  receiver.  

6.2.4  Datagram  size  

The network function  b lock shal l  not transm i t  more  than  1  472  bytes  of data  i n  each  datagram ,  
i nclud ing  header as  defined  in  C lause  7 .  

Receiving  equ ipment i s  a l l owed  to  d iscard  datagrams  that have  a  s i ze  l arger than  the  
maximum  speci fied  s i ze.  

NOTE  UDP datag rams  can  be  up  to  64  kB  i n  s i ze  when  they are  sen t as  a  number of I P  fragments.  
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7 Appl ication  layer specification  

7. 1  Datagram  header 

(see  8 . 9. 2)  

7. 1 . 1  Val id  header 

Al l  UDP  mu l ticast datagrams shal l  contain  one  of the  fol lowing  stri ngs,  fol l owed  by a  nu l l  
character (a l l  b i ts  set to  zero)  as  the  fi rst  s ix bytes  of the  datagram:  

•  "UdPbC "  for transm ission  of I EC  61 1 62-1  formatted  sentences  as  described  i n  7. 2 ;  

•  "RaUdP "  for transm ission  of b inary fi les  as  described  in  7. 3;  

•  "RrUdP "  for transm ission  of re-transm ittable  bi nary fi les  as  described  in  7. 3;  

•  "NkPgN"  for transm ission  of I EC  61 1 62-3  PGN  messages  as  described  i n  7 . 4 ;  

Al l  TCP/IP  datagrams  shal l  contain  the  fo l l owing  string ,  fo l l owed  by a  nu l l  character (a l l  b i ts  
set  to  zero)  as  the  fi rst s i x bytes  of the  datagram:  

•  "RrTcP "  for transm ission  of b inary fi les  as  described  in  7. 6;  

NOTE  1  Datag ram  means  packet i n  th i s  con text.  

I ncom ing  datagrams wi th  an  unknown  header shou ld  be  d iscarded  wi thou t process ing  the  
con ten t beyond  the  header.  

NOTE  2  Fu tu re  ed i ti ons  of th i s  document  can  defi ne  other header codes.  Any such  header code  wi l l  be  d i fferent  
from  the  ones  a l ready i n  use  and  wi l l  at  l east  con tain  s i x bytes,  possib l y i ncl ud i ng  a  trai l i ng  nu l l  character.  

7. 1 .2  Error l ogg ing  

The equ ipment shal l  main tain  a  count  of received  datagrams  that  do  not have  a  val i d  header 
and  make th is  avai lable  as  defined  i n  4 . 3 . 3 .  

7.2  General  IEC  61 1 62-1  sentence transmissions  

7.2. 1  Appl ication  of th is  protocol  

(see  8 . 9. 1 )  

This  protocol  provides  a  mechan ism  by wh ich  I EC 61 1 62-1  sentences  can  be  sent  to  one  or 
more  receivers  on  the  network.  The  protocol  a l l ows  several  sentences  to  be  merged  in to  one  
datagram .  

7.2.2  Types  of messages  for which  th is  protocol  can  be  used  

(see  8 . 9. 3)  

This  protocol  shal l  be  used  for SBM  and  MSM  (see  Annex A)  type  messages.  The  protocol  
sha l l  a lso  be  used  for CRP message exchanges  wi th  provis ions  speci fi ed  i n  Annex C.  

7.2.3  TAG  block parameters  for sentences  transmitted  in  the  datagram  

(see  8 . 9. 4)  

7.2.3. 1  Val id  TAG  block 

Each  sentence  shal l  be  preceded  wi th  one  or more  TAG  blocks  as  defined  i n  
NMEA 01 83:2008,  Section  7  (see  a lso  Annex B) ,  con tain ing  the  parameter codes  described  in  
7. 2. 3 .3  to  7 . 2 . 3. 8.  Add ing  of TAG  b locks  wi th  parameter codes  happens  between  existi ng  TAG  
blocks  wi th  parameter codes  and  the  start  of I EC  61 1 62-1  sen tence.  I f a  parameter code  i s  
ass igned  a  va lue  more  than  once  i n  the  TAG  b locks  and  on l y one  value  i s  expected ,  the  l ast  
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parameter value  ( i . e .  parameter va lue  closest to  the  start  of I EC  61 1 62-1  sen tence)  shal l  be  
used .  

I n  th is  document,  a l l  i denti ti es  are  set  at the  time of i nsta l lation  and  shal l  not be  d ynam ical l y 
configurable  during  normal  operation .  The  con trol  sen tences  for chang ing  parameter codes  i n  
NMEA 01 83  shal l  not  be  used  during  normal  operation .  

7.2.3.2  TAG  block checking  

Only sentences  preceded  by val id  TAG  b locks  as  defined  in  7 . 2. 3. 1  shal l  be  processed  by the  
receiver.  

7.2.3.3  Grouping  control  – g  

The g  parameter code  shal l  be  used  by ta lkers  to  g roup  TAG  blocks  and /or sen tences.  As  a  
m in imum ,  i t  sha l l  be  used  to  group  sentences  that are  class i fied  as  belong ing  to  message  
type  "MSM"  in  Table  A. 2 ,  when  the  mu l ti -sen tence  group  cons ists  of more  than  one  message.  
I t  i s  not requ ired  to  incl ude  the  g  parameter code  for s ing le  l i ne  sentences.  

Receivers  shal l  accept the  g  parameter code  for a l l  message  types.  

A val i d  MSM  type  sentence  where  in ternal  data  fie l ds  speci fies  that  i t  be longs  to  a  group  of 
more  than  one  message  shal l  be  d iscarded  i f the  g  group  is  m issing  or contains  i ncons istent  
i n formation .  

The  group  code  i s  determ ined  by the  send ing  device.  The  i n i tia l  g roup  code  value  shal l  be  
one  ( "1 ")  and  the  g roup  code  increment va lue  shal l  be  one  ( "1 ") .  The  g roup  code  shal l  be  
reset to  one  ( "1 ")  after i t  reaches  1 00,  i . e . ,  the  va l i d  range  is  1 -99,  incl us ive.  

The  fol lowing  example  shows  the  g  parameter code  used  to  g roup  sen tences  in  two d i fferent  
groups,  each  cons isti ng  of two  sen tences:  

\g: 1 -2 -34 , s : I N0 0 0 1 * 3A\ ! ABVDM, 1 , 1 , 1 , B, 1 0 0 0 0 0 ? 0 ? wJm4 : ` GMUrf4 0g60 4 : 4 , 0 * 0 4  
\ g: 2 -2 -34 , s : I N0 0 0 1 * 39\ $ABVSI , r3 669961 , 1 , 0 1 3536 . 9632 64 33 , 1 3 8 6 , -98 , , * 1 4  
\ g: 1 -2 - 4 6, s : I N0 0 0 1 * 3F\ ! ABVDM, 1 , 1 , 1 , B, 1 5N1u<PP1 cJnFj : GV4 >: MOw: 0 <0 2 , 0 * 2 D  
\ g: 2 -2 -4 6, s : I N0 0 0 1 * 3C\ $ABVSI , r3669962 , 1 , 0 1 3538 . 0 5 654 92 1 , 1 4 2 7 , -1 0 1 , , * 2 0  
 

7.2.3.4  Source identi fication  – s  

The s  parameter code  is  mandatory for ta lkers  and  shal l  contain  the  system  function  ID  (SFI ,  
see  4. 4. 2)  correspond ing  to  the  function  b lock from  where  the  sen tence ori g inates.  

7.2.3.5  Destination  identi fication  – d  

The d  parameter code  i s  optional  and  shal l ,  i f used ,  con tain  the  system  function  I D  (SFI ,  
see  4. 4. 2)  correspond ing  to  the  in tended  recipient of the  sentence.  I f no  desti nation  
parameter code  i s  present,  then  a l l  devices  that receive  th is  sen tence shal l  process  i t.  

Mu l tip le  d  parameters  may be  speci fied ,  i f more  than  one  receiver exists.  

NOTE  Th is  can  be  the  case  for redundant control  functions.  

For CRP type  sentences,  the  destination  code  shal l  be  read  and  processed  to  ensure  that 
on l y the  i n tended  recipients  take  action  on  the  content of the  sentence.  Other receivers  may 
a lso  read  the  message,  for example  for voyage  data  record ing  purposes,  bu t shal l  not take  
any further action  on  the  con ten ts.  
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7.2.3.6  Line-count parameter – n  

The n  parameter code  may be  used  to  ass ign  a  sequence  number to  each  sentence  
transm itted  from  a  system  function  b lock.  The  format of the  parameter va lue  i s  a  posi ti ve  
i n teger.  The  value  shal l  start  at  one  ( "1 ")  and  shal l  be  incremented  by one  ( "1 ")  for each  
sen tence  or TAG  b lock transm itted  from  th is  system  function  b lock.  The  parameter value  shal l  
be  reset to  one  ("1 ")  when  i t  reaches  1  000,  i . e. ,  the  val i d  range  i s  1 -999,  i nclus ive.  

For function  b locks  that transm it datagram  to  more  than  one  transm ission  group destination ,  
separate  l i ne  coun ters  shal l  be  mainta ined  for each  transm iss ion  group  (see  6. 2 . 2) .  

7.2.3.7  Text string  parameter – t  (proprietary data)  

The  t  parameter code  is  a  free  text fi e l d .  Th is  document reserves  cod ing  for proprietary TAG-
codes  wi th  the  fiel ds  defined  below where  the  l ead ing  p  and  the  th ree  l etter manufacturer 
mnemonic  code  i s  requ i red  for th is  type  of text s tring .  

t: p<manufacturer  mnemonic  code  in  lower  case><proprietary data>  
 

An  example  used  for proprietary au then tication  of l i nes  us ing  g rouping  and  source  for 
manufacturer "mmm"  m ight be  

\g: 1 -2 -34 , s : TI 0 0 0 1 , n: 333* 6B\ $ TIROT, 1 2 3 . 4 5* 67  
\ g: 2 -2 -34 , s : TI 0 0 0 1 , n: 334 , t: pmmma; MD5 ; 0x1 2 3 4 567 8 * 0 D\  
 

7.2.3.8  General  authentication  – a  

(see  8 . 9. 5)  

The au thentication  parameter code  is  used  to  s i gn  a  message  wi th  a  password .  J ust send ing  
a  password  wi th  the  message wou ld  reveal  the  password  to  anyone  l i sten ing  to  the  traffic.  
Send ing  a  s ignature  d igest i nstead  keeps  the  password  secret.  

Any ki nd  of messages  may be  s igned  us ing  the  au then tication  parameter code.  The  
au thentication  parameter code  does  not change  the  ori g inal  message  i n  any way.  I t  i s  a lways  
poss ib le  to  i gnore  th is  tag  and  use  the  rest of the  message.  

NOTE  1  For example,  one  can  s i gn  confi gu ration  commands  for devices  or commands  to  the  au topi l ot.  

The au then tication  parameter code  provides  a  standard ized  mechan ism  for pass ing  the  d i gest  
wi th  the  message.  Password  management i s  ou tside  of the  scope  of th is  document.  One  way 
is  to  use  pre-shared  keys  (PSK)  on  the  participati ng  devices.  

NOTE  2  The  pre-shared  key cou ld  be  32  a l phanumeric characters ,  for example  "Alea  i acta  est  1 234567890" .  

This  parameter code  is  optional  and  shou ld  on l y be  used  where  specia l  safety concerns  make  
i t  usefu l .  I f th is  tag  i s  provided  then  the  manufacturer's  documentation  shal l  describe  wh ich  of 
the  optional  types  of methods  to  ca lcu late  a  s ignature  are  supported  by the  equ ipment and  
shal l  describe  how to  share  keys.  

The  format of the  tag  b lock i s :  

\a : c-h --h *hh \ 

I n  wh ich  

c  

Type of optional  method  to  calcu late  s i gnature  

1 )  MD5  

P)  Proprietary 

h -h  
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Hexadecimal  representation  of the  s ignature,  for example  32  hexacodes  for MD5  

An  example  of the  tag  b lock i s :  

\a : 1 -1 23456789abcdef678901 2345678901 2*hh\ 

Types  of methods  to  calcu late  s ignature:  

1 )  MD5  

The  s ignature  is  a  MD5  d igest of the  password  p lus  the  message.  MD5 is  a  one-way 
message-d igest a lgori thm  (RFC 1 321 ) .  The  fu l l  l eng th  of the  s i gnature  i s  1 28  b i ts  or 
32  hexadecimal  codes.  The  MD5  is  common l y used  for storing  passwords  i n  Un ix-systems.  
Reveal ing  the  d i gest does  not  expose  the  password .  

NOTE  3  See  h ttp: //tool s . i etf. org /h tm l /rfc1 321  and  h ttp: //en .wi kiped i a. org /wiki /MD5.  

P)  Proprietary 

The  s i gnature  is  a  proprietary d igest of the  password  p lus  the  message.  Th is  a l ternative  
requ ires  that both  parties  use  the  same manufactu rer speci fied  proprietary method .  

The  authen tication  parameter code  value  i s  ca lcu lated  by concatenating  pre-shared  key and  
a l l  TAG  b locks  and  sen tences  i n  the  message  as  a  s i ng le  string  to  be  used  by the  method  of 
the  s i gnature  calcu lation  to  produce the  s ignature  d igest.  "Carriage  returns"  and  " l i ne  feeds"  
from  the  sen tences  are  not incl uded  i n to  the  i npu t string .  

When  the  au thentication  parameter code  "a: "  i s  used ,  i t  shal l  be  i n  i ts  own  au thentication  TAG  
b lock,  wi th  no  other parameter codes .  For a  grouped  message  cons isting  of several  l i nes  of 
TAG  b locks  and  sentences,  the  au thentication  TAG  b lock shal l  be  p laced  on  the  fi rst l i ne  of 
the  group.  W i th in  the  fi rst l i ne,  the  au thentication  TAG  b lock shal l  be  p laced  as  the  l ast  TAG  
b lock,  and  before  any sentence  on  that l i ne.  Th is  a lso  appl i es  to  a  s ing le  l i ne  TAG  b lock and  
sen tence wi th  no  g rouping .  

An  example  of use  of au then tication  TAG  b lock:  

Message  consisting  of two grouped  sen tences  to  be  protected  by au then tication :  

\g : 1 -2-23, s : I N0001 *3C\!ABVDM,1 , 1 , 1 , B , 1 5N1 u<PP1 cJnFj :GV4>:MOw:0<02, 0*2D  

\g : 2-2-23, s : I N0001 *3F\$ABVSI , r3669962, 1 , 01 3538. 05654921 , 1 427, -1 01 , , *20  

Pre-shared  key to  be  used  for s ignature  calcu lation :  

Alea  i acta  est 1 234567890  

Resu l ti ng  i nput  string  for s i gnature  calcu lation :  

Alea  i acta  est 1 234567890\g : 1 -2-
23, s: IN0001 *3C\!ABVDM, 1 , 1 , 1 , B, 1 5N1 u<PP1 cJnFj :GV4>:MOw:0<02, 0*2D\g : 2-2-
23, s: IN0001 *3F\$ABVSI , r3669962, 1 , 01 3538. 05654921 , 1 427, -1 01 , , *20  

Message  to  be  sent incl ud ing  s ignature,  method  MD5:  

\g : 1 -2-23, s : I N0001 *3C\\a: 2-
851 E40CC1 CB7E3B39D961 D7CF1 0BD8D3*44\!ABVDM,1 , 1 , 1 , B , 1 5N1 u<PP1 cJnFj :GV4
>:MOw:0<02, 0*2D  

\g : 2-2-23, s : I N0001 *3F\$ABVSI , r3669962, 1 , 01 3538. 05654921 , 1 427, -1 01 , , *20  

Messages  wi thout au thentication  parameter codes  are  accepted  un less  the  set-up  parameters  
of the  receiver are  expl ici tl y set to  requ ire  au then tication  on  incom ing  packets.  

I f the  device  i s  set  to  requ ire  au then tication  on  i ncom ing  packets ,  then  packets  wi thou t val id  
au thentication  shal l  be  d ropped .  

NOTE  4  SNGF  are  advised  to  avoi d  transm i tti ng  passwords  i n  the  cl ear from  SPW sentences  recei ved  over a  
seria l  connecti on .  
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7.2.4  Requi rements  for processing  incoming  datagrams  

For datagrams  i n tended  for process ing  by the  SF,  any syn tax error i n  a  TAG  b lock or i n  a  
sen tence shal l  make the  receiving  equ ipment d iscard  the  complete  datagram  wi thou t any 
other further process ing  than  speci fied  in  7. 2. 5 .  The  exception  is  an  SNGF wh ich  shal l  
retransm it  the  fau l ty sen tences  to  the  appropriate  seria l  SF ,  i f i t  can  be  determ ined  from  a  
val i d  desti nation  fie ld ,  or to  a l l  connected  seria l  SFs,  i f no  desti nation  fie ld  i s  speci fied .  

7.2.5  Error logg ing  for processing  incoming  datagrams  

(see  8 . 1 0)  

The equ ipment shal l  main tain  coun ts  of errors  detected  in  processing  datagrams contain ing  
I EC 61 1 62-1  sen tences.  As  a  m in imum,  the  fol lowing  errors  shal l  be  coun ted  and  made  
avai l ab le  as  defined  in  4 . 3. 3:  

•  any TAG  b lock formatti ng  errors  as  defined  i n  7. 2. 3. 1 ;  

•  TAG  checksum  error;  

•  TAG  syn tax error ( l i ne  leng th ,  use  of del im i ters,  i nva l i d  characters) ;  

•  TAG  fram ing  error ( incorrect start  or term ination  of TAG  b lock) ;  

•  any sen tence syn tax errors,  i ncl ud ing  formatti ng ,  l eng th  or checksum  as  defined  in  7. 2 . 4.  

7.3  Binary fi l e  transfer using  UDP multicast  – Single  transmitter,  mu ltiple  receivers  

(see  8 . 1 1 )  

7.3. 1  Appl ication  of th is  protocol  

This  protocol  provides  a  mechan ism  by wh ich  non  I EC  61 1 62-1  formatted  data,  for i nstance  
radar images  as  fi l es,  can  be  transm i tted  to  one  or more  receivers.  Th is  protocol  supports  the  
transm ission  of fi l es  from  zero  bytes  up  to  4  b i l l ion  fi les  blocks.  

Equ ipment us ing  th is  mechan ism  shal l  be  able  to  use  one  or both  of the  fol lowing  forms  of 
b inary fi le  transfer:  

•  non  re-transm i ttable  transfers  where  sender sends  the  complete  b i nary fi l e  wi thou t any 
feed-back from  receiver;  

•  re-transm ittable  transfers  where  l im i ted  feed-back from  one  receiver i denti fied  by DestID  
can  be  used  to  re-transm it certa in  parts  of the  b inary fi le  wh i l e  other paral le l  receivers  
operate  as  passive  receive-on l y receivers  of the  b i nary fi l e.  

NOTE  The  advantage  of non -re-transm i ttable  and  re-transm i ttable  b i nary fi l e  transfer methods  over the  TCP/I P  i s  
the  possib i l i ty of mu l ti pl e  paral l e l  rece ivers  of the  same  transm ission .  

Table  7  g i ves  a  description  of terms  used  i n  th is  appl ication .  
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Table  7  – Description  of terms  

Term  Description  

DWORD Double  Word .  One  unsigned  32-b i t  i n teger ( i n  range  0  to  4294967295).  The  DWORD i s  
constructed  from  four consecu ti vel y transm i tted  BYTE,  where  the  transm ission  order on  
the  network i s  most  s i gn i fi cant  BYTE  fi rst  fo l l owed  by next most s i gn i fi cant  BYTE  un ti l  the  
l east  s i gn i fi cant  BYTE.  

Nu l l  character A BYTE  wi th  the  val ue  zero.  

Reserved  bytes  A number of bytes  i n  the  datag ram  that  may be  i gnored  by the  recei ver.  The  reserved  
bytes  may be  add i ti onal  header i n formation  that  on l y has  mean ing  for newer vers ions  of 
the  protocol .  

WORD One  unsigned  1 6-bi t  i n teger ( i n  range  0  to  65535).  The  WORD i s  constructed  from  two 
consecuti vel y transm i tted  BYTES,  where  the  transm iss ion  order on  the  network i s  the  
most  s i gn i fi cant  BYTE  fol l owed  by the  l east  s i gn i fi cant  BYTE.  

STRING[n ]  A sequence  of exactl y n  BYTE,  i n terpreted  as  a  stri ng  of characters.  The  transm iss ion  
order on  the  network i s  l eft-most  character fi rst.  I f the  stri ng  i s  shorter than  n ,  add i ti onal  
tra i l i ng  bytes  shal l  be  set  to  n u l l  character.  Al l  s tri ngs  i n  the  header are  encoded  i n  
I SO/I EC 8859-1  ( I SO  Lati n  1 ) .  

 

7.3.2  Binary fi l e  structure  

7.3.2 . 1  General  

The binary fi l es  are  transm itted  over the  network i n  one  or more  datagrams.  The  b inary fi le  
structu re  is  a  sequentia l  and  unpadded  s tream  of bytes  d i vi ded  i n to  three  main  groups:  
header,  b i nary fi l e  descriptor and  b inary fi le  data  (see  Table  8  and  Table  9) .  The  header i s  
needed  for synchron isation  and  data  i n tegri ty val i dation .  The  b inary fi l e  descriptor i s  needed  
for the  description  of the  b inary fi le  data  and  is  on ly used  in  the  fi rst  datagram  for each  binary 
fi l e  transfer.  

7.3.2 .2  Non  re-transmittable  and  re-transmittable  transfers  

Table  8  – Binary fi l e  structure  

61 1 62-450  header (see  7 . 3. 4 )  

B i nary fi l e  descri ptor (on ly i n  fi rst  datag ram)  (see  7 . 3 . 6 )  

B i nary fi l e  data  fragment (see  7 . 3 . 7)  

61 1 62-450  header (zero  or more)  

B inary fi l e  data  fragment (zero  or more)  

 

A m in imum  binary fi l e  transm ission  us ing  non  re-transm i ttable  or re-transm i ttable  transfer wi l l  
cons ist of the  three  fi rst  b locks  where  the  b inary fi le  fragment may have  zero  l eng th .  

The  header shal l  be  repeated  as  the  fi rst e lement of any datagram  that  con tains  b inary fi le  
data  fragments.  

7.3.3  61 1 62-450  header 

7.3.3.1  Header format 

The  purpose  of the  header i s  to  provide  the  data  transfer s tatus  to  receivers.  Th is  a l lows  a  
receiver to  i den ti fy i f there  i s  any data  l oss  during  b inary fi le  transfers ,  and  how much  data  
loss  occurs .  I n  add i tion ,  the  header i s  used  to  provide  a  re-transm ission  mechan ism  for re-
transm ittable  bi nary fi l e  transfer.  

The  61 1 62-450  header format is  defined  i n  Table  9 .  
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Table  9  – 61 1 62-450  header format 

Data i tem  TYPE  Description  

Token  STRING[6]  I denti fi er as  ASCI I  s tri ng  wi th  a  l ength  of 5  bytes  fol l owed  by a  nu l l  character 
(see  7. 1 . 1 ) .  

Vers ion  WORD Defines  the  header vers ion .  The  header vers ion  wi th  val ue  2  i s  defi ned  i n  th i s  
document.  Extensions  and/or mod i fi ed  vers ions  may update  th i s  val ue.   

HeaderLength  WORD Defines  the  l ength  of the  header i n  bytes.  Th i s  i s  at  l east  the  l ength  of the  
header.  Fu tu re  ed i ti ons  of th i s  document may append  add i ti onal  fi e l ds  to  th i s  
header as  l ong  as  these  add i ti onal  fi e l ds  are  compatib l e  wi th  the  defi n i ti on  of 
the  header i n  th i s  document.  Receivers  wh ich  are  not  aware  of these  add i ti onal  
fi e l ds  shal l  i gnore  them .  

SrcID  STRING[6]  Defi ne  the  source  system  i den ti fi er i n  format  "ccxxxx"  (see  4 . 4 . 2).  

DestID  STRING[6]  For re-transm i ttable,  defi nes  the  desti nation  system  i denti fi er i n  format 
"ccxxxx" ,  for example  "VR0001 "  for VDR (see  4 . 4. 2 ).  

When  Desti d  =   "XXXXXX",  then  there  i s  no  assigned  desti nation .  

Type  WORD I denti fi es  the  i n formation  i n  the  Header.  

B lockID  DWORD B inary fi l e  b l ock i den ti fi er.  The  i n i ti a l  val ue  i s  random ly generated  wi th i n  a  
range  0  to  (232  – 1  =  4294967295)  and  i s  i ncremented  by 1  after a  whole  b l ock 
i s  transm i tted .  

SequenceNum  DWORD Defines  the  sequence  number of the  b i nary fi l e  b l ock.  I n  ACK,  th i s  i s  used  to  
i n form  the  sender what  b l ock was  l ast  recei ved .   

MaxSequence  DWORD The  number of d atagrams  needed  for the  transm ission  of th i s  b i nary fi l e  d ata  
b l ock.  When  SequenceNum  i s  equal  to  MaxSequence,  i t  means  that  th i s  
datagram  i s  the  l ast  datagram  of the  data  b l ock.  The  Maxseq  i s  used  on l y for 
DATA type  message.  For other messages  (QUERY,ACK),  th i s  fi e l d  shal l  be  0 .  

Device  BYTE Data  source  (device)  as  b i nary val ue,  1  =>  equ ipment 1 ,  2  =>  equ i pment 2 ,  etc.  
The  val ue  can  be  between  1  and  255  

Channel  BYTE Subd i vi s ion  accord ing  to  data  source  (device),  val ues  from  1  to  255,  d efau l t  =  1  

 

The Device  and  Channel  fie l ds  are  defined  by the  appl ication  and  may be  used  by receivers  
to  determ ine  how to  process  the  b i nary fi l e  data.  

7.3.3.2  Use of header token  

Header token  i s  used  to  i den ti fy both  the  type  of data  b lock and  transfer mode not  be  used  to  
accept or rej ect  transm issions.  Two tokens  are  defined  in  7. 1 . 1 :  

•  "RaUdP"  – S imple  b inary fi le  transfer service  wi th  UDP Mu l ticast;  

•  "RrUdP"  – Re-transm i ttable  b inary fi l e  transfer service  wi th  UDP  Mu l ticast.  

7.3.3.3  Version  

Defines  the  header vers ion .  I t  shal l  be  set to  2  for th is  document.  

7.3.3.4  Destination  identi fier 

For transm iss ions  to  one  speci fic receiver,  the  fi e l d  sha l l  contain  the  destination  SFI .  The  fie ld  
sha l l  be  "XXXXXX"  for no  speci fic  destination .  

7.3.3.5  Message  type  

Message  type  g ives  the  i n formation  abou t wh ich  i n formation  is  con tained  i n  the  datagram :  

•  DATA (0x01 )  – Th is  type  i s  used  for transm ission  of b inary fi l e  data  i nclud ing  fi l e  
descriptor.  

•  QUERY (0x02)  – Th is  type  is  used  by the  sender to  query the  reception  status  from  the  
receiver.  The  l eng th  of th is  message  payload  i s  a lways  zero  (0).  I t  i s  recommended  that a  
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b inary fi l e  sender sends  a  QUERY message  i f there  i s  no  ACK message for 1  s  after a  l ast 
datagram  of the  b inary fi l e  b lock i s  sent or after a  QUERY message  i s  sen t.  

•  ACK (0x03)  – Th is  message i s  used  as  an  acknowledgement from  the  receiver.  Th is  
message  is  transm i tted  by the  receiver e i ther when  a  whole  b inary fi l e  i s  received  wi thou t 
any error or when  errors  occurred  during  the  b inary fi le  reception ,  for example  one  
sequence number is  skipped .  Also,  when  a  receiver receives  a  QUERY message  from  the  
sender,  i t  a lso  responds  wi th  an  ACK message.  

Non  re-transm i ttable  transfer makes  use  of on l y DATA message bu t re-transm i ttable  transfer 
uses  a l l  messages.  

7.3.3.6  Binary fi l e  b lock i denti fier 

Block i denti fier i s  used  to  i den ti fy each  b inary fi l e  b lock.  S ince  a  b i nary fi l e  b lock i s  
fragmented  in to  several  datagrams,  the  b lock i den ti fier i s  used  to  assemble  one  or more  
datagrams i n to  a  b inary fi l e  b lock in  a  receiver.  

7.3.3.7  Sequence  number and  maximum  sequence number 

Sequence number (SequenceNum)  and  maximum  sequence  number (MaxSequence)  is  used  
for segmentation  and  re-assembly purposes.  When  a  receiver gets  a  datagram ,  i t  checks  the  
sequence  number and  maximum  sequence  number to  determ ine  i f any errors  have  occurred  
or i f i t  has  received  a  whole  message.  

The  sequence  number i s  a lso  used  i n  ACK messages .  I n  ACK messages,  the  sequence 
number i denti fies  the  l ast message  the  receiver receives  wi thout  any error.  The  maximum  
sequence  number is  not used  for control  (Query)  messages.  

7.3.3.8  Identi fication  of separate  binary fi l e  transfer 

Each  s ing le  b inary fi l e  transfer shal l  be  i denti fi ed  by a  un ique  combination  of SrcID ,  Device,  
Channel  and  BlockID  (see  Table  9).  

NOTE  I f a  s i ng le  SrcID  has  mu l ti p l e  needs  to  send  bi nary fi l es  (e. g .  ECDIS  send ing  screen  image,  chart  source  
i n formation  and  rou te  exchange),  then  each  s i ng le  b i nary fi l e  transfer i s  i d enti fi ed ,  for example:  ECDIS  number 1  
send  screen  image  as  Device  =  1  and  Channel  =  1 ,  and  Chart  source  i n formation  as  Device  =  1  and  Channel  =  2 .  

7.3.4  Binary fi l e  descriptor structure  

The b inary fi le  descriptor format is  defi ned  in  Table  1 0.  
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Table  1 0  – Binary fi le  descriptor format 

Data  i tem  TYPE  Description  

Length  DWORD 

Defines  the  b i nary fi l e  descri ptor l eng th  i n  bytes.  Th i s  i s  at  l east  the  l eng th  of 
the  header incl ud ing  the  reserved  bytes.  Fu tu re  ed i ti ons  of th i s  document may 
append  add i ti onal  fi e l ds  to  th i s  fi l e  descriptor as  l ong  as  these  add i ti onal  fi e l ds  
are  compatibl e  wi th  the  defi n i ti on  of the  fi l e  d escriptor i n  th i s  document.  
Recei vers  wh ich  are  not  aware  of these  add i ti onal  fi e l ds  shal l  i gnore  them .  

fi l eLength  DWORD 
Defines  the  l ength  of the  fu l l  b i nary fi l e  con tent  i n  bytes,  excl ud ing  headers  and  
descriptor.  

S tatus  of 
acqu is i ti on  

WORD 
The  status  for the  data  retu rn .  A zero  i s  retu rned  for normal  operation .  Non-
zero  val ue  i s  used  to  i nd icate  an  error cond i ti on .  A descripti ve  text  may be  pu t  
i n  the  status  and  i n formati on  text  fi e l d .  

AckDestPort  WORD 
Port  number to  be  used  to  acknowledge.  Al l owed  port  numbers  are  wi th i n  the  
range  from  60006,  60008  to  6001 6,  60021  to  60030  (see  7. 3. 8. 9).   

TypeLength  BYTE The  l eng th  of the  DataType  fi e l d .  

DataType  STRING[n ]  
Th i s  s tri ng  defi nes  the  data  b l ock encod ing  by assign ing  a  M IME  content  type  
to  the  data  b l ock for the  server fol l owed  by nu l l  character.  For example,  
" image/jpeg"  i s  used  for JPEG  image  type.  

S tatusLength  WORD The  l eng th  of the  "Status  and  i n formati on  text"  fi e l d  i n  bytes.  

S tatus  and  
i n formation  
text  

STRING[n ]  
S tatus  i n formation  (e. g .  successfu l  operation  or error codes).  Th i s  may be  one  
or more  stri ngs,  each  term inated  by a  b i nary nu l l  

NOTE  1  There  i s  no  error check for the  b i nary fi l e  header con ten ts  as  th i s  i s  hand led  by the  UDP  l ayer.  I n  th i s  
document,  UDP  header checksum  i s  mandatory.  

NOTE  2  M IME  i s  Mu l ti part  I n ternet Mai l  Extensions.  The  M IME  conten t type  was  ori g i nal l y used  for emai l  
services  bu t  i s  wi del y used  for many other appl i cations  i ncl ud ing  Web.  Al so,  i t  has  fl exi b i l i ty to  support  new 
med ia  types.  The  speci fi cation  of the  M IME  con ten t type  and  reg i strati on  i s  defi ned  i n  I SOC RFC 4288  and  
I SOC RFC 4289.  

 

DataType shal l  be  encoded  by the  M IME  con tent-type  wh ich  is  " type/sub-type",  and  i s  defi ned  
by I ANA.  Table  1 1  i l l ustrates  some examples  of M IME  con tent type  for bi nary fi l e  and  
compressed  data.  More  updated  i n formation  is  avai lable  on  the  I ANA web  s i te,  
h ttp: //www. iana. org/ass ignments/med ia-types/.  

Table  1 1  – Examples  of M IME content type for DataType codes  

Content type  Fi le  extension  M IME  type/sub-type  

GIF  g i f image/g i f 

M icrosoft  Windows  b i tmap   bmp  image/x-ms-bmp 

Gnu  tar format g tar appl i cation /x-g tar 

4 . 3BSD  tar format tar appl i cation /x-tar 

DOS/PC – Pkzipped  arch ive  zip   appl i cation /zip  

XML  xm l  appl i cation /xm l  

 

7.3.5  Binary fi l e  data fragment 

The package data  format is  defined  i n  Table  1 2 .  

Table  1 2  – B inary fi le  data  fragment format 

Data  i tem  TYPE  Description  

Datablock BYTE[datalength ]  Th i s  i tem  i s  the  data  e i ther spl i t  i n to  p ieces  or i n  one  b lock.  
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The  l eng th  of the  b i nary fi le  fragment i s  the  l eng th  of the  UDP datagram  (as  obtained  from  the  
UDP header)  m inus  any headers  that are  i nserted  i n  fron t of the  bi nary fi l e  fragment.  Al l  
datagrams,  except the  fi rst datagram  of the  b i nary fi le  wh ich  requ i res  two  headers  (Header +  
b inary F i l e  Descriptor) ,  carry on l y one  header (Header) .  

The  b inary fi le  fragment l eng th  i s  a l l owed  to  be  zero  for one  or more  datagrams.  

NOTE  There  i s  no  error check for the  data  contents  as  th i s  i s  hand l ed  by the  UDP  l ayer.  

7.3.6  Sender process  for binary fi le  transfer 

7.3.6. 1  Non  re-transmittable  sender process  

The fo l l owing  steps  are  performed  for the  bas ic send ing  process  (see  F igure  3):  

a)  a  sender process  wai ts  un ti l  i t  gets  a  b i nary fi l e  b lock;  

b)  a  b l ock identi fi er i s  ass igned  for the  b inary fi l e  b lock ( i f th is  i s  the  fi rst b i nary fi l e,  then  i t  i s  
ass igned  random ly;  otherwise,  the  i nstance  identi fier of the  previous  b inary fi l e  b lock +  1  
i s  used).  The  B lockID  shal l  be  un ique  for each  b inary fi le  transfer from  the  same  SrcID,  
Device  and  Channel  combination ;  

c)  a  b inary fi le  descriptor i s  composed  accord ing  to  Table  1 0;  

d )  a  b i nary fi l e  b lock is  spl i t  i n to  datagrams  whose  s i ze  i s  not  more  than  1  472  bytes  and  
each  datagram  is  pu t i n to  the  send ing  buffer;  

e)  get the  fi rst datagram  of the  binary fi l e  b lock;  

f)  ass ign  a  sequence number,  wh ich  i s  ass igned  to  one  in i tia l l y;  

g )  compose  a  header includ ing  token ,  source  ID ,  destination  I D  and  maximum  sequence  
number accord ing  Table  9;  

h )  send  a  datagram  to  the  network;  

i )  i f a l l  d atagrams of the  b i nary fi l e  b lock are  not transm i tted ,  get  the  next datagram  and  go  
to  step  f) ;  

j )  otherwise,  then  go  to  s tep  a).  
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Figure 3  – Non  re-transmittable  sender process  

7.3.6.2  Re-transmittable  sender process  

The  sender process ing  steps  for re-transm i ttable  b inary fi le  transfer i s  as  fo l lows   
(see  F igure  4) :  

a)  a  sender process  wai ts  unti l  i t  gets  a  b inary fi l e  b lock;  

b)  a  b l ock identi fi er (B lockID)  i s  ass igned  for the  binary fi l e  b lock ( i f th is  i s  the  fi rst b i nary fi le ,  
then  i t  i s  ass igned  random ly;  otherwise,  the  b lock i denti fier of the  previous  b inary fi le  block 
+  1  i s  used).  The  B lockID  shal l  be  un ique  for each  binary fi le  transfer from  the  same SrcID ;  

c)  a  b inary fi le  descriptor i s  composed  accord ing  to  Table  1 0;  

d )  set re-transm ission  coun ter to  zero(0) ,  set query coun ter to  zero(0) ,  set  query sequence  
number to  1 ,  set fi na l  counter to  zero(0) ;  

e)  a  b inary fi l e  b lock is  spl i t  i n to  datagrams  whose  s i ze  i s  l ess  than  1  472  bytes  and  each  
datagram  is  pu t  in to  the  send ing  buffer;  

f)  get the  fi rst datagram  of the  b inary fi l e ;  

g )  ass ign  a  sequence number,  wh ich  i s  set  to  one  i n i ti a l l y;  

h )  compose  a  header accord ing  Table  9;  

i )  send  a  datagram  to  the  network and  set an  ACK timer;  

IEC  

Start  

Get a  b i nary fi l e  b l ock  

Fi rst  

b inary?  

BlockID  =  random()  BlockID  +  1  

Compose  a  b i nary fi l e  descri ptor 

accord i ng  Table  1 0  

Spl i t  data  i n to  datag rams  wi th  not  

more  than  1  472  bytes  

SequenceNum  =  1  

SequenceNum  +  1  

Compose  a  header 

accord i ng  Table  9  

Send  a  datagram  to  network  

SequenceNum  <  

MaxSequence?  
yes  no  

yes  no  
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j )  i f the  sender receives  an  ACK message,  whose DestID  i s  not equal  to  own  SFI  and  whose 
SourceID  i s  not equal  to  own  actual  DestID ,  go  to  step  k);  

1 )  i f the  sequence number of ACK message is  l ess  than  the  maximum  sequence  number 
and  l ower than  the  sequence  number of the  l ast  transm i tted  datagram ,  i ncrease  re-
transm ission  coun t by one;  

2)  i f re-transm ission  coun t i s  greater than  the  maximum  number of retransm issions  (see  
7. 3. 8.7) ,  go  to  step  k);  

3)  i f sequence  number i n  ACK message is  i dentica l  to  query sequence  number,  i ncrease  
query coun ter wi th  1 ,  and  i f query coun ter i s  more  than  3,  set query counter to  zero  (0)  
and  go  to  k);  

4)  i f sequence  number i n  ACK message i s  not  i dentical  to  query sequence number,  set  
query counter to  1 ;  

5)  get a  datagram  whose sequence number i s  sequence number i n  ACK message  p l us  
one;  

6)  set  query sequence  number to  sequence number;  

7)  go  to  step  h );  

k)  i f a l l  d atagrams of the  bi nary fi l e  b lock have  not been  transm i tted ,  

1 )  get a  next datagram  and  i ncrease  sequence  number by one,  

2)  go  to  step  h );  

l )  otherwise,  wai t  for an  ACK message;  

m)  i f the  sender receives  an  ACK message  whose DestID  i s  not equal  to  own  SFI  and  whose  
SourceID  i s  not equal  to  own  actual  DestID  ,  then  go  to  step  (n );  

1 )  i f the  sequence number of the  ACK message i s  l ess  than  the  maximum  sequence 
number,  then  go  to  s tep  j ) ;  

2)  i f the  sequence  number of the  ACK message i s  equal  to  the  maximum  sequence  
number ( i . e .  transfer successfu l ) ,  then  go  to  s tep  a);  

n )  i f ACK Timer expi res  and  fi na l  counter i s  not  more  than  three,  then  

1 )  i ncrease  the  final  coun ter,  

2)  compose  a  QUERY datagram  and  send  i t  to  the  network,  

3)  set  an  ACK timer 

4)  go  to  step  l ) ;  clear the  send ing  buffer,  

5)  go  to  step  a).  
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Figure 4 – Re-transmittable  sender process  

7.3.7  Receiver process  for binary fi l e  transfer 

7.3.7.1  Non  re-transmittable  receiver process  

The receiver process  steps  of the  non  re-transm i ttable  b inary fi l e  transfer,  i nclud ing  passive  
receivers  of a  re-transm i ttable  binary fi l e  transfer,  i s  as  fo l lows:  

a)  wai ts  for receiving  new datagram ;  

b)  i f the  BlockID  of the  received  datagram  for same  source  i den ti fi ed  by the  combination  of 
SrcID ,  Device  and  Channel  i s  not  equal  to  that of the  previous  datagram ,  

•  i f there  is  any data  i n  the  receiver bu ffer,  i t  i s  del i vered  to  the  SF,  

•  the  receiver bu ffer i s  cleared ;  

c)  pu t a  datagram  in to  the  receiver buffer;  

d )  i f the  sequence  number i s  the  same as  the  maximum  sequence  number,  
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•  the  a l l  data  i n  the  received  buffer i s  del i vered  to  the  SF ,  

•  the  receiver buffer i s  cleared ;  

e)  go  to  step  a) .  

7.3.7.2  Re-transmittable  receiver process  

The re-transm i ttable  receiver process  steps  are  performed  on l y by the  receiver whose SFI  i s  
same as  the  DestID  i n  the  Header as  fo l l ows  (see  F igure  5) :  

a)  wai ts  for receiving  a  new datagram ;  

b)  i f the  token  i s  not "RrUdP"  or i f DestID  of received  datagram  is  not equal  to  own  SFI ,  go  to  
step  a) ;  

c)  i f the  received  datagram  i s  a  QUERY message,  then ,  

1 )  i f no  previous  datagram  i s  avai lable ,  go  to  step  a) ,  

2)  i f the  sequence  number of the  previous  datagram  is  not equal  to  maximum  sequence  
number,  go  to  s tep  a) ,  

3)  i f a l l  sequences  fl ag  i s  fa lse  (not  a l l  sequences  of the  previous  b inary b lock are  
received),  go  to  s tep  a) ,  

4)  compose  a  Header wi th  type  =  ACK,  the  B lockID  and  sequence number of the  previous  
datagram ,  

5)  send  an  acknowledge  datagram  to  the  sender,  

6)  go  to  step  a);  

d )  i f the  sequence  number i s  1 ,  

1 )  ana l yse  fi l e  image descriptor and  header,  

2)  i f fi l e  image descriptor or header or token  i s  i nva l i d ,  go  to  s tep  a) ,   

3)  set  re-transm iss ion  counter and  query coun ter to  zero  (0),  set query sequence  number 
to  1 ,  set a l l  sequences  fl ag  to  true,  

4)  go  to  step  g );  

e)  i f no  previous  datagram  i s  avai lable,  go  to  step  g );  

f)  i f the  B lockID  of the  received  datagram  for same  source  i den ti fied  by the  combination  of 
SrcID ,  Device  and  Channel  i s  not  equal  to  that of the  previous  datagram ,  

1 )  i f there  is  any data  i n  the  receiver bu ffer,  i t  i s  del i vered  to  the  SF,  

2)  the  receiver buffer i s  cleared ;  

g )  i f the  sequence  number i s  not 1  and  not the  same as  the  sequence  number of the  previous  
datagram  p lus  one,  

1 )  i ncrease  re-transm ission  coun t by one,  

2)  i f re-transm ission  coun t i s  g reater than  the  maximum  number of retransm issions  (see  
7. 3. 8 .7) ,  set  a l l  sequences  fl ag  to  false  and  go  to  s tep  (a) ,  

3)  i f previous  sequence number is  identica l  to  query sequence number increase  query 
coun ter wi th  1 ,  

4)  i f query coun ter i s  more  than  3  set query counter to  zero  (0),  

5)  set  a l l  sequences  fl ag  to  false  and  go  to  s tep  (a) ,  

6)  i f previous  sequence  number is  not identical  to  query sequence  number,  set  query 
coun ter to  1 ,  

7)  set  query sequence  number to  previous  sequence  number,  

8)  compose  a  Header wi th  type  =  ACK,  the  block iden ti fier and  sequence  number of the  
previous  datagram ,  

9)  send  an  acknowledge  datagram  to  the  sender,  

1 0)   go  to  step  (a);  
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h)  pu t a  datagram  in to  the  receiver buffer;  

i )  i f the  sequence  number i s  same as  the  maximum  sequence  number,  

1 )  a l l  the  data  i n  the  receive  buffer i s  del i vered  to  the  SF,  

2)  the  receiver buffer i s  cleared ,  

3)  the  re-transm iss ion  coun t i s  set  to  zero  (0);  

j )  i f a l l  sequences  flag  are  true,  

1 )  compose  a  Header wi th  type  =  ACK,  the  block i den ti fier and  maximum  sequence  
number,  

2)  send  an  acknowledge  datagram  to  the  sender;  

k)  go  to  step  a).  

 

Figure  5  – Re-transmittable  receive  process  

7.3.8  Other requ i rements  

7.3.8.1  Re-transmittable  messages  that  cannot be  processed  

Both  receiver and  sender shal l  s i len tl y i gnore  messages  that  are  re lated  to  the  retransm it  
process  that they cannot process  themselves.  

7.3.8 .2  Mu ltiple  b inary fi le  blocks  

A receiver that  receives  a  binary fi l e  b lock more  than  once  shal l  i gnore  a l l  bu t one  of the  
transm issions.  
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I t  i s  a l l owed  both  to  ignore  the  fi rst  (overwri te  bu ffer)  or the  last ( i gnore) .  

7.3.8.3  Retransmissions  size  

I f a  sender retransm its  one  or more  b inary fi le  b locks,  each  of the  b locks  shal l  have  the  same 
size  and  same header i n formation .  

7.3.8 .4  Maximum outgoing  rate  

The data  volume for each  b inary fi l e  source  shal l  not exceed  2  MBytes  per second .  

NOTE  Th is  provis i on  i s  i ncl uded  to  guarantee  spare  network capaci ty for other transm iss ions  i n  between  the  
b l ocks  of a  l arge  b i nary fi l e .  When  the  b i nary fi l e  i s  transm i tted  as  mu l ti cast,  i t  wi l l  fl ood  the  network and  can  i nh ib i t  
transm issions  of other data.  

7.3.8.5  End  of transmission  for non  re-transmittable  and  re-transmittable  binary fi le  
transfer 

The receiver shal l  assume that  a  transm ission  has  ended  unsuccessfu l l y when  i t  gets  a  b i nary 
fi l e  b lock from  the  same source  i den ti fied  by the  combination  of SrcID,  Device  and  Channel  
(see  Table  9  and  Table  1 0)  wi th  a  new B lockID.  Then  the  receiver stops  the  curren t receiving  
process  and  becomes  ready for the  new b inary fi le  b lock being  received .  The  transm iss ion  
shal l  a lso  be  considered  fin ished  when  the  l ast b lock is  s ignal l ed  by the  SequenceNum  from  
the  sender.  When  a  re-transm i ttable  receiver i den ti fied  by the  DestID  gets  the  last block after 
successfu l  reception  of a l l  previous  b locks,  then  i t  sends  an  ACK message  to  the  sender to  
i nd icate  successfu l  transfer and  so  as  to  start  new binary fi le  b lock transm ission .  The  receiver 
of non-re-transm ittable  b inary fi l e  transfer and  a  receiver of re-transm ittable  b i nary fi l e  
transfer not i denti fied  by DestID  shal l  not send  ACK message to  the  sender.  

The  re-transm i ttable  sender assumes  that the  transm ission  i s  successfu l l y fi n ished  on l y i f i t  
receives  an  ACK message  wi th  the  SequenceNum  wh ich  i s  equal  to  the  MaxSequence;  
otherwise,  a  transm ission  has  ended  unsuccessfu l l y.  When  a  transm ission  i s  ended ,  a  sender 
starts  a  new transm ission  i f necessary.  

7.3.8.6  Gaps  between  ACK messages  for re-transmittable  binary fi l e  transfer 

I n  general ,  a  receiver shal l ,  immed iatel y after l oss  detection ,  transm it  an  ACK message  to  the  
sender i f a  b inary fi l e  b lock has  been  lost by having  a  gap  in  sequence numbers.  S ince  there  
is  a  time delay between  the  reception  of the  ACK message  and  re- transm ission  of l ost  data  at  
the  sender,  a  receiver wai ts  for the  sender's  response.  For th is  purpose,  a  receiver shou ld  
wai t  at  l east 200  ms  before  i t  sends  another ACK message  for the  fol lowing  datagrams.  
However,  when  a  receiver receives  a l l  messages  correctl y,  i t  sha l l  send  an  ACK message 
immed iatel y to  the  sender.  

NOTE  ACK message  i s  used  both  for pos i ti ve  and  negati ve  acknowl edge.  See  7. 3 . 3 . 5  for the  descripti on  of the  
ACK message.  

7.3.8.7  Maximum retransmissions  for re-transmittable  binary fi l e  transfer 

The sender shal l  not  retransm i t  the  same datagram  iden ti fied  by sequence  number of a  b inary 
fi l e  more  than  three  times.  After three  retransm issions,  the  sender shal l  i gnore  any add i ti onal  
retransm ission  requests  for th is  datagram  i denti fi ed  by sequence  number and  con tinue  
transm itti ng  the  next datagram  iden ti fied  by sequence  number.  The  receiver shal l  not  query 
the  same datagram  i den ti fied  by sequence  number of a  b i nary fi l e  more  than  three  times.  

The  maximum  number of re-transm ission  requests  for a  b inary fi le  shal l  be  l im i ted  to  1 0  %  of 
the  maximum  sequence number for the  b inary fi l e  bu t shal l  be  not l ower than  three  times.  I f 
the  sender of a  b inary fi l e  receives  more  re-transm ission  queries  than  the  maximum  number,  
i t  shal l  i gnore  a l l  fu rther retransm ission  queries  and  con tinue  to  transm i t the  bi nary fi le  un ti l  
the  last  datagram  i den ti fied  by sequence  number.  I n  the  case  the  receiver d id  not  successfu l l y 
receive  a l l  d atagrams i den ti fi ed  by sequence  numbers  of b inary fi le ,  the  receiver shal l  not 

International  Electrotechnical  Commission

Provided by IHS Markit under l icense with  IEC

 



 – 46  – I EC 61 1 62-450: 201 8  © I EC  201 8  

acknowledge  the  l ast  received  datagram  i den ti fied  by sequence number wi th  sequence 
number equal  to  maximum  sequence number.  The  receiver shal l  not query datagrams  in  the  
same b inary fi l e  more  than  the  maximum  number of retransm issions .  

I n  add i ti on  to  data  message  re-transm iss ion ,  con trol  (Query)  messages  can  be  re-transm itted  
i n  case  the  control  message  i s  l ost.  The  re-transm ission  coun ter increases  whenever the  
con trol  message  is  transm itted .  

7.3.8.8  Timer management  for re-transmittable  binary fi l e  transfer 

The  re-transm iss ion  timer i s  managed  at the  sender.  A sender sets  the  re-transm ission  timer 
when  e i ther a  whole  bi nary fi le  b lock is  transm itted  and  wai ts  for an  ACK message,  or a  
con trol  message (QUERY)  message is  transm itted .  When  the  re-transm ission  timer expi res,  
the  sender (re-)  transmits  a  QUERY message  and  sets  the  timer again  un less  the  re-
transm ission  coun ter reaches  three.  

7.3.8 .9  UDP port and  IP  addresses  for non  re-transmittable  and  re-transmittable  
binary fi le  transfer 

Mu l ticast  addresses  and  ports  for the  service  type  are  g i ven  i n  Table  5 .  As  a  defau l t,  
addresses  for non  re-transm i ttable  and  re-transm ittable  bi nary fi le  transfer service  shal l  be  
239. 1 92. 0. 21  and  239. 1 92. 0. 26  respectivel y.  As  a  defau l t,  the  port  for non  re-transm ittable  
and  re-transm i ttable  b inary fi le  transfer shal l  be  60021  and  60026  respectivel y.   

The  receiver shal l  repl y wi th  ACK to  the  sender us ing  the  i ncom ing  datagram 's  AckDestPort  
and  mu l ticast address  correspond ing  to  th is  port  number.  

7.3.9  Error logg ing  

Equ ipment shal l  main tain  a  count  of the  events  of i nval i d  b i nary fi le  s tructures  processed  and  
make the  count  avai l able.  As  a  m in imum,  the  fo l lowing  even ts  shal l  be  l ogged :  

•  the  number of b inary fi le  b locks  where  errors  occur;  

•  m issing  datagrams;  

•  unrecogn ized  header.  

7.4  General  IEC  61 1 62-3  PGN  message  transmissions  

(see  8 . 1 2 )  

7.4. 1  Message  structure  

The message  structure  for transporti ng  I EC  61 1 62-3  PGN  messages  i n to  I EC  61 1 62-450  
networks  is  i l l ustrated  in  Table  1 3.  

Table  1 3  – Structure  for PGN  message  

Header (see  Tabl e  9 )  

PGN  message  descriptor 

I EC 61 1 62-3  message  fragment  

I EC 61 1 62-3  message  fragment  (zero  or more)  

 

The maximum  message  s ize  of the  PGN  is  1  785  bytes.  The  PGN  message  shal l  be  
transm itted  us ing  one  or two  I EC 61 1 62-450  datagrams.  When  there  is  a  m issing  datagram ,  
then  the  PGN  message  wi l l  be  i gnored  as  an  error s ince  the  re- transm ission  of the  l ost  
datagram  is  not requ ired .  
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7.4.2  Message  format  

The message format for transporting  I EC  61 1 62-3  PGN  messages  i n to  I EC 61 1 62-450  
networks  is  i l l ustrated  i n  Table  1 4 .  The  PGN  message  descriptor l eng th  for PGN  messages  i s  
32  bytes.  

Table  1 4  – PGN  message descriptor 

Field  Name  S ize  Description  

Source NAME  (SNAME)  8  bytes  of characters  Name of source.  NAME  shal l  be  compl ian t  
wi th  I EC 61 1 62-3.  

Source  Device  I den ti fi er 
(SDID)  a  

2  byte  of numeric n umber Address  of source  device  wh ich  i s  
compl ian t  wi th  I EC 61 1 62-3.  

Desti nati on  NAME  
(DNAME)  

8  bytes  of characters  Name  of desti nati on .  NAME  shal l  be  
compl ian t  wi th  I EC 61 1 62-3.  

Desti nati on  Device  
I den ti fi er (DDID)  a  

2  byte  of numeric  n umber Address  of desti nati on  device  wh ich  i s  
compl ian t  wi th  I EC 61 1 62-3.  

PGN  number 4  byte  of numeric  n umber PGN  number of I EC 61 1 62-3.  

Priori ty  1  byte  of numeric  n umber Priori ty of I EC 61 1 62-3.  B i t  0-2  are  used  
and  B i t  3  to  B i t  7  are  reserved .  

Reserved  (REVD)  7  bytes  Reserved  bytes.  

a  Two bytes  are  speci fi ed  to  a l l ow for fu ture  expansion .  

 

7.4.3  Address  translation  requ irements  

7.4.3.1  PGN  group identi fication  

A PGN  group i s  defi ned  as  a  l og ical  group of devices  that can  share  the  i n formation  and  
message.  Each  PNGF  shal l  be  ass igned  a  PGN  group  to  communicate  wi th  devices  i n  the  
group.  The  device  address  i n  a  PGN  g roup shal l  be  un ique  i n  the  network.  

A PNGF  may be  reg istered  wi th  more  than  one  PGN  group  i f some  of devices  are  requ i red  to  
communicate  wi th  devices  i n  d i fferen t PGN  groups.  

Means  shal l  be  provided  to  configure  PGN  groups  at  each  PNGF.  

7.4.3.2  Device identi fication  

The PNGF shal l  represent a l l  I EC 61 1 62-3  equ ipment wh ich  are  un iquel y i denti fied  i n  the  
network.   

A vi rtual  device  i n  an  I EC 61 1 62-3  network i s  i den ti fied  by the  sou rce  address.  Each  vi rtua l  
device  shal l  be  identi fied  by SFI  of PNGF  where  i t  i s  connected ,  i ts  PGN  group  number,  i ts  
IEC 61 1 62-3  source  address  and  NAME.  When  there  is  no  address  avai l ab le,  then  the  
address  cannot be  mapped  un ti l  a  new address  i s  avai l able.  When  a  new address  is  not 
avai lable,  th is  even t sha l l  be  recorded  as  speci fied  i n  4 . 3 . 3 .  

7.4.3.3  Address  resolution  

When  a  PNGF receives  a  query ( i . e .  Address  Cla im  Message)  abou t the  device  address  wi th  
NAME and  i t  has  the  i n formation  abou t the  device,  i t  shal l  respond  wi th  the  address  wi thout  
forward ing  the  message to  the  I EC  61 1 62-3  network.  
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7.4.4  Message  processing  

7.4.4.1  From  IEC  61 1 62-3  to  IEC  61 1 62-450  

The  PNGF shal l  have  the  capabi l i ty of representing  I EC 61 1 62-3  devices  as  gateway device  
address  and  PNGF's  SFI  except for device  address  0  wh ich  i s  a lways  mapped  to  the  device  
address  256.  Th is  i s  because  the  PNGF's  device  address  of 0  represents  PNGF  i tsel f on  the  
IEC 61 1 62-450.  

The  PNGF shal l  have  the  capabi l i ty to  represent i t  as  at l east an  I EC  61 1 62-3  device  by 
obtain ing  i ts  correspond ing  I EC  61 1 62-3  source  address  from  the  I EC  61 1 62-3  network.  

When  a  PGN  message  i s  received  from  the  I EC  61 1 62-3,  the  PNGF extracts  the  i n formation  
of source  address,  desti nation  address,  priori ty and  PGN  and  i t  creates  a  message  and  fi l l s  
up  the  correspond ing  fi e l ds.  I t  a lso  l ooks  up  the  fie ld  of SFI  and  NAME  of the  destination  
address,  and  fi l l s  i t  ou t.  When  the  received  PGN  message  is  not va l i d ,  then  i t  wi l l  be  
d iscarded ,  and  th is  even t shal l  be  recorded  as  speci fied  i n  4 . 3. 3 .  

7.4.4.2  From  IEC  61 1 62-450  to  IEC  61 1 62-3  

The PNGF shal l  have  the  capabi l i ty to  map 251  I EC  61 1 62-3  source  addresses  to   
I EC 61 1 62-450  device  address  and  vice  versa.  The  value  of 251  is  based  on  I EC  61 1 62-3  
address  where  the  PNGF  consumes  1  for the  PNGF i tse l f l eaving  251  for mapping .  

The  address  at I EC  61 1 62-3  i s  source  and  destination  device  address.  When  a  PNGF  
receives  a  message from  an  I EC  61 1 62-450  network,  i t  extracts  the  SDID  and  DDID  
i n formation  and  pu ts  i t  i n  the  I EC  61 1 62-3  PGN  message  and  transm i ts  i n to  the  I EC  61 1 62-3  
network.  When  the  received  PGN  message  is  not va l id ,  then  i t  wi l l  be  d iscarded ,  and  th is  
even t sha l l  be  recorded  as  speci fi ed  i n  4 . 3. 3 .  

7.4.4.3  Address  confl icts  

When  there  i s  a  PNGF assigned  address  confl ict i n  the  address  trans lation  table  of PNGF for 
mapping  I EC  61 1 62-3  network devices  avai lable  as  450-Nodes  i n  the  450-Network ( i . e.  when  
the  same device  address  i s  ass igned  to  more  than  one  device) ,  i t  shal l  be  resolved .  When  a  
PNGF finds  ou t that there  are  address  confl icts,  i t  re-ass igns  I EC 61 1 62-3  device  address  
mapping .  

The  address  re-ass ignment process  shal l  be  done  wi th in  1  m in .  

7.4.5  Addi tional  management requ i rements  

7.4.5. 1  F ield  configurable  capabi l i ty 

The PNGF  may a lso  have  the  fi el d  configurable  capabi l i ty to  change  th is  defau l t address  so  
that the  address  is  not cl a imed  for a  particu lar I EC 61 1 62-3  device.  

7.4.5.2  Non-volati le  memory 

The PNGF  shal l  maintain  configuration  data  i n  non-volati le  memory.  Th is  ensures  that fie l d  
configurable  settings  are  mainta ined  across  power cycles .  

7.5  System  function  ID  resolution  

(see  8 . 1 3)  

7.5. 1  General  

At the  construction  of a  450-Network of a  sh ip ,  the  ass ignment of SFI  (system  function  I D)  
may be  clearl y defined .  However,  as  the  equ ipment of the  sh ip  is  amended ,  replaced ,  

International  Electrotechnical  Commission

Provided by IHS Markit under l icense with  IEC

 



I EC 61 1 62-450: 201 8  © I EC  201 8  – 49  –  

repaired  and  serviced ,  the  ass ignment of SFI s  may not  be  as  clear.  Th is  protocol  ass ists  i n  
the  detection  of SFI  col l is ions.  

NOTE  The  recei ver functions  are  covered  i n  I EC 61 1 62-460.  

7.5.2  Transmitter functions  

These  functions  apply to  a l l  450-Nodes.  

A transm i tter i n  a  450-Network shal l ,  as  a  m in imum  after boot  up,  1  m in  after boot up,  5  m in  
after boot up  and  after reconfiguration  wh ich  changes  any fie l ds  i n  an  SRP sentence,  send  on  
address  239. 1 92. 0. 56  port  60056  an  SRP sentence  to  ass ist  detection  of co l l i s ion  of the  SFI  
(see  Annex F) .  On  receiving  an  SRP sentence  wi th  nu l l  fi e lds ,  equ ipment shal l  respond  wi th  
an  SRP sen tence wi th  the  fie l ds  popu lated .  

Mu l tip le  send ing  of SRP is  needed  as  d i fferent devices  can  have  faster boot up  time than  the  
network mon i toring  perform ing  the  col l is ion  detection  based  on  SRP sentences.  

7.6  Binary fi l e  transfer using  TCP  point-to-point  

(see  8 . 1 4)  

7.6. 1  Defin i tion  

This  protocol  provides  a  mechan ism  by wh ich  non  I EC  61 1 62-1  formatted  data  can  be  
transm i tted  from  a  sender to  a  s ing le  receiver.  The  protocol  emphasizes  the  re l i abi l i ty of the  
data  transm ission  between  two  l i nked  systems by us ing  the  TCP protocol .  

NOTE  The  TCP  standard  i s  RFC 793.  The  I P  s tandard  i s  RFC 894.  The  Ethernet  standard  i s  I EEE  Std  802. 3.  

Table  1 5  describes  the  term inology used .  

Table  1 5  – Description  of terms  

Term  Description  

BYTE The  l owest l evel  data  e l ement  consisti ng  of 8  ordered  b i ts  (sometimes  cal l ed  an  octet) .  B i t  
order i s  as  d eterm ined  by the  computer implementation .  Note  that  the  implementation  shal l  
make  any necessary conversi on  between  network bi t  order and  computer b i t  order.  

Data  packet  A number of bytes  that  con tains  a  header,  an  optional  sequence  of reserved  bytes  and  the  
actual  message  conten t.  The  header speci fi es  the  l eng th  of header i tsel f,  of reserved  bytes  
and  data  and  wi l l  a l so  contai n  i n formation  that  a l l ows  a  n umber of d ata  packets  to  be  re-
assembled  i n to  a  presentati on .  

Data  e l ement  One  or more  bytes  that  forms  a  s tand -alone  i n formation  carri er,  i . e .  a  time  s tamp,  an  i n teger 
or a  character.  

DWORD Double  word .  One  unsi gned  32-bi t  i n teger ( i n  range  0  to  4294967295).  The  DWORD i s  
constructed  from  four consecu ti vel y transm i tted  BYTES,  where  the  transm iss ion  order on  the  
network i s  the  most s i gn i fi can t BYTE  fi rst  fo l l owed  by the  next  most  s i gn i fi can t BYTE  un ti l  the  
l east  s i gn i fi cant  BYTE.  

F i l e  One  g roup  of bytes  that  forms  a  stand -al one  data  set.  

Message  data  The  data  contents  of a  data  package.  

Reserved  
bytes  

A number of bytes  i n  the  data  packet that  may be  i gnored  by the  receiver.  The  reserved  bytes  
may be  add i ti onal  header i n formation  that  on l y has  mean ing  for newer vers ions  of the  protocol  
or they may a l so  be  used  for manufacturer speci fi c  pu rposes .  

WORD One  unsigned  1 6-bi t  i n teger ( i n  the  range  0  to  65535).  The  WORD i s  constructed  from  two 
consecuti vel y transm i tted  BYTES,  where  the  transm ission  order on  the  network i s  the  most 
s i gn i fi can t BYTE  fol l owed  by the  l east  s i gn i fi cant  BYTE.  

STRING[N ]  A sequence  of exactl y n  BYTES,  i n terpreted  as  a  stri ng  of characters .  The  transm ission  order 
on  the  network i s  the  l eft-most  character fi rst.  I f the  stri ng  i s  shorter than  n ,  add i ti onal  tra i l i n g  
bytes  sha l l  be  set  to  zero.  Al l  s tri ngs  i n  the  header are  encoded  i n  I SO/IEC 1 8859-1  ( I SO  Lati n  
1 ) .  
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7.6.2  Data field  structure  for transfer of fi l es  

7.6.2 .1  General  

The fi l es  are  transm i tted  over the  network i n  packets.  The  data  fi e ld  i s  defi ned  as  a  sequentia l  
and  unpadded  stream  of octets  d i vided  i n to  two main  groups  – header and  package  data,  as  
shown  i n  Table  1 6 .  The  header i s  needed  for synchron isation  and  data  i n tegri ty va l i dation .  

Table  1 6  – B inary fi le  structure  

Header (see  7. 6. 2 . 2)  

Package  data  (see  7 . 6 . 2 . 3)  

 

7.6.2 .2  Elements  of the  header structure  

The header format i s  defi ned  in  the  Table  1 7 .  The  fi rst column  speci fies  the  name of the  data  
i tem  i ns ide  the  header (starting  from  offset zero).  The  second  column  speci fies  the  data  type  
and  s i ze.  The  th i rd  column  describes  the  data  i tem  and  i ts  purpose.  

Table  1 7  – Header structure  

Data i tem  Type  Description  

token  STRING[6]  I t  shal l  a lways  contain  the  s tri ng  "RrTcP"  i ncl ud ing  a  trai l i ng  NULL 
character.  I den ti fi er as  ASCI I  s tri ng  wi th  a  l ength  of 5  bytes.  Th i s  token  
defi nes  the  beg i nn ing  of a  new data  b l ock.  

crcHeader WORD Cycl i c  redundancy check for the  header accord ing  to  CRC-1 6-CCITT.  The  
CRC i s  ca l cu l ated  from  and  i ncl ud i ng  headerversion  to  and  i n cl ud ing  any 
reserved  bytes.  The  CRC i s  cal cu lated  from  the  sequence  of bytes  after 
formatti ng  i n to  transm iss ion  byte  order.  

The  CRC pol ynom ial  i s :  x1 6  +  x1 2  +  x5  +  1 .  

headerversion  WORD Defines  the  header vers ion .  The  headervers i on  wi th  val ue  1  i s  defi ned  i n  
th i s  document.  Extensions  and /or mod i fi ed  vers ions  wi l l  u pdate  th i s  
val ue.  

headerl ength  DWORD Defines  the  b i nary fi l e  descri ptor l ength  i n  bytes.  Th i s  i s  at  l east  the  
l ength  of the  header i ncl ud ing  the  reserved  bytes.  Fu tu re  ed i ti ons  of th i s  
document may append  add i ti onal  fi e l ds  to  th i s  fi l e  d escriptor wi thou t 
i ncrementi ng  the  header vers ion  as  l ong  as  these  add i ti onal  fi e l ds  are  
compatib le  wi th  the  defi n i ti on  of the  fi l e  descri ptor i n  th i s  d ocument.  
Recei vers  wh ich  are  not  aware  of these  add i ti onal  fi e l ds  shal l  i gnore  
them .  

srcID  STRING[6]  Defi ne  the  source  system  i den ti fi er i n  format "ccxxxx"  (see  4 . 4 . 2).  

datal ength  DWORD Defines  the  data  con ten t of th i s  data  package  i n  octets .  Th i s  may be  the  
fu l l  (overs i zed )  d ata  i n  one  package  or a  typical  s i ze  for network transfer 
(1  280  octets).  I n  the  l atter case,  maxnum ,  actnum  and  s tream length  wi l l  
be  used  to  synch ron i ze  data  packets  i n to  a  complete  data  transfer.  

t imeSec DWORD Seconds  part  of time  stamp.  Timestamp i s  constructed  both  of time  i n  
seconds  and  nanoseconds  at  the  g rabbing  i nstant.  I f requ i red  by the  
appl i cation  (e. g .  image  transm ission  to  the  VDR),  The  timestamp shal l  be  
made  at  the  sou rce  immed iatel y at  data  record ing .  

I f the  appl i cation  a l l ows  the  t imestamp to  be  opti ona l  and  no  timestamp i s  
ava i l able,  the  va l ue  0  shal l  be  used  for t imeSec and  timeNsec.  

The  time  representation  i s  the  number of seconds  s i nce  J anuary 1 st  
1 970,  not  i ncl ud i ng  l eap  seconds  ( i . e.  i n  astronom ic/GMT representati on ).   

Th i s  i n formation  i s  on l y needed  wi th  the  fi rst  packet  of each  fi l e  or data  
s tream .  Time  stamps  i n  the  fol l owing  data  packages  be long ing  to  the  
same  data  transfer shal l  be  d i scarded  by the  recei ver.  

I t  i s  on l y practi cabl e  to  use  th i s  val ue  i f the  synch ron i zation  between  the  
desti nati on  device  (e. g .  VDR)  and  the  sou rce  device  (e. g .  Radar un i t)  i s  
su ffi cien tl y precise  ( i n  the  range  of m i l l i seconds).  The  d i fftime  data  i tem  
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Data i tem  Type  Description  

may be  used  as  an  a l ternati ve  method  for synchron isati on .  I f d i fftime  i s  
non -zero,  th i s  fi e l d  shal l  be  i gnored .  

t imeNsec DWORD Nanosecond  part  of t ime  stamp.  See  timeSec for detai l s .  

d i fftime   Time  d i fference  i n  m i l l i seconds  between  data  record i ng  i nstan t  (e. g .  
g rabbi ng  i nstant)  and  transm ission  of the  fi rst  packet  of the  fi l e.  

A t imestamp wi th  a  resol u ti on  of at  l east  i n  the  m i l l i second  range  i s  made  
immed iately before  the  sou rce  generation  (e. g .  screenshot)  and  the  
second  timestamp i s  made  immed iately before  the  fi rst  packet  i s  
transm i tted .  The  d i fference  i s  en tered  as  "d i fftime"  and  the  packet  i s  then  
sen t.  

The  desti nation  device  (e. g .  VDR)  uses  th i s  d i fftime  value  together wi th  
i ts  system  time  to  determ ine  the  t imestamp for the  transm i tted  data.  Time  
tolerances  between  desti nati on  device  and  sou rce  device  may be  
neg l ected ,  because  the  t ime  reference  of the  desti nation  devi ce  i s  a lways  
the  system  time  of the  desti nation  device.  

maxnum  DWORD Number of packets  needed  for transm iss ion  of the  correspond ing  fi l e  or 
data  stream .  The  val ue  can  be  1  or more  

actnum  DWORD Th is  packet number (range  from  1  to  maxnum)  

stream length  DWORD Defines  the  l ength  of the  (fu l l )  s tream/presentation  con ten t i n  octets  

device  BYTE Data  source  (device)  as  b i nary val ue,  1  ≥  equ ipment 1 ,  2  ≥  equ ipment  2 ,  
etc.  The  va l ue  can  be  between  1  and  255.  

channel  BYTE  Subd i vi s ion  accord ing  to  data  source  (device),  va l ues  from  1  to  255,  
defau l t  =  1 .  

deviceip  DWORD I P  of transm i tti ng  device;  opti onal l y used .  The  I P  address  i s  en tered  i n  
Network Byte  Order Format (DWORD).  

deviceport  WORD That port  the  transm i tti ng  device  has  used .  I t  may be  used  optiona l l y.  

typel ength  BYTE  The  l eng th  of the  datatype  fi e l d .  

datatype  STRING[1 6]  Th i s  stri ng  defi nes  the  databl ock encod ing  by assign i ng  a  M IME  con ten t 
type  to  the  datab lock for the  server fol l owed  by a  nu l l  character.  For 
example,  image/png  i s  used  for PNG  image  fi l es  and  appl i cati on /zi p  i s  
used  for zi p-fi l es .  

S tatus  of 
acqu is i ti on  

WORD The  status  for the  data  return .  A zero  i s  retu rned  for normal  operation .  
Non -zero  val ue  i s  used  to  i nd icate  an  error cond i ti on .  A descri pti ve  text  
may be  pu t  i n  the  s tatus  and  i n formation  text  fi e l d .  

S tatusLength  WORD The  l eng th  of the  "Status  and  i n formation  text"  fi e l d  i n  bytes.  

S tatus  and  
i n formation  text  

STRING[n ]  S tatus  i n formation  (e. g .  successfu l  operati on  or error codes).  Th i s  may 
be  one  or more  stri ngs  term inated  by a  b i nary nu l l .  

 

7.6.2 .3  Elements  of the  package data  structure  

The package  data  format is  defined  i n  Table  1 8 .  The  fi rst  column  speci fies  the  name of the  
data  i tem .  The  second  column  speci fies  the  data  type  and  s ize.  The  th i rd  column  describes  
the  data  i tem  and  i ts  purpose.  

The  package data  s tructu re  s i ze  i s  set to  zero  i f on l y s tatus  i n formation  i s  transm itted .  

Table  1 8  – Package  data  structure  

Data  i tem  Type  Description  

datablock BYTE[dataleng th ]  Th i s  i tem  i s  the  data  e i ther spl i t  i n to  p ieces  or i n  one  b lock.  S i ze  i s  
defi ned  by datal eng th  i n  the  header.  

 

There  is  no  CRC for the  data  conten ts  as  th is  i s  partl y hand led  by the  TCP/IP  layer or by 
other mechan isms  i n  the  con tents  format.  The  header has  a  separate  CRC as  i t  i s  deemed  
more  cri tical  for the  correct operation  of the  system .  
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7.6.3  Structure  of the  transfer stream  

7.6.3.1  General  

The  complete  b inary fi l e  i s  sp l i t  i n to  a  number of datablocks.  Each  header and  datablock is  
transm i tted  i n  i ncreasing  order,  beg inn ing  wi th  the  fi rst  datablock and  end ing  wi th  the  l ast  
datablock.  Synchron isation  is  ach ieved  wi th  data  i tems  actnum  and  maxnum.  

7.6.3.2  Unknown  data  types  

A receiver that does  not understand  an  i ncom ing  data  type  shal l  i gnore  al l  i ncom ing  data  
wi thout  clos ing  the  connection  i f the  receiver is  a  server.  

I f the  receiver is  a  cl i en t and  does  not understand  i ncom ing  data,  i t  sha l l  immed iatel y close  
the  connection .  

7.6.3.3  Maximum outgoing  rate  

The data  volume for each  transm i t  cl i ent  of b inary fi le  sha l l  not  exceed  2  MBytes  per second .  

NOTE  Th is  provis i on  i s  i ncl uded  to  guarantee  spare  network capaci ty for other transm iss ions  i n  between  the  
b l ocks  of a  l arge  b i nary fi l e .  When  the  b i nary fi l e  i s  transm i tted  as  mu l ti cast,  i t  wi l l  fl ood  the  network and  can  i nh ib i t  
transm issions  of other data.  

7.6.4  TCP port  and  IP  addresses  

The I P  address  shal l  be  freel y se lectable  ou ts ide  the  addresses  assigned  for other purposes  
i n  th is  document and  the  I P  address  is  depend ing  on  the  network configuration  of the  
correspond ing  equ ipment manufacturer.   

The  I P  address  of each  fi le  source  and  the  fi l e  receiver has  to  be  coord inated  and  set 
manual l y beforehand  to  be  i n  the  same I P  address  range.  

Equ ipment unable  to  perform  an  address  l ook-up  service  shou ld  be  configured  to  the  same I P  
sub-net.  A rou ter may be  used  i f the  equ ipment i s  connected  on  d i fferent  I P  sub-nets.  

The  defau l t TCP port between  sender and  receiver for the  transfer shal l  be  7097.  Sender and  
receiver shal l  support configuration  of the  port  number and  I P  address.  

7.6.5  Implementation  gu idance  

7.6.5.1  Receiver as  server and  sender as  cl ient  

This  setup  is  used  for example  for VDRs  where  the  VDR as  the  fi l e  receiver has  to  be  
configured  as  a  passive  l i s ten ing  device.  The  fi l e  sender is  the  acti ve  transm i t cl i ent  
connecting  and  transferring  the  data.  

Depend ing  on  the  appl ication ,  the  fi l e  receiver may be  set  up  to  accept mu l ti p le  transm it  
cl ien ts  on  the  same inpu t port.  Th is  i s  necessary i f more  than  one  transm i t cl i en t  i s  assumed  
to  send  i ts  fi l es  to  the  receiver server.  

7.6.5.2  Connection  management from  sender cl i ent  

The transm it cl ien t shal l  establ ish  a  connection  to  the  receiver server immed iatel y after 
system  in i ti a l i sation .  Once the  connection  i s  establ ished ,  the  transm i t  cl i ent  i s  responsib le  for 
the  connection  and  stream ing  of data  packet to  the  receiver server.  

I f the  connection  attempt fa i ls  or connection  i s  l ost,  the  transm i t  cl i ent  shal l  try to  establ ish  the  
connection  again .  The  i n terval  between  attempts  shal l  not  exceed  30  s .  
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7.6.5.3  Connection  management from  receiver server 

The receiver server shal l  make the  l i s ten ing  port avai lab le  for data  transfers  during  
i n i tia l isation .  

The  manufacturer shal l  speci fy the  maximum  number of transm i t cl i en t connections  for the  
receiver server.  The  receiver server shal l  receive  data  i nd ividual l y from  connected  transm i t 
cl ien ts  and  detect any l oss  of connection  from  transm it cl i ents.  

The  equ ipment test  and  performance  standard  may requ ire  alerts  to  be  ra ised  for l oss  of 
connection .  

The  receiver server may i n  some cases  on l y detect a  fa i l ed  connection  by timeou t s i nce  data  
was  received  l ast time.  The  receiver server shal l  re in i tia l i se  the  l i sten ing  port  and  the  receiver 
software  modu le  after timeou t for the  transm i t  cl i ent.  

7.6.5.4  Error hand l ing  

The receiver shal l  ensure  data  i n tegri ty at reception  by veri fi cation  of the  header i nclud ing  
token ,  vers ion ,  cons istency of data  fie l ds  and  the  header CRC.  Erroneous  data  reception  shal l  
be  processed  and  i nd icated  accord ing  to  i nd ividual  equ ipment standard .  

NOTE  Consistency of data  fi e l ds  can  depend  on  appl i cation .  However,  s tri ngs  can  be  checked  agai nst  contai n i ng  
i l l egal  characters,  message  sequence  numbers  can  be  checked ,  etc.  

7.6.5.5  Transmission  of a  fi l e  

The cl i en t transm iss ion  of a  fi l e  may occur at any time when  the  connection  is  open .  The  
message  header in formation  i s  su fficient for the  server to  decode  the  data  s tream  and  
reassemble  the  fi l e  and  i ts  associated  header in formation  data.  

7.6.5.6  Device identi fication  

Al l  cl ients  shal l  be  configured  wi th  a  un ique  source  SFI  and  device  i den ti fi cation  (1  to  255)  to  
a l l ow the  server to  unambiguousl y i den ti fy the  sou rce  of the  received  packets.  

8 Methods  of test and  required  resul ts  

8. 1  Test set-up  and  equ ipment 

The  fol l owing  test methods  requ ire  test equ ipment capable  of transm i tti ng  and  receiving  UDP 
datagrams over the  Ethernet i n terface  and  the  use  of a  network protocol  anal yser.  The  test  
equ ipment shal l  be  capable  of supporti ng  the  Ethernet i n terface  appropriate  for the  EUT.  The  
equ ipment shal l  a lso  be  capable  of generating  i nval i d  data.  

The  test equ ipment shal l  be  configured  to  transm i t UDP broadcast messages  for the  ports  
defined  i n  6. 2 . 2 .  

S imu lation  equ ipment i s  requ i red  to  be  capable  of:  

•  generation  of test UDP  datagrams  con ta in ing  un ique  and  numbered  content,  syn tactical l y 
correct and  incorrect sentences  wi th  datagram  i n tensi ty that can  be  varied  to  exceed  
I EC 61 1 62-1  and  I EC 61 1 62-2  channel  capaci ty;  

•  i f the  EUT implements  support for PGN ,  generation  of I EC  61 1 62-3  PGN  test sen tences  
con tain ing  un ique  and  numbered  content,  syn tactical l y correct and  i ncorrect wi th  variable  
l ength  and  correct,  i ncorrect  and  m iss ing  checksum ;  
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•  generation  of I EC 61 1 62-1  test  sentences  con ta in ing  un ique  and  numbered  con ten t,  
syn tactica l l y correct and  incorrect wi th  variable  l eng th  and  correct,  i ncorrect and  m iss ing  
checksum ;  

•  generation  and  reception  of non  re-transm i ttable  and  re-transm i ttable  b i nary fi les .  

8.2  Basic  requ i rements  

8.2. 1  Equ ipment to  be  connected  to  the  network 

(see  4 . 2 . 1 )  

Veri fy through  i nspection  of test  documentation  that the  EUT has  been  tested  against the  
re levant  requ irements  contained  i n  I EC  60945.  

For the  purposes  of I EC  60945  the  fol l owing  defin i ti ons  appl y.  

•  Performance  check 

A performance check is  the  successfu l  transm ission  and  reception  of data.  

•  Performance  test  
A performance test  cons ists  of evaluating  performance  under d i fferen t test  scenari os.  

8.2.2  Network infrastructure  equ ipment 

(see  4 . 2 . 2)  

Confi rm  by i nspection  of manufacturer provided  i n formation  that the  EUT does  not provide  the  
functions  of a  repeater hub.  

Confi rm  by i nspection  of documented  evidence  that the  EUT supports  IGMP protocol  and  that  
the  vers ion  of IGMP support i s  documented .  

I f the  EUT is  a  swi tch ,  

•  confi rm  by i nspection  of documented  evidence that  i t  supports  IGMP snooping ,  and  

•  confi rm  by i nspection  of documented  evidence  that  the  IGMP snooping  based  mu l ticast  
traffic  fi l teri ng  i s  supported  per each  mu l ticast address.  

Use  a  s imu lation  arrangement to  generate  mu l ticast datagrams  wi th  address  range  of 
224. 0 .0 . 1  to  224. 0. 0. 255  and  confi rm  by observation  that the  EUT does  not  fi l ter ou t  those  
datagrams.  

8.2.3  Documentation  

(see  4 . 4 . 1 ,  7 . 1 . 1 )  

Confi rm  by i nspection  of manufacture 's  documentation  that a l l  of the  implemented  datagram  
types  are  speci fied .  

8.3  Network function  (NF)  

8.3. 1  Maximum data rate  

(see  4 . 3 . 2)  

Confi rm  by i nspection  that the  manufacturer has  speci fied  the  maximum  datagram  inpu t rates  
as  speci fied  i n  i tems  a)  to  c)  i n  4 . 3. 2.  

After activating  al l  NF  ports  of the  equ ipment under test  wi th  the  speci fied  maximum  
aggregate  datagram  rate  as  speci fi ed  i n  4 . 3 . 2 ,  check that the  performance of the  equ ipment i s  
not degraded  i n  any way.  
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8.3.2  Error logg ing  function  

(see  4 . 3 . 3)  

Confi rm  that the  manufacturer has  provided  means  to  i nspect a  l og  of detected  errors.  

NOTE  Tests  for the  errors  to  be  l ogged  are  g i ven  i n  8 . 5. 2 ,  8 . 9. 2 ,  8 . 1 0  and  8. 1 1 . 4.  

Confi rm  that,  i f external  data  logg ing  capabi l i ty i s  provided ,  the  ou tput of sys log  messages  
conforms to  the  manufacturer's  documentation  and  the  requ i rements  of 4 . 3 . 3. 2.  

I f reception  of sys log  message  capabi l i ty i s  provided ,  confi rm  by anal ytic  evaluation  that  the  
reception  and  l ogg ing  of sys log  messages  conforms to  the  manufacturer's  documentation  and  
the  requ i rements  of 4 . 3. 3 . 2 .  

8.4  System  function  block (SF)  

8.4. 1  General  

(see  4 . 4 . 1 )  

For SFs  that implement I EC  61 1 62-1  i n terfaces,  veri fy compl iance  i n  accordance wi th  the  test 
methods  and  requ ired  test resu l ts  of I EC  61 1 62-1 .  

For SFs  that implement I EC  61 1 62-2  i n terfaces,  veri fy compl iance  i n  accordance wi th  the  test  
methods  and  requ ired  test resu l ts  of I EC  61 1 62-2 .  

8.4.2  Assignment  of un ique system  function  ID  (SFI )  

(see  4 . 4. 2)  

Check that means  are  provided  to  ass ign  and  configure  the  SFI ,  as  described  in  4 . 4. 2 .  

Check that manufacturer's  documentation  i nclude  i nstructions  how to  select "cc"  and  "xxxx"  
part of the  SFI  so  that  the  SFI  i s  u n ique  at l east wi th in  the  I EC  61 1 62-450  network.  

8.4.3  Implementing  configurable  transmission  groups  

(see  4 . 4. 3)  

Check that means  are  provided  to  ass ign  and  configure  the  transm ission  groups.  Check that  
documentation  has  been  provided  describ ing  the  transm iss ion  groups  supported  by the  device.  

8.5  Serial  to  network gateway function  (SNGF)  

8.5. 1  General  

(see  4 . 5. 1 )  

Check that i t  i s  possib le  to  enter un ique  SFI s  for a l l  sources  d isti ngu ished  by d i fferen t  ta lker 
mnemon ic per each  serial  port of the  device  and  that the  mapping  of SFI  to  sources  
d istingu ished  by d i fferen t ta lker mnemon ic per each  seria l  port i s  correctl y implemented  by 
anal yzing  the  UDP datagrams.  

Check that TAG  b lock source  identi fication  (s : )  i s  correctl y implemented  to  sources  
d istingu ished  by d i fferent ta lker mnemon ic per each  seria l  port  by anal ys ing  the  UDP 
datagrams.  

Check that TAG  b lock desti nation  identi fication  (d : )  i s  correctl y implemented  for rou ti ng  from  
450-Network to  serial  ports.  
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Check that documentation  i s  avai lable  describ ing  any fi l tering  used  i n  the  device.  

8.5.2  Serial  l i ne  output  buffer management  

(see  4 . 5. 2)  

Veri fy the  ou tput  routing  by feed ing  the  network under test  wi th  datagrams  con tain ing  
sen tences  for a l l  avai lable  seria l  ou tputs  and  check that sen tences  are  rou ted  to  the  ou tpu t  
ports  having  the  set SFI s .  

Veri fy ou tput  buffer overflow hand l ing  by i ncreasing  the  datagram  data  rate  un ti l  poss ible  
capaci ty of the  seria l  l i nes  are  exceeded  and  check that  

•  priori ti zed  sentences  are  correctl y replaced ,  main tain ing  the  F IFO  order and  not affecti ng  
sen tence i n tegri ty,  and  

•  i n  case  buffer overflow sen tences  are  d iscarded ,  the  F I FO order i s  main tained ,  not  
affecting  sentence  in tegri ty,  and  the  buffer overflow even ts  are  l ogged  as  requ i red .  

Veri fy requ i red  functional i ty for priori ti zed  messages  by repeating  the  test wi th  the  un i t set  for 
priori ti zed  messages  and  check that behaviour i s  correct.  

Veri fy message  buffer in tegri ty by repeating  the  test a lso  wi th  grouped  messages  and  check 
that overflow hand l i ng  main tains  group i n tegri ty,  mean ing  that whole  groups  are  d iscarded ,  
regard less  of the  priori ti zed  message  setting .  

8.5.3  Datagram  output  

(see  4 . 5. 3)  

Veri fy datagram  conversion  by feed ing  the  i npu t ports  of the  network under test  wi th  
sen tences  and  check that these  are  transm i tted  i n  UDP datagrams  wi th  correct syn tax,  SFI ,  
source  i denti fication  (s : )  and ,  i f requ i red ,  desti nation  identi fication  (d : ) .  

The  test sentences  shou ld  i nclude  TAG  blocks  and  grouped  messages.  

Test configuration  shou ld  i nclude  s ing le  source  per seria l  port and  mu l tip le  sources  
d istingu ished  by d i fferen t  ta lker mnemon ics  per shared  seria l  port.  

8.5.4  Datagram  output multi  SF  serial  port  

(see  4 . 5. 4)  

Veri fy datagram  conversion  by feed ing  the  i npu t ports  of the  network under test  wi th  
sen tences  and  check that  these  are  transm itted  i n  UDP datagrams  wi th  correct syn tax,  SFI ,  
source  i denti fication  (s : )  and ,  i f requ i red ,  desti nation  i denti fication  (d : ) .  

Test configuration  shou ld  be  configu red  for mu l ti p le  sources  d istingu ished  by d i fferen t talker 
i denti fiers  and  manufacturer mnemon ic  codes  (for proprietary sentences)  per shared  seria l  
i nput port.  The  ou tpu t shou ld  be  configured  for s i ng le  d esti nation  by ta lker i den ti fier.  

Check the  test cases  below:  

1 )  received  sentences  wi th  configured  ta lker i den ti fiers  and  manufacturer mnemon ic codes  
wi l l  transm i t datagrams  wi th  the  configured  SFI ;  

2)  received  sen tences  wi thou t a  configured  talker i den ti fier or manufacturer mnemonic code  
wi l l  transm i t datagrams  for each  configured  SFI ;  

3)  received  datagrams  wi th  configured  desti nation  SFI s  wi l l  be  transm itted  on  configured  
seria l  port;  
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4)  received  datagrams wi th  a  val i d  destination  that  i s  an  unknown  SFI  wi l l  not  be  transm i tted  
on  any seria l  port;  

5)  received  datagrams  wi th  no  destination  speci fied  wi l l  be  transm itted  to  a l l  seria l  ports.  

I n  the  test cases  below,  the  SNGF  seria l  port defau l t SF I  i s  "S I 0001 " ,  the  configured  SFI s  are  
TI 0001  (for Ta lker I den ti fier "TI ")  and  VD0001  (for Talker I den ti fi er "VD") .  A proprietary 
sen tence  “PMANMSG”  is  configured  for SFI  VD0001 .  The  typical  received  sen tences  wi l l  then  
i nclude  rate-of-turn  ( "$TIROT")  and  speed  ( "$VDVBW").  

•  Test case  1 :  An  example  of s imple  SFI  convers ion :  

" $ TIROT, 1 2 3 . 4 5* 67 <CR><LF>$VDVBW, 1 0 . 0 0 , , A, , , V, , V, , V*hh<CR><LF>”  

“ $ PMANMSG, proprietary_contents* hh<CR><LF>"  

wi l l  generate  three  datagrams,  one  for each  SFI :  

" \ s : TI 0 0 0 1 , n: 333 *hh\ $ TIROT, 1 2 3 . 4 5* 67 <CR><LF>"  

" \ s : VD0 0 0 1 , n: 1 1 1 *hh\ $VDVBW, 1 0 . 0 0 , , A, , , V, , V, , V* hh<CR><LF>"  

“ \ s : VD0 0 0 1 , n: 1 1 1 *hh\>$PMANMSG, proprietary_contents*hh<CR><LF>”  

wi th  the  I EC  61 1 62-450  Header("UdPbC'0' ") .  

•  Test case  2 :  An  example  of un-configured  ta lker i den ti fier:  

" $ SDDPT, 1 2 3 . 4 , , 4 0 0 *hh<CR><LF>"   

wi l l  generate  one  datagram  for each  configured  SFI :  

" \ s : TI 0 0 0 1 , n: 2 2 2 *hh\ $ SDDPT, 1 2 3 . 4 , , 4 0 0 *hh<CR><LF>"  

" \ s : VD0 0 0 1 , n: 2 2 2 *hh\ $ SDDPT, 1 2 3 . 4 , , 4 0 0 *hh<CR><LF>"  

wi th  the  I EC  61 1 62-450  Header("UdPbC'0' ") .  

•  Test case  3 :  An  example  of s imple  SFI  convers ion ,  no  TAG  b lock support:  

Datagram " \ s : I N0 0 0 1 , d: TI 0 0 0 1 , n: 333 *hh\ $ INTIQ, ROT* hh<CR><LF>"  

wi l l  generate  transm ission  of the  sen tence on  the  seria l  port configured  for the  desti nation  
SFI  TI 0001 :  

" $ INTIQ, ROT*hh<CR><LF>"  

•  Test case  4 :  An  example  of a  speci fied  desti nation  bu t un -configured  SFI  convers ion :  

Datagram " \ s : I N0 0 0 1 , d: GN0 0 0 1 , n: 333 *hh\ $ INGNQ, ZDA* hh<CR><LF>"  

wi l l  not  generate  transm ission  on  any seria l  ports.  

•  Test case  5 :  An  example  of no  speci fi ed  destination :   

Datagram “\s: IN0001, n: 333*hh\$INGNQ, ZDA*hh<CR><LF>”  

wi l l  generate  transm ission  of the  sentence  on  a l l  seria l  ports .  

“ $ INGNQ, ZDA*hh<CR><LF>”  

8.5.5  Handl ing  malformed  data received  on  serial  l ine  

(see  4 . 5. 5)  

Veri fy datagram  conversion  by feed ing  the  SNGF  i npu t ports  under test  wi th  va l id  sen tences  
i n terleaved  wi th  mal formed  data  accord ing  to  4 . 5. 5.  

Confi rm  that the  va l i d  sentences  are  correctl y converted  i n to  datagrams.  

Each  test  shal l  i ncl ude  test cases  for a l l  of the  start characters .  Check that the  test  cases  
be low wi l l  generate  a  datagram  transm iss ion :  

1 )  when  data  has  been  received  before  a  start  character;  

2)  when  data  has  been  received  after a  va l i d  start character and  the  maximum  sentence and  
TAG  b lock l eng th  has  been  exceeded ;  
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3)  when  data  has  been  received  after a  va l i d  start  character and  end  of l i ne  (<CR><LF>)  has  
not been  received  wi th in  1  s ;  

4)  when  a  reserved  character has  been  received  and  not  having  been  appropriate l y escaped ;  

5)  when  random  binary data  i s  sen t on  seria l  l i ne.  

I n  the  test cases  below,  the  SNGF  seria l  port  i s  configured  as  SF I  TI 0001  and  defau l t S I 0001  
is  the  SFI  of the  SNGF.  

•  Test case  1 :  An  example  of data  before  s tart  character:  

Serial  data  " 1 2 7 , 3 33* 6B<CR><LF>$TI ROT, 1 2 3 . 4 5* 67 <CR><LF>"  

wi l l  generate  two  datagrams:  

" \ s : SI 0 0 0 1 , n: 4 4 4 *hh\ 1 2 7 , 3 33* 6B<CR><LF>"  

" \ s : TI 0 0 0 1 , n: 4 4 5 *hh\ $ TIROT, 1 2 3 . 4 5* hh<CR><LF>"  

and  wi th  the  I EC 61 1 62-450  Header("UdPbC'0 ' ") .  

•  Test case  2 :  An  example  of too  l ong  l i ne:  

Serial  data  " $ TIALR, 1 2 34 56 , 90 6, A, V, Sens or  fault  with  a  too  long  description  
to  violate  s erial  data  maximum line  l ength  limitation*hh<CR><LF>"  

wi l l  generate  one  datagram,  i . e.  no  change  to  conten t:  

" \ s : TI 0 0 0 1 , n: 4 4 6*hh\ $ TIALR, 1 2 34 56 , 90 6 , A, V, Sens or  fault  with  a  too  l ong  
description  to  violate  s erial  data  maximum line  l ength  
limitation*hh<CR><LF>"  

and  wi th  the  I EC 61 1 62-450  Header("UdPbC'0 ' ") .  

•  Test case  3 :  An  example  of timeout:  

Serial  data  " $ TIALR, 1 2 34 56, 90 6 , A, V, "  

<1 . 1  s  delay>  

Serial  data  " Sensor  fault*hh<CR><LF>"  

wi l l  generate  two  datagrams:  

" \ s : TI 0 0 0 1 , n: 4 4 7 *nn\ $ TIALR, 1 2 34 56 , 90 6 , A, V, "  and 

" \ s : SI 0 0 0 1 , n: 4 4 8 * nn\ Sensor  fault*hh<CR><LF>"  

and  wi th  the  I EC 61 1 62-450  Header("UdPbC'0 ' ") .  

•  Test case  4 :  An  example  of i ncorrect escape:  

" $ TI TXT, 0 1 , 0 1 , 0 1 , I ncorrect  *  es cape*hh<CR><LF>"  

wi l l  generate  a  datagram  ( i . e .  no  change  to  conten t) :  

" \ s : TI 0 0 0 1 , n: 4 4 9*nn\ $ TI TXT, 0 1 , 0 1 , 0 1 , I ncorrect  *  e scape* hh<CR><LF>"  

and  wi th  the  I EC 61 1 62-450  Header("UdPbC'0 ' ") .  

•  Test case  5 :  An  example  of random  serial  data  i nclud ing  start  characters  "$"  that wi l l  
i n i tiate  a  new buffer:  

Th is  wi l l  generate  a  datagram:  

" \ s : SI 0 0 0 1 , n: 4 4 9*nn\kfaj ds . . . 3efbnaj fu93hn"  followed by  

" \ s : SI 0 0 0 1 , n: 4 50 *nn\ $ lkfdaj kf98 8 7 3tq8 7 7 8 4 ( ( /kfaj d. . "  

and  wi th  the  I EC 61 1 62-450  Header("UdPbC'0 ' ") .  

8.6  Other network function  (ONF)  

(see  4 . 7)  

Veri fy by i nspection  of the  manufacturer's  documentation  that i n formation  for the  use  of ONF  
is  provided  as  described  i n  4 . 7.  

Veri fy us ing  the  test equ ipment described  i n  8 . 1  that  the  ONF  does  not use  any of the  
mu l ticast I P  addresses  reserved  i n  5 . 4 .  
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NOTE  The  test  equ ipment  to  confi rm  the  sou rce  and  desti nation  of general  ONF  traffi c  cou ld  be  a  network 
anal yser.  

8.7  Low level  network 

8.7. 1  Electrical  and  mechan ical  requ i rements  

(see  5. 1 )  

Veri fy by observation  that one  of the  connectors  speci fi ed  i n  Table  3  i s  avai lable  on  the  
equ ipment.  

Veri fy by i nspection  of manufacturer documentation  that one  or more  of these  i n terfaces  
meets  the  requ i rements  of Table  3.  

Veri fy by inspection  of manufacturer documentation  that the  l aser safety requ i rements  for 
Class  1  devices  are  met.  

8.7.2  Network protocol  

(see  5. 2)  

Confi rm  by i nspection  of documented  evidence  that the  re levan t I EEE  802 . 3  data  l i n k protocol  
i s  used .  

Veri fy us ing  the  network protocol  anal yser that I P  (Vers ion  4)  protocol  i s  used  and  that no  I P  
option  i s  used .  

Confi rm  us ing  p ing  program  that each  device  supports  the  network protocols  speci fied .  

8.7.3  IP  address  assignment for equ ipment  

(see  5. 3)  

Confi rm  by observation  that means  are  provided  to  configure  an  I P  address  for the  device.  

Confi rm  that  an  I P  address  for the  device  i s  configured  wi th in  the  ranges  reserved  for private  
networks  as  described  i n  I SOC RFC 1 91 8.  

Confi rm  that any excluded  I P  ranges  reserved  for i n ternal  sub-nets  ( in ternal  to  the  equ ipment)  
are  documented  and  those  are  not i n  the  range  g i ven  by 5. 3.  

Using  the  test equ ipment described  i n  8 . 1  and  documentation  provided  by the  manufacturer,  
veri fy by transm itti ng  and  receiving  data  that the  equ ipment does  not change i ts  I P  address  
and  I P  port  setti ngs  after an  OFF/ON  power cycle.  

8.7.4  Mu lticast  address  range  

(see  5. 4)  

Veri fy,  us ing  the  network protocol  anal yser,  that each  datagram  is  transm itted  and  received  
wi th  the  mu l ticast  address  239. 1 92. 0 . 1  to  239. 1 92 .0 . 64.  

8.8  Transport l ayer 

(see  C lause  6)  

Veri fy that  UDP messages  are  transm i tted  and  received  at  each  of the  appropriate  port  
numbers  as  defined  i n  Tables  4  and  5.  

Veri fy that UDP  are  d iscarded  i f the  received  UDP checksum  is  i nva l i d .  
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Veri fy that each  datagram  contains  no  more  than  1  472  bytes.  

8.9  Appl ication  l ayer 

8.9. 1  Appl ication  

(see  7 . 2 . 1 )  

Using  the  test equ ipment described  i n  8 . 1  and  documentation  provided  by the  manufacturer,  
veri fy by transm itting  and  receiving  data  that each  SF  and  SNGF  port  of the  equ ipment under 
test can  send  and  receive  I EC  61 1 62-1  sentences  and  a l lows  several  sen tences  to  be  merged  
i n to  one  datagram  i f appl i cable.  

8.9.2  Datagram  header 

(see  7 . 1 )  

Check that a l l  UDP  mu l ticast datagrams are  headed  by 

•  "UdPbC "  for transm ission  of I EC  61 1 62-1  formatted  sentences,  

•  "RaUdP "  for transm ission  of b inary fi les ,  

•  "RrUdP "  for transm ission  of re-transm i ttable  bi nary fi les ,  and  

•  "NkPgN"  for transm ission  of I EC  61 1 62-3  PGN  messages,  

fol l owed  by a  nu l l  character (a l l  b i ts  set to  zero)  as  the  fi rst s ix  bytes  of the  datagram .  

Check that  a l l  TCP/IP  datagrams  are  headed  by "RrTcP "  for transm iss ion  of b i nary fi les  as  
described  i n  7. 6  fo l lowed  by a  nu l l  character (a l l  b i ts  set  to  zero)  as  the  fi rst s ix  bytes  of the  
datagram.  

Check that  i ncom ing  datagrams wi th  an  unknown  header are  d iscarded  wi thou t process ing  the  
con ten t beyond  the  header.  

Veri fy that,  as  part  of error l ogg ing ,  the  count of received  datagrams  wi thou t va l id  datagram  
header (see  7. 1 )  i s  increased  i f datagram  header i s  unrecogn ized  or i nval id .  

8.9.3  Types  of messages  

(see  7 . 2 . 2)  

Using  the  test equ ipment described  i n  8 . 1 ,  and  documentation  provided  by the  manufacturer,  
veri fy by transm i tting  and  receiving  data  that each  SF  and  SNGF  port  of the  equ ipment under 
test can  send  and  receive  each  of the  message types  speci fi ed  by the  manufacturer;  one  or 
more  of SBM,  MSM  and  CRP.  For CRP messages,  veri fy that the  requ irements  of C lause  C. 4  
are  met by i nspection  of recorded  datagrams and ,  i n  the  case  of timeou t hand l i ng ,  the  
equ ipment's  error l og  data.  

8.9.4  TAG  block parameters  

(see  7 . 2 . 3)  

8.9.4. 1  Test of the  transmitter 

Veri fy us ing  a  receiving  protocol  anal yzer that 

•  a l l  members  of group  have  same g roup code  value,  

•  next group  code  va lue  after 99  i s  1 ,  

•  the  EUT transm i ts  the  source  identi fier (two  separate  test cases  – defau l t  and  configured) ,  

•  i f used ,  the  EUT transm its  val i d  destination  code,  
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•  l i ne  count  va lue  increments  for each  l ine  and  resets  after 999  to  1 ,  

•  i f provided ,  the  heartbeat  sentence  (HBT)  i s  transm i tted  at l east once  every 60  s ,  and  

•  the  EUT on l y feeds  sen tences  preceded  by a  va l id  TAG  b lock (for example  
"\s : I I 0001 , n : 23*31 \$LCGLL, 5420. 1 23,N ,01 030.987,E, ,A,A*58<CR><LF>")  i n to  the  network.  

8.9.4.2  Test of the  receiver 

Veri fy,  us ing  a  transm i tting  protocol  anal yser,  that  

•  l i nes  wi thou t a  TAG  b lock are  not  used  as  defi ned  i n  7 . 2 . 3. 1 ,  

•  add ing  a  TAG  b lock con tain ing  syn tactica l l y correct  parameter codes  ( for example  
"\z: Y23G81 *56\")  not defined  i n  th is  document i s  transparen t to  normal  operation ,  

•  on l y complete  sen tence  groups  are  used ,  and  

•  TAG  b lock l i nes  wi th  the  EUT as  desti nation  are  processed .  

NOTE  Processing  can  a l so  mean  that  data  i s  d ropped .  

8.9.4.3  Test for bid i rectional  communication  

I f the  network under test  supports  CRP,  then ,  us ing  a  b i d i rectional  protocol  anal yzer,  veri fy 
that  source  and  destination  are  correct i n  the  CRP communication .  

8.9.4.4  Configuration  

Veri fy by i nspection  of documentation  that i t  i s  not poss ib le  to  d ynam ical l y configure  any 
i denti ties  after i nsta l l ation .  

8.9.5  General  authentication  

(see  7 . 2 . 3 . 8)  

These  tests  appl y to  a  EUT that i ncl udes  transm ission  of au then tication .  

Confi rm  by i nspection  of manufacturer's  documentation  wh ich  s i gnature  methods  the  EUT 
provides.  

Confi rm  by anal ytic  evaluation  that the  EUT transm i ts  sen tence or message wi th  correct  
au thentication  code  as  described  i n  7 . 2. 3. 8.  Repeat the  test for a l l  s i gnature  methods  
supported  by the  EUT.  

Use  s imu lation  arrangement to  create  val i d  examples  of au then ticated  sentences  or 
messages  and  confi rm  by observation  that,  i f the  EUT is  not set to  requ ire  au thentication ,  the  
EUT processes  a l l  sentences  or messages.  

Use  s imu lation  arrangement to  create  same val id  examples  of au thenticated  sen tences  or 
messages  as  i n  previous  test,  and  confi rm  by observation  that,  i f the  EUT is  set  to  requ i re  
au thentication ,  the  EUT processes  a l l  sentences  or messages.  Repeat the  test for a l l  
s i gnature  methods  supported  by the  EUT.  

Use  s imu lation  arrangement to  create  same val i d  examples  of sen tences  or messages  as  i n  
previous  test,  bu t wi thou t i nclud ing  au thentication  parameter code,  and  confi rm  by 
observation  that,  i f the  EUT is  set to  requ ire  au then tication ,  the  EUT d iscards  a l l  sentences  or 
messages.  

Use  s imu lation  arrangement to  create  same va l i d  examples  of sen tences  or messages  as  i n  
previous  test,  bu t wi th  i n tentional l y i ncorrect va lue  in  the  au then tication  parameter code,  and  
confi rm  by observation  that,  i f the  EUT is  set to  requ i re  au then tication ,  the  EUT d iscards  a l l  
sen tences  or messages.  Repeat the  test for a l l  s i gnature  methods  supported  by EUT.  
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8. 1 0  Error logg ing  

(see  7 . 2 . 5)  

By feed ing  test sentences  wi th  variable  con ten ts  i n to  the  network,  veri fy that the  network 
under test processes  on ly sentences  preceded  by a  val i d  TAG  b lock as  defined  i n  7 . 2 . 3 . 1  and  
veri fy that  

•  l i nes  wi th  TAG  checksum  errors  i ncrease  the  correspond ing  error log  coun t  as  defined  in  
4 . 3. 3 ,  

•  l i nes  wi th  TAG  syn tax errors  i ncrease  the  correspond ing  error log  count  as  defined  in  4 . 3. 3 ,  
and  

•  l i nes  wi th  TAG  fram ing  errors  ( i . e .  m iss ing  "\"  character at  start,  stop  and  between  
ad j acent TAG  b locks)  increase  the  correspond ing  error l og  count  as  defined  i n  4 . 3 . 3 .  

Check hand l i ng  of i ncorrect messages  by feed ing  the  network under test  wi th  sen tences  
having  

•  i ncorrect syn tax,  

•  i ncorrect checksum ,  and  

•  i ncorrect message l ength .  

Veri fy that these  sentences  are  d iscarded  and  that the  network's  error l ogs  are  updated .  

8. 1 1  Binary fi l e  transfer using  UDP mu lticast  – Single  transmitter,  mu ltiple  receiver 

(see  7 . 3 . )  

8. 1 1 . 1  Sender process  test  

8. 1 1 . 1 . 1  Non  re-transmittable  b inary fi l e  transfer 

Using  a  test  set-up  wi th  non  re-transm ittable  b inary fi les ,  veri fy that  

•  header token  i s  set  correctl y,  

•  header vers ion  i s  set accord ing  the  Table  9,  

•  SrcID  i s  set  accord ing  to  Table  9 ,  

•  DestID  i s  correctl y set accord ing  to  Table  9 ,  

•  un i que  B lockID  i s  correctl y set,  

•  B lockID ,  SequenceNum  and  MaxSequence are  correctl y set; ,  

•  Device  i s  correctl y set,  

•  Channel  i s  correctl y set,  

•  the  I P  address  and  port numbers  are  ass igned  by one  of the  addresses  for non-re-
transm i ttable  bi nary fi l e  transfer,  

•  the  SequenceNum  of fi rst  datagram  is  set  to  1 ,  and  

•  there  i s  no  response when  a  receiver sends  any ACK messages.  

8. 1 1 . 1 .2  Re-transmittable  binary fi le  transfer 

Using  a  test  set-up  wi th  re-transm i ttable  b i nary fi l es,  veri fy that  

•  header token  i s  set  correctl y,  

•  header vers ion  i s  accord ing  to  Table  9,  

•  SrcID  and  DestID  are  correctl y set by "ccxxxx" ,  

•  Un ique  BlockID  is  correctl y set,  
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•  B lockID,  SequenceNum  and  MaxSequence are  correctl y set,  

•  Device  is  correctl y set,  

•  Channel  i s  correctl y set,  

•  the  I P  address,  port  number and  AckDestPort are  ass igned  by one  of the  addresses  for 
b inary fi le  transfer,  

•  the  maximal  re-transm iss ion  count i s  ca lcu lated  correctl y accord ing  7 . 3 .8 . 7 ,  

•  the  SequenceNum  of the  fi rst datagram  is  set  to  1 ,  

•  ACK messages  are  received  from  mu l ticast  group,  speci fi ed  from  AckDestPort,  

•  ACK messages  are  on l y processed  i f the  DestID  of ACK message  i s  equal  to  own  SFI  and  
i f the  SourceID  of ACK message  i s  equal  to  actual  DestID,  otherwise  the  ACK message  i s  
i gnored ,  

•  the  bi nary transfer i s  fi n ished  and  marked  as  successfu l  after an  ACK message  is  received ,  
whose  SequenceNum  is  equal  to  the  MaxSequence,  after a l l  data  i s  transmitted ,  

•  a  QUERY message  is  sen t when  there  i s  no  ACK message  received ,  after a l l  d ata  are  
transm i tted ,  

•  not more  than  three  QUERY messages  at  a l l  are  sent when  there  i s  no  ACK message  
received  after a  QUERY message  is  transm i tted ,  

•  b inary fi l e  data  from  SequenceNum  one  h igher as  SequenceNum  of ACK i s  re-transm i tted  
when  an  ACK message  whose SequenceNum  is  l ess  than  the  MaxSequence i s  received ,  

•  the  same SequenceNum  is  retransm i tted  not more  than  three  times,  otherwise  the  re-
transm i ttable  sender con ti nues  wi th  normal  transfer and  i gnores  ACK message,  

•  the  number of a l l  re-transm issions  is  not  more  than  the  maximal  re-transm ission  count,  
otherwise  the  re-transm i ttable  sender conti nues  wi th  normal  transfer and  ignores  ACK 
messages,  

•  the  b i nary transfer i s  fi n i shed  and  marked  as  not successfu l  after al l  d ata  i s  transm i tted ,  i f 
th ree  QUERY messages  are  sen t  and  no  ACK message  whose  SequenceNum  is  equal  to  
the  MaxSequence is  received ,  and  

•  l og  messages  are  correct.  

8. 1 1 .2  Receiver process  test  

8. 1 1 .2. 1  Non  re-transmittable  binary fi l e  transfer 

Using  a  test  set-up  wi th  non  re-transm ittable  b i nary fi les ,  veri fy that  

•  messages  are  received  correctl y on  g iven  I P  and  port add ress ,  

•  message  i s  on l y processed  i f the  header token  i s  equal  to  "RaUdP"  or "RrUdP",  

•  message  i s  on l y processed  wi th  val i d  header and  va l i d  b i nary image  descriptor,  

•  each  separate  b inary fi l e  transfer i s  i denti fi ed  by the  combination  of SrcID ,  B lockID ,  
Device  and  Channel ,  

•  a  new receiving  process  starts  when  a  message wi th  new BlockID  is  received  for the  
combination  of SrcID ,  Device  and  Channel ,  

•  the  received  messages  are  the  same as  that of the  transm i tted  data  when  there  i s  no  loss ,  

•  any l og  i n formation  i s  provided  i f there  is  any l oss,  and  

•  l og  messages  are  correct.  

8. 1 1 .2.2  Re-transmittable  binary fi le  transfer 

Using  a  test  set-up  wi th  re-transm ittable  b i nary fi l es,  veri fy that  

•  messages  are  received  correctl y on  g iven  I P  and  port add ress ,  
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•  message  i s  on l y processed  i f the  header token  i s  equal  to  "RrUdP",  

•  message  i s  on l y processed  wi th  val i d  header and  va l i d  b i nary image descriptor,  

•  message  is  on l y processed  i f DestID  i s  equal  to  own  SFI ,  

•  each  separate  b inary fi l e  transfer i s  identi fied  by the  combination  of SrcID ,  B lockID ,  
Device  and  Channel ,  

•  the  maximal  re-transm iss ion  count i s  ca lcu lated  correctl y accord ing  7 . 3 . 8. 7 ,  

•  ACK messages  are  generated  wi th  the  correct token  =  RrUdP,  SrcID  =  own  SFI ,  DestID  =  
SrcID  of received  message,  B lockID  and  wi thou t b inary image  descriptor and  wi thout  data  
b lock,  

•  ACK messages  are  transm itted  to  the  mu l ticast group  correspond ing  to  the  AckDestPort of 
the  actual  received  b inary fi le  block,  

•  the  receive  process  i s  marked  as  successfu l  and  an  ACK message i s  transm i tted  when  the  
received  SequenceNum  is  equal  to  the  MaxSequence  wi th  the  same  i nstance  i den ti fi er 
and  i f a l l  sequences  of the  actual  b inary fi le  b lock are  received ,  

•  an  ACK message  for a  successfu l  received  b inary fi le  b lock i s  not  more  than  three  times  
repeated  i f query messages  are  received ,  

•  i f no  complete  b i nary fi le  b lock i s  received ,  the  transfer i s  marked  as  not successfu l  and  
no  ACK message  after the  l ast  received  sequence  wi th  SequenceNum  equal  to  
MaxSequence  is  transm i tted ,  e i ther d i rectl y after received  last sequence  or  after received  
query messages,  

•  an  ACK message  is  transm i tted  wi th  the  last  received  SequenceNum  before  a  gap  when  
the  re-transm i ttable  receiver detects  that there  is  a  gap  in  the  SequenceNum  between  two  
consecutive  messages,  

•  an  ACK message for the  same requested  SequenceNum  is  not more  than  three  times  
repeated  for the  same b inary fi l e  b lock,  

•  the  number of a l l  ACK messages  for retransm ission  request i s  not more  than  the  maximal  
re-transm ission  coun t for the  same b inary fi l e  b lock,  

•  a  new receiving  process  starts  when  a  message wi th  new BlockID  i s  received  for the  
combination  of SrcID ,  Device  and  Channel ,  

•  the  received  messages  are  the  same as  that of the  transm i tted  data,  

•  the  re-transm ittable  receiver does  not send  any ACK message  when  a  re-transm ittable  
sender sends  a  bi nary fi l e  b lock wi th  d i fferen t DestID,  and  

•  l og  messages  are  correct.  

8. 1 1 .3  Binary fi l e  descriptor test  

Using  a  test  set-up  wi th  b i nary fi l es,  veri fy that  

•  the  AckDestPort  fi el d  i s  correctl y set,  

•  the  Leng th  fi e ld ,  the  TypeLength  fi e l d  and  the  StatusLength  fi el d  are  correctl y set,  

•  b inary fi le  length  i n  the  descriptor i s  the  same as  the  s i ze  of the  received  data,  and  

•  the  received  data  format is  the  same as  that of the  data  type  in  the  descriptor.  

8. 1 1 .4  Binary fi l e  transfer error logg ing  

Using  a  test  set-up  wi th  b inary fi l es,  veri fy that the  fol l owing  events  can  be  l ogged :  

•  number of b inary fi l e  b locks  where  errors  occur;  

•  m issing  datagrams;  

•  u nrecogn ized  headers.  
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8. 1 1 .5  Maximum outgoing  rate  

Confi rm  by i nspection  of documented  evidence  that the  EUT has  an  effecti ve  method  to  l im i t  
the  ou tgoing  rate  to  be  wi th in  the  g i ven  l im i t.  

8. 1 2  PGN  to  network gateway function  (PNGF)  

(see  7 . 4 . )  

8. 1 2. 1  General  

Check that i t  i s  possib le  to  enter un ique  SFI s  for a l l  sources  d istingu ished  by d i fferen t devices  
and  that the  mapping  of SF I  to  sources  d istingu ished  by d i fferen t device  i den ti fier i s  correctl y 
implemented  by anal ys ing  the  UDP datagrams.  

Check that documentation  i s  avai lab le  describ ing  any fi l teri ng  used  i n  the  device.   

8. 1 2.2  Output  buffer management 

Veri fy the  ou tpu t rou ting  by feed ing  the  network under test wi th  datagrams contain ing  PGNs  
for a l l  I EC 61 1 62-3  networks  and  check that PGNs are  routed  to  the  network having  the  set 
device  i den ti fi er.  

Check that documentation  i s  avai lable  describ ing  the  maximum  buffer capaci ty.  

Check that the  means  are  provided  to  configure  the  maximum  buffer capaci ty.   

Check that the  overflow i s  l ogged  as  requ i red .  

8. 1 2.3  Datagram  output  

Veri fy datagram  convers ion  by feed ing  the  i nput ports  of the  network under test wi th  PGNs 
and  check i f these  are  transm i tted  i n  UDP  datagrams  as  described  i n  7. 4 . 1 .  

Veri fy a  s ing le  I EC  61 1 62-3  PGN  message transm ission  per each  feed ing  I EC  61 1 62-450  
message.   

8. 1 2.4  PGN  group  

Veri fy PGN  group  fi l teri ng  by transm i tting  four PGN  groups  and  check that the  device  on l y 
receives  the  PGN  group messages  to  wh ich  i t  be longs.  

8. 1 2.5  Address  confl icts  

Confi rm  by observation  that the  EUT  assigns  new I EC  61 1 62-3  addresses  at  the  address  
trans lation  table  wi th in  1  m in  when  I EC 61 1 62-3  addresses  at  the  EUT confl ict  wi th  the  
addresses  in  I EC 61 1 62-3  Network.  

8. 1 3  System  function  ID  resolution  

(see  7 . 5)  

Confi rm  by observation  that  the  EUT  sends  SRP sen tences  to  address  239. 1 92 . 0. 56  port  
60056  when  boot  up,  1  m in  after boot up,  5  m in  after boot  up  and  after reconfiguration ,  
i nclud ing  both  reconfiguration  of setup  parameters  and  reconfiguration  based  on  a  change  
caused  by redundancy arrangements .  

8. 1 4 Binary fi l e  transfer using  TCP  point-to-point  

(see  7 . 6)  
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8. 1 4. 1  Test of transmit  cl ient  

8. 1 4. 1 . 1  Description  

The test set-up  i s  a  control lable  receiver server and  the  equ ipment under test.  The  fol l owing  
tests  shal l  be  performed  and  passed .  

8. 1 4. 1 . 2  Connection  establ ishment test   

Remove  receiver server from  the  network and  power up  the  transm i t  cl ien t.  Confi rm  by 
observation  that the  transm it cl i ent performs reconnection  attempts  as  speci fi ed .  

Connect receiver server and  confi rm  by observation  that connection  i s  establ ished .  

8. 1 4. 1 .3  Lost  connection  test  

Power down  or phys ical l y remove  receiver server from  the  network and  confi rm  by 
observation  that the  transm it cl ient  detects  connection  fa i l u re.  Th is  wi l l  normal l y requ ire  the  
transm ission  of some data  from  the  transm it  cl i ent.  

Reconnect receiver server and  confi rm  by observation  that the  transm i t  cl i en t reconnects  the  
receiver server.  Confi rm  by observation  that the  transm it cl i en t sends  data  as  speci fied .  
Confi rm  by observation  that the  headers  are  accord ing  to  the  data  format speci fication .  
Confi rm  by observation  that t ime stamp is  i ncreased .  

Break connection  i n  the  m idd le  of a  transfer.  Confi rm  by observation  that the  transm i t cl i en t 
con tinues  to  operate  and  tri es  to  reconnect.  

8. 1 4.2  Test of receiver server 

8. 1 4.2. 1  Test set-up  

The test set-up  i s  a  con trol lable  transm it cl ient and  the  equ ipment under test.  The  transm i t  
cl ien t sha l l  be  able  to  generate  the  fo l l owing ,  and  tests  shal l  be  made that check the  correct 
function ing  of the  receiver server i n  these  cases.  

8. 1 4.2.2  Connection  establ ishment test  

Remove  transm i t  cl ient(s)  from  the  network and  power up  receiver server.  Confi rm  by 
observation  that  receiver server s tarts  up  as  speci fi ed .  

Connect transm it cl ien t(s)  and  confi rm  by observation  that receiver server en ters  normal  
operation .  

8. 1 4.2.3  Lost  connection  test  

Break connection  i n  the  m idd le  of a  transfer.  Confi rm  by observation  that  the  receiver server 
con tinues  to  operate.  

8. 1 4.2.4  Message  transfer test  

Transfer at  l east one  fi l e  wi th  a  content type  wh ich  is  supported  by the  receiver server,  
streamed  as  a  sequence  of at  l east  5  datablocks.  Confi rm  by observation  that  the  receiver 
server correctl y processes  the  fi l e.  

8. 1 4.2.5  Mu l tiple  transmit  cl ient test  

I f the  receiver server supports  s imu l taneous  connections  from  mu l tip le  transm i t  cl i ents ,  
establ ish  the  maximum  number of connections  accord ing  to  the  manufacturer.  Send  fi l es  
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s imu l taneousl y over a l l  connections.  Confi rm  by observation  that the  receiver server correctl y 
processes  a l l  received  fi l es.  

8. 1 4.2.6  Erroneous  input test  

Send  a  fi l e  wi th  datalength  i n  the  header set to  a  va lue  wh ich  i s  smal l er than  the  actual  s i ze  of 
transm i tted  data.  Confi rm  by observation  that the  receiver server detects  the  error and  
i nd icates  i t  accord ing  to  the  i nd ividual  equ ipment standard .  

Send  a  fi l e  wi th  an  i nval id  crcHeader value  i n  the  header.  Confi rm  by observation  that the  
receiver server detects  the  error and  i nd icates  i t  accord ing  to  the  i nd ividual  equ ipment 
standard .  

Send  a  fi l e  wh ich  is  s treamed  as  at  l east 5  packets.  D iscard  the  3 rd  packet.  Confi rm  by 
observation  that the  receiver server detects  the  error and  ind icates  i t  accord ing  to  the  
i nd ividual  equ ipment standard .  

8. 1 4.2.7  Undefined  header test   

Send  a  fi l e  wi th  the  header vers ion  set to  a  va lue  h igher than  defined  in  th is  document.  
Confi rm  by observation  that the  receiver server i gnores  the  unknown  part  of the  header based  
on  the  implemented  header vers ion  and  that the  receiver server processes  the  fi l e.  

8. 1 4.3  Maximum outgoing  rate  

Confi rm  by i nspection  of documented  evidence  that the  EUT has  an  effecti ve  method  to  l im i t  
the  ou tgoing  rate  to  be  wi th in  the  g i ven  l im i t.  

8. 1 4.4  TCP port and  IP  addresses  

Confi rm  by i nspection  of manufacturer's  i nsta l l ation  documentation  that the  defau l t port  i s  
speci fied  as  7097  and  that there  are  instructions  to  set  both  sender and  receiver in  the  same 
I P  address  range.  
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Annex A 
(normative)  

 
Classification  of IEC 61 1 62-1  talker identi fier 

mnemonics  and  sentences  

A.1  General  

Table  A. 1  g i ves  a  mapping  from  ta lker i denti fi er mnemonic to  a  defau l t  transm iss ion  group for 
an  SF.  

Table  A. 2  g i ves  defau l t  cl assi fication  of each  of the  I EC  61 1 62-1  sentence  formatters  as  
be long ing  to  one  of the  fo l l owing  th ree  types  of message:  

•  sensor broadcast message  (SBM),  see  3 . 22;  

•  mu l ti -sen tence message (MSM),  see  3 . 1 4;  

•  command-response pai r (CRP),  see  3. 4.  

I f provided  by the  equ ipment,  the  defau l t  transm ission  group  and  classi fication  can  be  
changed  by the  parameter setup  system  of the  equ ipment to  USR1  to  USR8,  RCOM,  PROP in  
Table  4  or any i n  Table  5 .  

A.2  Talker identi fier mnemonic to  transmission  group mapping  

Table  A. 1  maps  the  two  fi rst characters  of the  SFI ,  wh ich  is  normal l y the  I EC  61 1 62-1  ta lker 
i denti fier mnemon ic,  to  the  defau l t  transm ission  group  the  SF  shal l  use  for transm i tting  
sen tences.  For the  two  character codes  l i s ted  in  Table  A. 1 ,  the  transm ission  group  i s  
i denti fied  i n  column  th ree.  For two  character codes  not i n  th i s  table,  the  SF  shal l  use  the  
M ISC transm ission  group as  defau l t.  For a lert communication  purposes,  an  a lert source  may 
use  transm ission  group BAM1 ,  BAM2 or transm iss ion  group  based  on  Table  A. 1 .  

Proprietary sentences  that do  not use  a  ta lker i den ti fier mnemon ic can  be  g i ven  a  defau l t  
transm ission  group  by the  manufacturer.  

Table  A. 1  – Classification  of IEC  61 1 62-1  talker identi fi er mnemonics  

Type of equ ipment  
Tal ker 

i denti fi er 
Transmission  

group  

Head ing/track con trol l er (au top i l ot)  genera l  AG  NAVD  

 magneti c  AP  NAVD  

Automatic  i den ti fi cation  system  AI  TGTD  

B i l ge  system  B I  M I SC  

Bri dge  navi gational  watch  a l arm  system  BN  VDRD  

CAM  of BAM  CA CAM1  or CAM2  

Commun ications:  d i g i ta l  sel ecti ve  cal l i ng  (DSC)  CD  RCOM  

 data  recei ver CR RCOM  

 satel l i te  CS  RCOM  

 rad i o-te lephone  (MF/HF)  CT  RCOM  

 rad i o-te lephone  (VHF)  CV RCOM  

 scann ing  recei ver CX RCOM  

Di rection  fi n der DF  NAVD  
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Type of equ ipment  
Tal ker 

i denti fi er 
Transmission  

group  

Duplex repeater s tation  DU  MISC  

E lectron ic chart  system  (ECS)  EC NAVD  

E lectron ic chart  d i spl ay and  i n formation  system  (ECDIS)  E I  NAVD  

Emergency posi ti on  i nd icati ng  rad i o  beacon  (EPIRB)  EP  RCOM  

Eng ine  room  mon i tori ng  system  ER MISC  

F i re  door con trol l er/mon i tori ng  system  FD  VDRD  

F i re  exti ngu isher system  FE  VDRD  

F i re  detection  system  FR VDRD  

F i re  spri nkler system  FS  VDRD  

Gal i l eo  posi ti on i ng  system  GA NAVD  

G lobal  posi ti on ing  system  (GPS)  GP  NAVD  

GLONASS  pos i ti on ing  system  GL  NAVD  

G lobal  navi gation  satel l i te  system  (GNSS)  GN  NAVD  

Head ing  sensors:  compass,  magneti c  HC  NAVD  

 gyro,  north  seeking  HE  SATD  

 fl u xgate  HF  NAVD  

 gyro,  non-north  seeki ng  HN  SATD  

Hu l l  d oor con trol l er/mon i tori ng  system  HD  VDRD  

Hu l l  s tress  mon i tori ng  HS  VDRD  

I n tegrated  i nstrumentati on  I I  M I SC  

I n tegrated  navigation  I N  NAVD  

LORAN:  LORAN-C  LC  NAVD  

Network device  ND  NETA 

Navigati on  l i gh t  control l er NL  M ISC  

Radar and /or radar p l otti ng  RA TGTD  

Propu ls ion  mach inery i ncl ud ing  remote  contro l  RC  MISC  

Sounder,  d epth  SD  NAVD  

Steeri ng  gear/steeri ng  eng i ne  SG  MISC  

E lectron ic posi ti on i ng  system ,  other/general  SN  NAVD  

Sounder,  scann ing  SS  M ISC  

Turn  rate  i nd icator TI  SATD  

M icroprocessor con tro l l er UP  M ISC  

(0<=#<=9)  User confi gu red  talker i den ti fi er U# M ISC  

Veloci ty sensors :  Doppl er,  other/general  VD  NAVD  

 speed  l og ,  water,  magneti c  VM  NAVD  

 speed  l og ,  water,  mechan ical  VW NAVD  

Voyage  data  recorder VR MISC  

Waterti gh t  door con trol l er/mon i tori ng  system  WD VDRD  

Water l evel  d etection  system  WL VDRD  

Transducer YX MISC  
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Type of equ ipment  
Tal ker 

i denti fi er 
Transmission  

group  

Timekeeper,  t ime/date:  atom ic cl ock ZA TIME  

 chronometer ZC  TIME  

 quartz  ZQ TIME  

 rad i o  update  ZV TIME  

Weather i nstrument  WI  NAVD  

Serial  to  Network Gateway Function a  S I  M I SC  

a  Th is  ta l ker i s  not  defi ned  i n  I EC 61 1 62-1 ,  bu t  i ncl uded  here  for use  by SNGF  function  b l ocks.  

 

A.3  List of al l  sentence formatters  and  the sentence type  

Table  A.2  class i fi es  the  existi ng  I EC  61 1 62-1  formatters.  The  righ tmost column  l i sts  re lated  
sen tence formatters  for MSM  and  CRP sen tences.  

Table  A.2  – Classification  of IEC  61 1 62-1  sentences  

 Description  SBM  MSM  CRP  Related  sentence 
formatters  

Q Query sen tence    X  Any repl y message  

AAM  Waypoin t  arri val  a l arm  X    

ABK 
AIS  addressed  and  bi nary broadcast 
acknowledgement  

  X  ABK,  ABM,  AIR,  BBM  

ABM  
AIS  Addressed  b i nary and  safety re l ated  
message  

 X X 
ABM  

Sometimes  s i ng le  

ACA AIS  channel  ass ignment message   X  
ACA,  ACS  

Sometimes  s i ng le  

ACK Acknowledge  a larm    X  ALR,  ACK 

ACN  Alert  command  X   ALC,  ALF,  ARC  

ACS  AIS  Channel  management i n formation  sou rce   X  ACA,  ACS  

AIR AIS  I n terrogati on  request    X  ABK 

AKD  Acknowledge  detai l  a l arm  cond i ti on    X  ALA,  AKD  

ALA Report  detai l ed  a l arm  cond i ti on    X  ALA,  AKD  

ALC  Cycl i c  a l ert  l i s t   X   CAN  

ALF  Alert  sentence   X  CAN  

ALR Set  a l arm  state  X  X  ALR,  ACK 

ARC Alert  command  refused  X   CAN  

APB Head ing/track con trol l er (au top i l ot)  sen tence  B  X    

AUC  Automated  procedure  con trol  X    

AUQ Automated  procedure  query X    

AUS  Automated  procedure  s tatus  X    

BBM  AIS  Broadcast  b i nary message   X X 
BBM  

Sometimes  s i ng le  

BEC 
Beari ng  and  d i stance  to  waypoin t  – dead  
reckon i ng  

X    

BOD  Beari ng  ori g i n  to  d esti nati on  X    
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 Description  SBM  MSM  CRP  Related  sentence 
formatters  

BWC Beari ng  and  d i stance  to  waypoin t  – g reat ci rcl e  X    

BWR Beari ng  and  d i stance  to  waypoin t  – rhumb  l i ne  X    

BWW Beari ng  waypoin t  to  waypoi n t  X    

CBR 
Confi gu re  Broadcast Rates  for AIS  AtoN  
Station  Message  Command  

 X X 
MEB  

Sometimes  s i ng le  

CUR 
Water current  l ayer – mu l ti - l ayer water current  
data  

X    

CYL  Cycl i c  procedure  l i s t   X    

DBT Depth  bel ow transducer X    

DDC  Display D imm ing  Control  X    

DOR Door status  detection   X   DOR 

DPT Depth  X    

DSC  Dig i ta l  selecti ve  cal l i ng  i n formation  X    

DSE  Expanded  d i g i ta l  se l ecti ve  cal l i ng  X    

DTM  Datum  reference  X    

ECI  Enhanced  selecti ve  cal l i ng  i n formation  X    

EPV Command  or report  equ ipment property val ue  X    

ETL  Eng ine  te legraph  operation  s tatus  X    

EVE  Genera l  event  message  X    

F IR F i re  detection   X   F IR 

FSI  Frequency set  i n formation  X    

FSS  Frequency selecti on  set  X    

GBS  GNSS  satel l i te  fau l t  detecti on  X    

GEN  Generic  b i nary i n formation  X    

GFA GNSS  fi x accuracy and  i n teg ri ty  X    

GGA G lobal  posi ti on i ng  system  (GPS)  fi x d ata  X    

GLL  Geograph ic  pos i ti on  – l ati tu de/l ong i tude  X    

GNS  GNSS  fi x data  X    

GRS  GNSS  range  res idual s  X    

GSA GNSS  DOP  and  acti ve  satel l i tes  X    

GST GNSS  pseudorange  noi se  stati s ti cs  X    

GSV GNSS  satel l i tes  i n  vi ew X    

HBT Heartbeat  supervis ion  sentence  X    

HCR Head ing  correction  report  X    

HDG  Head ing ,  deviati on  and  variati on  X    

HDT Head ing  true  X    

HMR Head ing  mon i tor recei ve    X  HMS  

HMS  Head ing  mon i tor set    X  HMR 

HRM  
Heel  ang le,  ro l l  peri od  and  rol l  ampl i tude  
measurement device  

X    

HSC  Head ing  steering  command  X    

HSS  Hu l l  s tress  surve i l l ance  systems  X    

HTC  Head ing/track con trol  command    X  HTD  
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 Description  SBM  MSM  CRP  Related  sentence 
formatters  

HTD  Head ing  /track control  d ata    X  HTC  

LR1  AIS  l ong-range  reply sentence  1   X  X LRF,  LRI  

LR2  AIS  l ong-range  reply sentence  2   X  X LRF,  LRI  

LR3  AIS  l ong-range  reply sentence  3   X  X LRF,  LRI  

LRF  AIS  l ong-range  functi on   X  X LR1 ,  LR2,  LR3,  LRF  

LRI  AIS  l ong-range  i n terrogati on   X  X LR1 ,  LR2,  LR3,  LRF  

MEB  Message  i npu t  for broadcast command   X X 
CBR 

Sometimes  s i ng le  

MOB  Man  over board  noti fi cati on  X    

MSK MSK rece iver i n terface  X    

MSS  MSK rece iver s i gnal  s tatus  X    

MTW Water temperature  X    

MWD Wind  d i rection  and  speed  X    

MWV Wind  speed  and  ang le  X    

NAK Negati ve  acknowledgment    X  ALR,  NAK 

NRM  NAVTEX receiver mask   X  NRX 

NRX NAVTEX received  message   X   

NSR Navigation  s tatus  report  X    

OCC  Occupation  con trol  X    

OSD  Own  sh i p  data  X    

POS  
Device  posi ti on  and  sh i p  d imensions  report  or 
confi gu rati on  command  

  X   

PRC  Propu ls ion  remote  con trol  s tatus  X    

RLM  Retu rn  l i nk message  X    

RMA 
Recommended  m in imum  speci fi c  LORAN-C 
data  

X    

RMB  Recommended  m in imum  navigation  i n formation  X    

RMC Recommended  m in imum  speci fi c  GNSS  data  X    

ROR Rudder order status  X    

ROT Rate  of tu rn  X    

RPM  Revol u tions  X    

RRT Report  rou te  transfer X    

RSA Rudder sensor ang le  X    

RSD  Radar system  data  X    

RTE  Rou tes  X    

SFI  Scann ing  frequency i n formation  X    

SSD  AIS  sh ip  stati c  data    X   

SM1  SafetyNET message,  Al l  sh ips/NavArea  X    

SM2  SafetyNET message,  Coastal  warn ing  area  X    

SM3  SafetyNET message,  Ci rcu l ar area  address  X    

SM4  SafetyNET message,  Rectangu lar area  add ress  X    

SMB  IMO SafetyNET message  body X    

SPW Securi ty password  sen tence   X   
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 Description  SBM  MSM  CRP  Related  sentence 
formatters  

SRP System  function  I D  resolu tion  protocol  X    

STN  Mu l ti p l e  data  I D   X    

THS  True  head ing  and  status  X    

TLB  Target l abel  X    

TLL  Target l ati tu de  and  l ong i tude  X    

TRC  Thruster control  d ata  X   TRD  

TRD  Thruster response  data  X   TRC  

TRL  AIS  transm i tter-non-function ing  l og  X    

TTD  Tracked  Target Data   X    

TTM  Tracked  target  message  X    

TUT  Transm ission  of mu l ti - l anguage  text   X    

TXT Text transm iss ion   X   Sometimes  s i ng l e  

U ID  User i den ti fi cati on  code  transm ission  X    

VBW Dual  g round /water speed  X    

VDM  AIS  VHF  data-l i nk message   X  Sometimes  s i ng le  

VDO AIS  VHF  data-l i nk own-vessel  report   X   Sometimes  s i ng le  

VDR Set  and  d ri ft  X    

VER Version   X  X Sometimes  s i ng le  

VHW Water speed  and  head i ng  X    

VLW Dual  g round /water d i s tance  X    

VPW Speed  measu red  paral l e l  to  wi nd  X    

VSD  AIS  voyage  stati c  data    X   

VTG  Cou rse  over g round  and  ground  speed  X    

WAT Water l evel  d etection  X    

WCV Waypoin t  cl osure  veloci ty  X    

WNC Distance  waypoi n t  to  waypoi n t  X    

WPL Waypoin t  l ocation  X    

XDR Transducer measurements  X    

XTE  Cross-track error,  measured  X    

XTR Cross-track error,  dead  reckon i ng  X    

ZDA Time  and  date  X    

ZDL  Time  and  d i stance  to  vari abl e  poin t  X    

ZFO UTC and  time  from  ori g i n  waypoin t  X    

ZTG  UTC and  time  to  desti nation  waypoin t  X    

 

International  Electrotechnical  Commission

Provided by IHS Markit under l icense with  IEC

 



 – 74  – I EC 61 1 62-450: 201 8  © I EC  201 8  

Annex B  
(normative)  

 
TAG  block defin i tions  

B.1  Val id i ty 

The material  i n  Annex B  is  a  subset of a  defi n i ti on  of a  parameter structure  from  NMEA 01 83  
i n tended  for add ing  in formation  to  I EC  61 1 62-1  sen tences.  Conformance  wi th  th is  document 
on  the  send ing  s ide  wi l l  guaran tee  conformance  to  NMEA 01 83,  bu t  the  description  herein  i s  
not complete  and  a  receiver that on l y implements  Annex B  wi l l  not be  able  to  process  a l l  va l id  
TAG  b lock structures.  

B.2  Val id  TAG  block characters  

The "\"  (back-slash)  character i s  designated  as  the  "TAG  block de l im i ter" .  A TAG  b lock shal l  
beg in  and  end  wi th  a  TAG  b lock del im i ter.  

The  clos ing  de l im i ter character i s  a lways  preceded  by the  checksum  (*hh)  of the  TAG  b lock 
con ten t.  The  TAG  block closing  " \"  appears  before  a  symbol  beg inn ing  a  sen tence,  ei ther a  
"$"  or " ! " ;  another Tag  B lock,  "\" ;  or the  <CR><LF>  symbols .  

The  beg inn ing  TAG  block "\"  symbol  sha l l  fol l ow the  "<CR><LF>"  symbols  at the  end  of the  
preced ing  sentence  or before  any other character i s  transm i tted .  

The  maximum  number of characters  i n  a  TAG  b lock shal l  be  80  characters  i nclud ing  the  TAG  
b lock del im i ters.  

I EC 61 1 62-1  requ ires  that the  maximum  number of characters  i n  a  sentence shal l  be  
79  characters  between  the  s tarting  del im i ter "$"  or " ! "  and  term inating  del im i ter <CR><LF>.  
The  "$"  or " ! "  i s  a lways  recogn ized  as  the  beg inn ing  of an  I EC  61 1 62-1  sen tence.  The  
character conten t of a  TAG  b lock,  p l us  the  TAG  b lock de l im i ters ,  i s  not i ncluded  i n  the  
sen tence  character coun t.  

The  con ten ts  of the  TAG  b lock (val i d  characters  between  the  two " \"  characters)  may contain  
any val i d  character ( I EC 61 1 62-1 : 201 6,  Table  2)  and  some of the  reserved  characters   
( I EC 61 1 62-1 : 201 6,  Table  1 ) .   

The  TAG  block shal l  not con tain  e i ther the  TAG  b lock de l im i ter,  or the  s tart  of sentence  
del im i ters,  "$"  or " ! " ,  or characters  reserved  for fu ture  use;  the  "~"  or <del>  characters .   

The  remain ing  reserved  characters  (<CR>,  <LF>,  " , " ,  " *" ,  and  "^" ,  found  i n  I EC  61 1 62-1 : 201 6,  
Table  1 )  sha l l  be  used  as  defined  in  Table  1  of I EC 61 1 62-1 : 201 6.  

B.3  TAG  block format 

Each  TAG  block may contain  one  or more  parameters  cons isting  of a  "parameter-code"  and  
"parameter value. "  Each  parameter value  may be  e i ther a  numeric va lue  or a  character string  
constructed  of va l i d  I EC  61 1 62-1  characters  as  d i scussed  i n  Clause  B. 2.  The  parameter-code  
cons ists  of a lphabetic  characters  on l y.  Parameter-code  and  parameter va lue  are  separated  by 
a  colon  ( " : ") .  

The  syn tax for a  TAG  b lock i s  described  below,  in  Extended  Backus-Naur Form  (EBNF)  
notation .  The  format i s  the  same as  that used  i n  the  XML speci fication  an d  a  brief explanation  
is  g i ven  below.  
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parameterCode: : =  [a-zA-Z0-9]+  

numericValue: : =  ' - '?  [0-9]+  ( ' . ' [0-9]+)?  

characterString : : =  [- .  A-Za-z0-9]+  

checksum: : =  [0-9A-F]  [0-9A-F]  

parameterPair: : =  parameterCode ' : '  (numericValue  |  characterString)  

parameterList: : =  parameterList ' , '  parameterPair |  parameterPair 

TagBlock: : =  ' \'  parameterList  ' * '  checkSum  ' \'  

An  add i ti onal  constra in t  for the  TAG  b lock i s  that  i t  sha l l  be  80  or l ess  characters  l ong .  When  
i t  appears,  i t  shal l  be  fo l l owed  by another TAG  b lock,  a  va l i d  I EC  61 1 62-1  sen tence or a  
carriage  return  and  l i ne  feed  pa ir.  

Two  examples  of syn tactical l y va l i d  tag  b locks  are  l i sted  be low:  

\a : 0 . 23, b:Al l  the  ki ngs  men  – bu t  j ack. , c: -23*hh \ 

\d :A*hh\ 

A brief description  of the  EBNF notation  fol l ows  below.  The  complete  description  can  be  found  
in  W3C XML.  

Any character i n  s ing le  quotes  i s  i tse l f,  i . e. ,  ' : '  i s  j ust a  co lon .  

The  square  brackets  denote  exactl y one  character from  the  set  of characters  l i s ted  wi th in .  The  
dash  ( "-") ,  un less  appearing  as  the  fi rst character,  defi nes  a  range  of characters,  i . e.  " [0-9A-
F] ",  i s  one  character i n  the  range  zero  to  n i ne  or A to  F .  A dash  as  the  fi rst character 
represents  i tsel f i n  the  selection .  

The  p lus  s i gn  means  that the  immed iate  preced ing  character can  be  repeated  one  or more  
times.  Thus,  " [0-9]+"  speci fi es  a  i n teger number,  poss ib l y wi th  l ead ing  zeros.  

The  vertical  bar ( " | " )  speci fies  a  selection .  E i ther the  l eft  or ri ght  hand  s ide  express ion  is  va l i d .  

Ord inary paren theses  group an  express ion  and  can  be  used  i n  con j unction  wi th  the  p lus  s i gn  
or the  horizon ta l  bar.  

B.4 TAG  block "hexadecimal  checksum"  (*hh)  

I n  order to  improve the  in tegri ty of the  parameters  i n  a  TAG  b lock,  the  "Exclusive  OR"  
hexadecimal  checksum  (*hh) ,  that  i s  ca lcu lated  for every I EC  61 1 62-1  sen tence  shal l  a lso  be  
used  for the  content of each  TAG  block (see  examples  be low).  The  checksum  is  the  8-bi t  
Exclus ive  OR (no  start  or stop  b i ts)  of a l l  characters  i n  the  TAG  b lock,  i nclud ing  the  " , "  and  "^"  
del im i ters,  between  bu t  not i nclud ing  the  beg inn ing  " \"  character and  the  "*"  checksum  
del im i ter.  

B.5 TAG  block " l ine"  

A TAG  block " l i ne"  can  be  formed  i n  three  ways.  

1 )  The  TAG  block can  appear a lone  to  form  a  " l i ne".   

2)  The  TAG  block may precede a  sentence  to  form  a  " l ine"  wi th  an  associated  I EC 61 1 62-1  
sen tence.  

3)  Mu l tip le  TAG  b locks  may appear one  after another to  form  a  " l i ne"  or they may precede  a  
sen tence to  form  a  " l i ne"  wi th  an  associated  I EC  61 1 62-1  sen tence.  
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A TAG  block " l i ne"  i s  on l y va l id  when  e i ther a  <CR><LF>  immed iatel y fo l lows  the  l ast  TAG  
b lock clos ing  "\"  symbol ,  or when  a  va l id  I EC  61 1 62-1  sentence immed iatel y fo l l ows  the  TAG  
b lock clos ing  "\"  symbol .  TAG  b locks  are  l i nked  wi th  a  sentence when  no  <CR><LF>  or any 
characters  separate  the  TAG  b lock and  sen tence.   

B.6  TAG  block parameter-code d ictionary 

Table  B. 1  l i s ts  the  curren tl y defined  parameter-codes  that  are  requ i red  when  using  TAG  b lock 
wi th in  th is  document.  Al l  codes  are  one  l ower case  character.  

Table  B . 1  – Defined  parameter-codes  

Parameter-code  Description  Form  of parameter value  

c POSIX time  Posi ti ve  i n teger 

d  Desti nati on -i den ti fi cati on  Alphanumeric s tri ng  (1 5  char.  maximum)  

g  Sen tence-g roupi ng  Grouped  numeric  stri ng  (alphanumeric)  

n  L i ne-count  Posi ti ve  i n teger 

r Relati ve  time  Posi ti ve  i n teger 

s  Source-i den ti fi cati on  Alphanumeric stri ng  (1 5  char.  maximum)  

t  Text  Free  text,  i ncl ud i ng  propri etary i n formation  

a  Genera l  au thenti cati on  Alphanumeric s tri ng  (32  char.  maximum)  
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Annex C  
(normative)  

 
Rel iable  transmission  of command-response pair messages  

C.1  Purpose  

The ru les  that are  l i s ted  i n  Annex C  are  i ncluded  to  promote  re l iable  b id i rectional  exchanges  
of sentences  class i fied  as  command-response  pai r (CRP)  in  Annex A.  Al l  equ ipment making  
use  of CRP message  exchanges  shal l  fol l ow these  ru les.  

The  requ i rements  of Annex C  are  not appl icable  for SNGF and  PNGF  as  they on l y act as  
converter between  orig inal  sender and  ori g ina l  receiver(s) .  

C.2  Information  exchange  examples  

Examples  of b i d i rectional  communication  where  command-response  pai r typ ical l y occur 
i nclude  

•  q uery for sentences,  

•  a larm  and  acknowledge,  

•  equ ipment i n i ti a l i sation  wi th  response success  or fa i l ,  and  

•  command  fol lowed  by data  or s tatus  as  response.  

Al though  the  content  d i ffers,  the  i n formation  exchange i s  s im i l ar i n  s tructure.  

C.3  Characteristics  

Two parties  exist i n  the  commun ication  (see  F igure  C. 1 ) .  The  Network device  1  (ND1 )  i s  
transm itti ng  the  command  and  the  ND2  is  transm i tti ng  a  response as  a  resu l t of the  
processing  of the  command .  

ND1 ND2

Send command

Send response
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Figure C. 1  – Command  response  communications  

C.4 Requirements  

The requ i rements  for re l iable  communication  are  the  fo l lowing :  

•  TAG  b lock parameter "s"  shal l  be  used  to  un iquel y i den ti fy the  source  of the  sentence;  

•  TAG  b lock parameter "d "  shal l  be  used  to  un iquely i den ti fy the  destination  of the  sen tence;  

•  TAG  b lock parameter "g "  shal l  be  used  to  group sen tences  i f requ i red ;  

•  TAG  block parameter "n "  shal l  be  used  to  ass ign  a  sequence number to  each  sentence 
transm itted  from  a  system  function  b lock,  i f requ i red ;  

•  t imeou t hand l ing  to  detect l oss  of messages ;  
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•  optional  timestamp to  l im i t  the  effect of time delays  for transm iss ion .  

C.5 Data flow description  

C.5. 1  Heartbeat  message  

The heartbeat sentence  (HBT)  i s  i n tended  to  i n form  that  the  un i t  i s  i n  normal  operation ,  i f no  
other requ i rements  speci fy other messages  for th is  purpose.  I t  sha l l  be  sen t by each   
450-Node at a  stated  i n terval .  The  example  below transm its  i n terval  set to  60  s  and  shows  the  
sequentia l  sen tence  i den ti fier incremented  from  3  to  4  to  d is ti ngu ish  sentences.  

. . .  
\ s : YX0 0 0 1 , n: 1 2 3* 0 1 \ $ YXHBT, 60 , A, 3* 0 7 <CR><LF>  
. . .  
\ s : YX0 0 0 1 , n: 2 31 * 0 1 \ $ YXHBT, 60 , A, 4 * 0 0 <CR><LF>  
 

C.5.2  Command  response  pai r 

This  example  is  for command-response  to  set NAVTEX receiver mask from  an  INS.  

\ s : I N0 0 0 1 , d: NR0 0 0 1 , n: 1 2 3* 68 \ $ INNRM, 2 , 1 , 0 0 0 0 1E1 F, 0 0 0 0 0 0 2 3 , C* 3 8 <CR><LF>  

The response  wi th in  timeou t from  the  NAVTEX receiver is  i f operation  is  successfu l  

\ s : NR00 0 1 , d: I N0 0 0 1 , n: 2 34 * 6D\ $NRNRM, 2 , 1 , 0 0 0 0 1E1 F, 0 0 0 0 0 0 2 3 , R* 3 2 <CR><LF>  

or i f unsuccessfu l  operation  

\ s : NR00 0 1 , d: I N0 0 0 1 , n: 2 34 * 6D\ $NRNAK, IN, NRM, NR00 0 1 , 2 , Unvalid s etting* 16<CR><LF>  

or i f a  bad  checksum  in  the  TAG  b lock or any TAG  b lock i n  a  g rouped  TAG  b lock 

\ s : NR00 0 1 , d: I N0 0 0 1 , n: 2 34 * 6D\ $NRNAK, IN, NRM, NR00 0 1 , 6 , Checksum failure  in  TAG 
Block* 5 8 <CR><LF>  

or i f a  bad  checksum  in  the  sen tence  or any sentence  in  a  TAG  block group  of sentences  

\ s : NR00 0 1 , d: I N0 0 0 1 , n: 2 34 * 6D\ $NRNAK, IN, NRM, NR00 0 1 , 6 , Checksum failure  in  
s entence* 62 <CR><LF>  
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Annex D  
(informative)  

 
Compatibi l i ty between  IEC 61 1 62-450  nodes  based  on  IEC  61 1 62-450: 201 1  
connected  to network which  uses  methods  based  on  IEC  61 1 62-450: 201 8  

D.1  General  

The hosts  ( i . e .  450-Nodes)  i n  I EC  61 1 62-450: 201 1  are  not requ i red  to  implement IGMP 
protocol .  When  the  IGMP snooping  in troduced  i n  I EC  61 1 62-450:201 8  i s  enabled ,  a  swi tch  
snoops  IGMP j oin  message  for mu l ticast g roups  and  main tains  per port i n formation  of 
mu l ticast g roups  i n to  wh ich  the  port  be longs.  When  a  mu l ticast message  is  received ,  the  
IGMP enabled  swi tch  forwards  the  message  on l y to  ports  wh ich  be long  to  th is  mu l ticast group.  
S ince  the  mu l ticast traffic  fi l tering  at  the  swi tch  i s  based  on  the  snooping  of IGMP j o in  
messages,  the  450-Nodes  of I EC  61 1 62-450:201 1 ,  wh ich  do  not implement IGMP protocol ,  
wi l l  not receive  the  I EC  61 1 62-450  traffic.  The  IGMP snooping  prevents  on l y reception  of the  
messages.  I t  does  not cause  any problem  for the  transm ission  of the  messages  by the  
450-Node.  

D.2  Al ternative methods  for compatibi l i ty 

D.2. 1  Use of IGMP proxy node  

One method  for a  450-Node based  on  I EC  61 1 62-450: 201 1 ,  wh ich  is  non-IGMP capable,  to  
receive  the  mu l ticasting  messages  when  IGMP snooping  is  enabled  i n  the   
I EC 61 1 62-450:  201 8  network i s  IGMP proxy node.  

When  swi tches  are  enabled  to  do  IGMP snooping ,  there  i s  no  way to  receive  mu l ticasting  
messages  wi thou t send ing  an  IGMP j o in  message  from  the  450-Node  to  the  swi tch .  A specia l  
node,  an  IGMP proxy node,  wh ich  sends  an  IGMP jo in  (and  IGMP leave)  message  i nstead  of 
the  non-IGMP capable  450-Node i s  requ i red  to  be  between  the  450-Node and  the  swi tch .  Th is  
means  that  a l l  non- IGMP capable  450-Nodes  shou ld  be  connected  to  an  IGMP snooping  
enabled  swi tch  through  a  vi rtual  IGMP agent.  An  IGMP proxy node  col l ects  the  mu l ticast 
membersh ip  i n formation  from  the  non- IGMP capable  network (au tomatical l y or by 
configuration ),  and  sends  IGMP j o in  (and  maybe  IGMP leave)  messages  period ica l l y for the  
detected  mu l ticast  g roups.  The  IGMP proxy node  a lso  repl ies  to  IGMP membersh ip  report 
requests  from  the  swi tch .  

D.2.2  Use  of vi rtual  LAN  (VLAN)  

D.2.2. 1  Method  

Another method  for a  450-Node based  on  I EC  61 1 62-450:201 1 ,  wh ich  i s  non- IGMP capable,  
to  receive  the  mu l ticasti ng  messages  when  IGMP snooping  is  enabled  in  the   
I EC 61 1 62-450:  201 8  network i s  VLAN .  

IGMP snooping  cou ld  be  configured  wi th  per VLAN  at  a  swi tch .  Th is  i s  on l y re lated  wi th  the  
setup  of the  swi tch  and  requ i res  noth ing  to  do  wi th  the  450-Node.  When  a  port at  a  swi tch  is  
connected  d i rectl y or i nd i rectl y to  nodes  wi th  non-IGMP capable  nodes,  then  the  ports  are  
a l l ocated  the  speci fic VLAN  I D(s),  wh ich  is  configured  to  d isable  the  I GMP snooping .  The  
system  des igner or i n tegrator may assign  a  specia l  VLAN  ID  for the  non- IGMP capable  
450-Nodes  i n  the  networks.  

VLAN  can  be  used  to  avoid  the  burden  of receiving  a l l  b inary fi l e  transfers  from  ports  i n   
Table  5 .  A VLAN  I D  can  be  ass igned  to  each  b inary fi l e  transfer port  or some ports  of the  
b inary fi l e  transfer.  Th is  means  that the  system  in tegrator cou ld  p lan  the  system  so  that b i nary 
fi l e  transfers  are  not shared  by a l l  users  who are  not in terested  i n  the  b i nary fi le  transfers.  
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D.2.2.2  Requi rements  for swi tches  

The fo l l owing  are  requ ired  at  a  swi tch  to  support I GMP snooping  compatib i l i ty based  on  
VLAN :  

a)  means  to  configure  VLAN  for each  Ethernet port;  

b)  means  to  enable  or to  d isable  IGMP snooping  per each  VLAN .  

D.2.3  Use of static mu l ticast  swi tch  configuration  

A th i rd  method  for a  450-Node  based  on  I EC  61 1 62-450: 201 1  wh ich  is  non-IGMP capable  to  
receive  the  mu l ticasti ng  messages  when  IGMP snooping  i s  enabled  i n  the  
IEC 61 1 62-450: 201 8  network i s  to  use  static  mu l ticast swi tch  configuration .   

Managed  swi tches  typical l y provide  the  abi l i ty to  define  at swi tch  port l evel  wh ich  ports  wi l l  
receive  data  from  mu l ticast groups.  Th is  i s  often  referred  to  as  static  mu l ticast or s tatic 
mu l ticast routing  and  i nvolves  configuring  the  IP/MAC address  of a  mu l ticast group to  wh ich  a  
non- IGMP capable  device  wishes  to  receive  data  from  and  associati ng  i t  wi th  the  network port  
of the  device  on  the  swi tch .  As  mu l ticast data  i s  received  at the  IP/MAC address  on  the  swi tch ,  
i t  i s  provided  to  the  device  wi thou t any expl ici t  IGMP j o in  requests.  
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Annex E  
(informative)  

 
Use of switch  setup configuration  to  fi l ter network traffic  

Typical l y,  a  s imple  network consisti ng  of on l y I EC  61 1 62-1  sen tences  and  screen  capture  
images  from  radars  and  ECDIS  to  VDR,  and  ECDIS  rou te  exchange  transm i tted  over LAN  
us ing  I EC  61 1 62-450  protocol  wou ld  not  need  any fi l tering  of the  network traffic.  Often ,  there  
is  a  need  to  share  the  same LAN  i n frastructure  for th ings  l ike  raw radar vi deo,  CCTV pictures,  
transfer of SENC databases,  etc.  Such  add i tional  traffic i s  defined  as  ONF  by th is  document.  
The  issue  is  that such  add i ti onal  traffic  may cause  too  h igh  a  CPU  l oad  for some of the  s imple  
450-Nodes  connected  to  the  shared  network i n frastructure.  There  are  many possib i l i ti es  to  
address  the  i ssue  of the  fi l tering  of the  network traffic.  

Annex E  expla ins  one  fam i ly of methods.  Th is  fam i l y of methods  uses  network i n frastructure  
e lements,  namely swi tches,  to  perform  the  fi l teri ng .  Th is  document i s  for 450-Nodes  and  
therefore  i t  i ncl udes  "shal l "  requ irements  on l y for the  450-Nodes.  Annexe E  i s  i n formative  
because  i t  describes  the  use  of network  i n frastructure  elements.  

One  method  to  fi l ter or con trol  network traffic i s  to  use  setup  configuration  of the  managed  
swi tches.  Such  setup  wou ld  typ ical l y a l l ow traffic fi l tering  based  on  any combination  of 

•  the  phys ica l  port,  

•  the  l og ical  port  number,  

•  the  protocol  type,  

•  the  source  I P  address,  

•  the  source  MAC address ,  

•  the  desti nation  I P  address,  

•  the  desti nation  MAC address,  and  

•  the  VLAN .  

There  are  no  i n ternational  standards  by I EEE,  I ETF,  etc.  to  do  th is  setup,  bu t there  is  a  de  
facto  method  ca l l ed  Access  Control  L ist  (ACL) .  Typical  of a l l  methods  used  to  control  the  
setup  is  that the  setup  configuration  can  be  s tored  as  a  s imple  text fi l e  wh ich  cou ld  be  fed  by 
a  computer i n to  the  swi tch .  Therefore,  such  methods  offer a  h i gh  l evel  of manageabi l i ty for an  
organ ization  that  makes  system  des ign  or service  and  support  (for example  a  company cou ld  
create  an  environment i n  wh ich  experts  prepare  setup  configurations  as  fi l es,  the  setup  fi l es  
are  cen tral l y stored  to  be  avai lable  i n  a  cl oud  and  the  service  and  support  persons  can  u ti l i ze  
these  setup  fi l es  wh i le  perform ing  service  and  support) .  
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Annex F  
(normative)  

 
Sentence to  support SFI  col l ision  detection  

F.1  General  

Annex F  describes  detai ls  of a  new sentence used  to  support implementation  of a  
450-Network.  

NOTE  Refer to  I EC 61 1 62-1  for poss ible  l ater vers ions  of these  sentences.  

F.2  SRP – System  function  ID  resolution  protocol  

This  sentence  i s  used  to  ass ist  detection  of possib le  system  function  ID  (SFI )  confl icts .  

Th is  sentence is  transm itted  as  speci fied  i n  th is  document (see  7. 5) .  Th is  sen tence  cannot be  
queried .  

\s : ccxxxx* hh\ $--SRP, x, hhhhhhhhhhhh, c--c*hh<CR><LF>  
    │                │       │         │  
    │                │       │         └─ I P  address  4 )  
    │                │       └─ MAC  address  3 )  
    │                └─ I ns tance  number  of  redundant  alternative  2 )  
    └─ SFI  of  the  transmitter  1 )  

 

Comments:  

1 )  Reported  SFI  of the  transm i tter 

2)  I nstance  number for i n terface  redundancy ( i . e.  number of physica l  port  for i denti cal  SFI ) ,  nu l l  i f i n terface  
redundancy not  i n  use.  The  i ns tance  numbers  shal l  be  ord inal  wi th  no  skipping  (1 ,  2 ,  3 ,… ).  

3)  Reported  MAC add ress  used  by SFI ,  48bi t  hexadecimal  number,  for example  3261 3C4EB605 

4)  Reported  I P  address  used  by SFI  as  text  s tri ng ,  for example  239. 1 92. 0. 1  
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